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Abstract

For a dense RFID reader deployment, such as in
warehouse RFID deployment, where hundreds of
antennas will be positioned in a building, the
interference between all these readers must be studied
carefully to avoid severe reader collisions. Strict RFID
regulations and standards have been imposed, trying
to address the problem of reader collision and also the
problem of RFID devices interfering with other devices
operating in nearby frequency bands. However, these
guidelines and regulations are not entirely friendly for
dense RFID reader deployment, in some cases it is not
possible to have a feasible RFID system while
adhering to these regulations. Hence, this paper
proposes the synchronization of RFID readers, to
enable successful dense RFID reader deployment. A
case study targeted at European operations is
presented in this paper to visualise the actual
synchronization of RFID readers in vreal life
applications. Some fine-tuning methods are also
suggested to further improve the performance of
readers in a high reader density population area.

1. Introduction

Radio Frequency Identification (RFID) has received
much attention recently as it has been widely believed
that RFID can bring revolution to supply chain
management, replacing barcodes as the main object
tracking system. Several major supply chain
companies, such as Wal-Mart in the USA, have
deployed RFID systems in some of their supply chains
[1]. Initial test runs of RFID deployment show
encouraging results [2], and hence large scale RFID
deployment is planned. However, before any
successful deployment can be achieved, some RFID
issues have to be resolved. One of them is the RFID
reader collision problem, which is the focus of this
paper.

The term “reader collision(s)” is discussed
extensively in [3], [4]. In this paper, reader collision is
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simply defined as the phenomenon where an
interrogation signal from a certain reader disrupts the
communication between a tag and another reader, and
this reader collision problem is potentially magnified
in a dense reader environment, such as a warehouse.
Various regulatory bodies and standardization bodies
have tried to regulate the operations of RFID readers.
In this paper, the ETSI 302 208 as introduced by the
European regulatory body and the EPC Class 1
Generation 2 as recommended by EPCglobal are used
as the basis of RFID reader regulations. However, as
will be discussed in more detail in the later part of this
paper, the restrictions that are put on the operation of
RFID readers are very strict and in a way it is quite
impossible to have an uncoordinated large scale
deployment of RFID readers. Hence, this paper
introduces the idea of RFID reader synchronization, to
enable good RFID performance in dense reader
environment, while adhering to strict regulations.

The next section introduces the ETSI 302 208 and
EPC Class 1 Generation 2 Protocol and their impact on
RFID reader deployment. Section 3 explains the
concept of RFID reader synchronization and how it
adheres to strict regulations. A case study on RFID
reader placement is presented in Section 4. Ways of
fine-tuning RFID reader positioning is discussed in
Section 5, followed by conclusion in Section 6.

2. Background

2.1. ETSI 302 208

ETSI 302 208 is a European regulation governing
the operation of RFID readers. It allocates the
frequency band of 865 to 868 MHz for RFID
deployment. This frequency band is then divided into
15 sub-bands or channels, each spans a total of 200
kHz. However, when a reader is operating at the
maximum radiated power, which is 2 W ERP
(Effective Radiated Power), only 10 sub-bands are
available, while the remaining 5 are utilized as guard
bands. ETSI 302 208 also introduces the concept of
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“Listen Before Talk”. An extract from the ETSI 302
208 best describes the essence of “Listen Before Talk”.
It says “Prior to Transmission, the interrogator must
listen for the presence of another signal within its
intended sub-band of transmission. The listen time
shall comprise a fixed period of 5 ms plus a random
time of 0 ms to 5 ms in 11 steps. If the sub-band is free
the random time shall be set to 0 ms” [5]. The
threshold to determine the presence of another signal
within the intended sub-band is shown in Table 1
below.

Furthermore, once a sub-band has been selected, the
RFID reader is permitted to use that sub-band for up to
4 s. After use, it must free the sub-band for at least 100
ms. A reader can however, listen to another sub-band
for 5ms and if free use that new sub-band.

Table 1. Transmit and threshold power

ERP (W) ERP (dBW) Threshold (dBW)
Upto 0.1 Up to -10 <-113
0.1t00.5 -10to -3 <-120
0.5t02.0 -3t03 <-126

2.2. EPC Class 1 Generation 2 Protocol

“EPC Radio-frequency Identification Protocols
Class 1 Generation 2 UHF RFID Protocol for
Communication at 860 MHz — 960 MHz” [6], in short
EPC C1G2, is the standard protocol developed by
EPCglobal for RFID devices for use within the supply
chain. This protocol outlines the air interfaces and
commands between an RFID reader and an RFID tag.
It also includes the spectrum management of RFID
operation in a dense reader environment. Frequency
hopping or frequency agile systems are the suggested
techniques. An allocated frequency band, as allowed
by local regulatory body, is divided into sub-bands or
channels. A reader will only use a certain channel for
communication, not the entire allocated frequency
band. Also, according to EPC C1G2, for dense reader
operation it is recommended that interrogator
transmissions operate in even-numbered channels and
tag backscatters are located in odd-numbered channels.

2.3. Problem in dense reader environment

With the implementation of ETSI 302 208 and EPC
C1G2, it was discovered that when a reader is
operating at a certain sub-band or channel, this reader
will effectively prevent other readers from using that
channel within an unacceptable large area. [5] and [6]
have presented detailed discussions and analysis on
this matter and Table 2 below summarises the
minimum distance between two antennas connected to
readers before one antenna operating at a certain
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channel will allow the other antenna from using that
channel.

Table 2. Min. Distance Between Antennas

Channel Antenna Projecting Horizontally
Difference | Front (m) | Side (m) | Back (m)
0 1400 350 210
1 180 45 30
2 130 25 15
3 95 20 10

3. Reader synchronization

Under the concept of reader synchronization, all the
RFID readers in a certain area, for example all the
readers in a warehouse, are networked together through
a central control unit. The connection method can be
the common Ethernet connection, or equivalent.

Since all the readers are linked together, they can be
directed to carry commands at a same time. Also, they
can be assigned channels dynamically, so that the
spectrum management is optimised while the reader
collision is minimised.

——— > Time
Reader 1 | "Listen" "Talk"
Reader 2 | "Listen" "Talk"
Reader N| "Listen" "Talk"

Figure 1. Synchronization of all readers:
All the readers start to “Listen” at a same time
and finish “Listen” at a same time too.

European regulation allows 10 channels when
maximum radiated power, 2 W ERP, is used.
Following the recommendation of EPC C1G2, 5 of
them, the even-numbered channels, are used for reader
interrogation. All the readers are “Listen Before Talk”
compatible. They are configured to start to “Listen” at
the same time, and then at the end of the listen period,
they can all synchronously start to “Talk”, as shown in
Fig 1. This is due to the fact that according to ETSI
302 208, if there is no signal detected in the intended
channel of interest, the “Listen” time is fixed. Hence,
all the readers, which start “Listening” at the same
time, will start “Talking” at the same time. If a reader
is turned on at a different time, or if a reader loses
synchronization that reader will start again in
synchronism with the rest of the readers, after the last
reader has finished its “Talk” session.

4. Case study
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Figure 2. Alternating of “Listening” and
“Talking” mode.
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Figure 3. Channelling of the allocated
frequency spectrum.

A case study on dense RFID reader deployment at
the dock doors of a warehouse is presented here. As
shown in Fig. 2, the dark colour rectangles represent
trucks loading or unloading goods at the dock doors of
a warehouse. Each door is around 3 m in width, and
has two RFID antennas facing each other for tag
interrogation.

Since all the readers are synchronised in a way
described in Section 3, they will start “Listening” at a

same time and will be assigned channels for
interrogation at the end of “Listen” period. The
assignment of channels will be geographically

influenced. Two readers assigned to be operating in a
same channel will be as far apart as possible. Also, the
neighbouring antennas will be using channels as far
apart as possible. As illustrated in Fig. 3, the spectrum
is split into 10 channels, all 5 of the odd-numbered
channels are reserved for tag backscattering while all 5
of the even-numbered channels are assigned for reader
interrogation. Fig. 2 shows how the channel
assignment is done. The antenna on the furthest left is
using channel 2 for interrogation. The next antenna on
its immediate right is using channel 8, which is 6
channels away. Channel 10, though is the furthest
channel away, is not chosen. This is because the
arrangement of [2, 8, 4, 10, 6] gives best channel
separation between every channel.

5. Synchronized RFID system fine-tuning
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Fine-tuning can be carried out to further reduce the
tendency of reader collision, to enable more reader
deployments at the same time, so that the RFID
coverage in the area can be increased.

5.1. Reduction of output power

Although up to 2 W ERP can be used in single or small
population reader environment, in dense reader
populations this higher power may not be necessary.
Currently, a state of the art reader can read up to 10 m.
However, normal reading operation does not require
such a read range. In the case study presented in
Section 4, the dock doors of the warehouse are around
3 m in width. Since two antennas are positioned facing
each other in every dock door, the read range required
is also around 1.5 ~ 2 m. By reducing the radiated
power of readers, the minimum distance between two
antennas using a same channel can also be reduced,
which is beneficial in a dense reader environment.

5.2. Reduction of overall reader talking time

While it is possible to talk for 4 seconds, readers
and applications should be configured to talk for only
the time necessary to capture tag data. There is no
optimum talking time. It all depends on the type of
application and also the surroundings of the
deployment  zone.  On-site  fine-tuning  and
measurement is needed before the reduction of talking
time can be carried out.

5.3. Use of external sensors
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Figure 4. Using sensors in RFID system. Both

the antennas at dock door 3 are switched off

when the absence of truck 3 is detected.

Sensors can be used to turn RFID reader on only
when tags are approaching to further reduce reader
interference in that area. This will free up the channels
allocated for those antennas, and also to avoid
unnecessary interference to other surroundings reader
antennas. For example, external sensors can be
attached to the dock door in the case study in Section
4. When the dock door is not in use, the designated
RFID readers would be switched off, as shown in Fig
4. Optionally, the central control unit can then
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dynamically shift the channels assigned for the
antennas at door 3 to door 4.

5.4. RF opaque or RF absorbing materials

RF Absorbing Materials
Figure 5. Use of RF absorbing materials. The

antennas facing each other at the same door
is at least 4 channels away.

Another effective, but more expensive, way to
reduce readers interference and collision, is to utilize
RF opaque or RF absorbing materials to contain the
interrogating signal within the designated zone of
interrogation. For the case study presented in Section
3, the use of such materials is shown in Fig. 5.
Although there will still some signal leakage through
the door openings, it would not have caused much
interference. This is due to the fact that the signal
strengths at the sides of the antenna are relatively weak
as compared to the front of the antenna. According to
[6], the gain at the side of a typical RFID antenna is
approximately 20 dB less than the gain at the front of
the antenna.

5.5. Switching of channels

T 1 0 o A oy

4 10 6 2 8 4 10 6 2 8
Chonnel

6 10 48 26 104 8 2
Channel

Figure 6. Channel switching within antennas.

Interrogating Channels can be switched around
every cycle of “Listen Before Talk”. This is to prevent
the jamming of the interrogation signal by any external
noise. Fig. 6 shows a simple example on how the
switching is done. There are other more complex
switching methods involving higher artificial
intelligence in the central control unit, depending on
the noise received from the surrounding environment.

Proceedings of the International Symposium on Applications and the Internet Workshops (SAINTW’'06)
0-7695-2510-5/05 $20.00 © 2005 IEEE

6. Conclusion

This paper has identified synchronization of RFID
readers as a mechanism to assist in RFID readers
deployment in dense reader environments. Several
fine-tuning methods are also presented in optimising
the performance of a synchronised RFID system. As
compared to conventional unsynchronised RFID
systems, a synchronised RFID system can offer more
coverage, less reader collision or interference, while
strictly following the European regulations and the
EPC C1G2 recommendation. However, these benefits
require the use of more complex hardware and hence
can marginally increase deployment costs. Reader
synchronization has not been tested in real situation,
and hence will require future study in this area.
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