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Summary

e Cyber defence exercises (CDX) represent a popular form of hands-on security training.

e Learners are usually divided into several teams that have to defend or attack virtual IT v D
infrastructure (red vs. blue teams). - <j <ﬂ ¢> 3

e CDXs are prepared for learners whose level of skills, knowledge, and background — - Green Team V\I(mte%Tea
may be unknown or very diverse. This is evident in the case of high-profile interna- - repair - - score
tional CDXs with hundreds of participants coming from government agencies, military, '

academia, and the private sector.

e We present three methods for distributing learners into teams with respect to their
level of proficiency and the prerequisite skills required for the exercise.

e Our aim is to reach a balance between proficiency and the exercise to make the exer-
cise beneficial for the learners and an effective investment for sponsors.

e We outline findings from an analysis of the learners’ self-assessment of various skills | Blue Team Red Team
' - secure - attac

before and after the exercise. ' - monitor - scan
- defense - penetrate

Methods of balancing teams
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