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A MAC-address Relaying NAT Router for Host
Identification from Outside of Internal Network

NARIYOSHI YAMAL " Ryo MuraKkAaMmI, 2
KiyoHIKO OKAYAMAT! and MOTONORI NAKAMURA 3

As an alleviation method against IPv4 address exhaustion problem, NAT
(Network Address Translation) has been commonly used. Since NAT allows
many internal hosts to share one single global IP address, it can save the num-
ber of required global IP addresses. However, with NAT, each internal host
cannot be identified from the external network. Consequently, if access control
system on external network would permit network access from one internal host,
it automatically would permit all network access from any other internal hosts
as well, for example. In this paper, we propose a NAT router with MAC address

relaying function that copies the source MAC address of receiving frames sent
by internal hosts into frames sent to the external network since source MAC ad-
dresses, which are the sender identifiers in data link layer, are basically unused
except for MAC address learning function of layer 2 switches. According to the
results of experiments, we confirmed that the prototype NAT router with MAC
address relaying function allows access to external networks by internal hosts to
be controlled individually based on MAC address and obtains high throughput
as well.
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Fig.1 Target network environment.
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Fig.2 Process of conventional NAT router.
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Fig.3 Process in MAC address relaying NAT router for outbound forwarding.
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Fig.4 Process in MAC address relaying NAT router for inbound forwarding.
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Fig.5 Inside architecture of prototype MAC address relaying NAT router.
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