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Summary

Morris worm showed the Internet community for tirstftime in
1988 that a worm could bring the Internet down @uts. Worm
requires host computer with an address on therletemd any of
several vulnerabilities to create a big threat mmient. We
propose intelligent early system detection mecmanifor
detecting internet worm. The mechanism of our tephm is
concerned with detecting the internet worm andlttganternet
worm. The average of failure connections by usingjfigial
Immune System (AIS) is the main factor that ourhtegue
depends on in detecting the worm. In this papershaw that
our algorithm can detect new types of worms. Tkipgy shows
that intelligent Failure Connection Algorithm (IFCAperation
is faster than traditional algorithm in detectingrms.
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1. Introduction

A computer worm is a self-replicating computer peog.

It uses a network to send copies of itself to ott@mputer
terminals on the network and it may do so withowt aser
intervention.

Currently, worms are serious security threat thay cause
congestion in the network which leads to large fqgu
delays, and high packet loss. Since Code Red andidi
worms were spread in 2001, Epidemic-style attackseh

caused huge damages. The Worm handling must b

automatic in order to have any chance of successuse
worms spread too fast [8]. The internet is an wrflial
function in the economy and reckon mainstay to lifee
Once the internet is broken down, it will cause wgen
economic loss.

Unlike a virus, worms do not need to attach theweseto
an existing program. Passive worms can run coniplete
independently and through a network of connectiainile
virus needs a host file, boot sector or file trandfetween
machines to propagate [1].

The technology directed to scrutinize the way @ énror

message, such as RESET in TCP and ICMP (interne(?v
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controller
message.
An ICMP “Destination Unreachable” returned only whe
the IP addresses is unused. When a SYN packettiscsa
used IP address with destination port closed, TESERT
packet is returned [2].

Anti-virus can't detect the worm due to its spreadspeed.
Also, anti-virus can't detect unknown internet worm
automatically because it doesn't depend on the worm
behavior but depend on signature to detect it. hbee,

the anti virus can’'t detect most of unknown inténwverm
automatically.

There are a few of the solutions to solve the wattack.
One of solutions is updating anti-virus to detéet worms,
but cannot detect unknown worms. Antivirus candeiect
unknown Internet worms automatically because itscioat
depend on the behavior of the worms, but dependsi®n
signature to detect the worm. Firewalls and routars be
used to block the worm traffic signature, but tbtcurs
after the worm spread.

The remainder of this paper is organized as follows
Section 2 describes related work. Section 3 shdwes t
design of the anti-internet worm through three step
Section 4 discusses the result. Section 5 concltides
proposed mechanism.

message protocol) destination unreahabl

e2. Related Work

Schechter et al. [3] introduced worm detection méth
based on the failed connection. This algorithm datect
the internet worm but doesn’t work well on detegtin
stealthy worm. The threshold can’t detect stealthym.
Chen & Tang [4] analyzed the essential character@P
based worm's propagation that sending out a latgeber
of TCP connection requests. They proposed an eféect
approach to detect and contain network worms based
the number of failure connection received by thevoek
routers. The approach can be divided into two defen
hrases: short term and longer term. This strategy
orks well on detecting uniform scanning worm and
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“stealthy” worm, however the impact of normal netiwo
activities has not been considered. Then, theahfalse
alarms could be large and take long time to detieet
worm.

Yang et al. [5] built an algorithm for detectingetlivorm
which has two sub algorithms. The first algorithimatt is
“short term algorithm” runs well to detect worm Vehthe
second algorithm that is “longer term algorithm™nat
detect all types of the stealthy worm. In additid@ang’s
algorithm cannot hold any equation to determine
specification when the equation runs in the alganitto
detect early worm if it has higher rate for valneaverage

of failure connection. Yang's algorithm focuses on
detecting the computer that contains the worm only.

In this paper we propose a new equation that depend
the AIS to compute the threshold. Also, we propase
intelligent way to compute the threshold range for
detecting new types of worm. IFCA can detect themvo
earlier than the traditional algorithms (see tab)le

Table 1: Mechanisms Analysis

Algorithm Worm Sealthy worm | Speed
Name Detection | Detection
Schechter [3] | ) - Slow
Chen [4] 0] - Slow
Yang [5] «) () but some| fast

worm cannot

detect it
Our proposed (V) ) Faster than
algorithm Yang's

algorithm

3. Design of IFCA

IFCA appoints the difference between regular cotioec
and worm connection. The worm scans different IP
addresses every second. IFCA depends on the TCirefai
and ICMP unreachable connection on different random
addresses. Therefore, there will be a large nundfer
failures connections if the computer has worm.

Biological immune system is a typical distributearadlel
system for processing biological information toatefe the
body against viruses and diseases [6]. IFCA is dhase
Artificial Immune System; the Artificial Immune S
distinguishes between self and non-self. An Aiafic
Immune System (AIS) is a bio-inspired classificatio
system which is derived from the Human Immune 3Sgste
(HIS). AIS are one of the most recent approaches in
computational intelligence. They provide effective
information processing capabilities [7].

=,
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If normal connection is received, i.e. TCP SYN/ACK,
“counter” will be decreased. Only the first failed
connection sent from the forged source IP address t
different destination IP address is recorded. Nérma
network activities are considered to decrease tater's
value. IFCA will remove the “counter” every threayd.
The packet should be ignored when the destinafors|
recorded into the counter table.

Our mechanism records the number of failed conoecti
packets such as ICMP and TCP RESET packets that are
returned from the external destination address he t
internal forged. It monitored source IP addresg8as the
router (see figure 1). Once detecting the firstlethi
connection packets, the algorithm then extraces ¢thurce
address, source port, destination address, destinaodrt)
from the packet and creates the record.

S is)
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urnsed IP address arport chiead
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The souroe adiress [TLITALIS
Soumeport o5
Destinatiomadimess 32071
Destinatimpart 44

171741038
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Fig. 1: Error message returned to router

We suppose =100. ThenX= (1 ton) average of failure
connection in one minute. Threshold can be procdebge
the following equation:-

Summation of threshold 2 (6.65 + 0.050054 (B -X)).
The equation depends on the average of failureexiam
to compute the threshold. IFCA can detect the weanty
in usual time. But if the worm cannot be detecte@arly
stage, the algorithm provides more time and neestiold
to detect the worm.

The Yang's algorithm [5] detects the internet wdfrthe
failure connection is equal or greater than 100dtein
failure connections by using "long term" algorithihen
the failure connection is equal or greater 3000/ddlyre
connection the Yang algorithm detects this typsteélthy
internet worm by using "shorter term" algorithm. rOu
algorithm can detect the worm by calculating dgfartime
on different failure connections .We use Yang'soathm
to calculate the warning.
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T1= (summation of Threshold / average of failure
connection)
T2= (time now — time start of the algorithm)

Unlike Yang's algorithm, IFCA is more dynamic in
detecting the worm because it calculates the thidsh
every time. IFCA detects the worm by compare TT 20
as follows: If (T2 is small or equal to T1) andetbounter
is greater than or equal to the summation of TluieBlihe
worm is detected. Else check T1, T2. If (T2 is ¢ge¢han
T1), then go to feed back and decrease the avevidbe
new calculate to give other chance to detect themwdf
T1 small than T2, then forward the traffic becaiiss a
normal connection. Whenever the counter value dogs
exceed the threshold during time cumulative contjorta
phrase, the traffic sent from the correspondin@d@ress
would be forwarded as normal activity (see figuye 2

b
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YES— Counter_day
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Fig. 2: The flow chart of the IFCA

4, Reaults

This section discusses the result of the studydBettl shows
results of faster work detection and section 4.@wshthe
detection of new types of worms. The result in #astion is
obtained by using the same types of worms thaeated on the
two different algorithms namely Yang algorithm Yaegal.

[5] and IFCA.

4.1. Results for Faster Detection

Figures 3, 4, 5 and 6, show four types of worms are
detected Yang et al. [5] algorithm. Figure 3 shaiws
average of failure connection is 88/minute, and tthe
process to detect a worm is 34min 5sec Figure wsiioe
average of failure connection is 93/minute, and tihee
process to detect the worm is 32min 15sec. In éiduyrthe
average of failure connection is 76/minute, and tthe
process to detect the worm is 39min 28sec. In éidyrthe
average of failure connection is 97/minute, and tihee
process to detect the worm is 30min 55sec.

Failure
Commection Threshold
3000 >
[Wormn
Detect|
Faillwe
2000 — Connection|
1000 =
[ L

1
‘s 10 15 20 25 30 3405 Minute

Fig. 3: Yang algorithm detected the worm after 34isec
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Fig. 4: Yang algorithm detected the worm after 38 &b sec
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Fig. 5: Yang algorithm detected the worm aften@f 28 sec
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Fig. 6: Yang algorithm detected the worm aftend8 55 sec

Figures 7, 8, 9 and 10, show four types of worm are
detected by IFCA. Figure 7 shows the average ddirfai
connection which is 88/minute, and the time prodess
detect the worm is 103 sec. In figure 8, the averfagure
connection is 93/minute, and the time process teati¢he
worm is 82sec. In figure 9, the average of failure
connection is 76/minute, and the time process teati¢he
worm is 3min 1sec. In figure 10, the average olufai
connection is 97/minute, and the time process teatle
worm is 68sec.
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Fig. 7: IFCA detected the worm after 103 sec
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Fig. 8: IFCA detected the worm after 82 sec
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Fig. 9: IFCA detected the worm after 3 min 1 sec
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Fig. 10: IFCA detected the worm after 68 sec

IFCA operation is faster than Yang et al. [7] algon.
4.2. Result of Detecting Other Worm Types

In first experiment, we used Yang algorithm to dete
worm. The worm has failure connection 2360/day ted
result after 30 hours is that the algorithm cardetect this
worm as shown in figure 11. Yang algoritte{5] has to
check again the system after 24 hours. Yang algost
cannot detect this type of worm. This worm has prties
less than 3000/day failure connection.
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In the second experiment, we used the IFCA to dteiec Symposium on Recent Advances in Intrusion Detection
worm. The worm has failure connection 2360/day, and  (RAID)", Sophia Antipolois, France, Sep 2004.

after 30 hours IFCA can detect this worm as shaguré [4] S. Chen & Y. Tang. “DAW: A Distributed Antiworm
12. System”. |IEEE Journal, Volume 18, Issue 7, Jan 2007

Pages 893 — 906.

Failure [5] X. Yang, J. Lu, Y. Zhu & P. Wang. “Simulatipn and
Comnection — Evaluation of a New Algorithm of Worm Detection and
3000 ' Containment”. Proceedings of the Seventh Internatio
Conference on Parallel and Distributed Computing,
Applications and Technologies (PDCAT'06), TaiwarecD

2000 — 2006, pages 448-453.
Tailire [6] T. Gong, “Unknown Non-self Detection & Robustneds o
Counection Distributed Artificial Immune System with Normal Mel”,

Proceedings of the 7th World Congress on Intelligen
Control and Automation, Chongging, China, Jun 2008,
pages 1444-1448.
R [7] S. Schaust & M. Drozda . “Influence of Network Read
T TT 11 and Traffic Modelson the Detection Performance ¢%"A
P46 81012 1416 18 20 22 14 26 28 30 How IEEE International Conference, 2008, pages 44-51.
Fig. 11: Yang algorithm can't detected the wortars80 hours [8] M. Costa, J. Crowcroft, M. Castro, A. Rowstron Zhou, L.
Zhang, and P. Barham, “Vigilante: End-to-end camtant
of Internet worms”, In Proc. of the 20th ACM Syngn
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