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Abstract — The widespread use of network requires specialized professionals to

deal with issues related to network management, hardware failure, system

administration as well as maintenance. Yet, professionals with the required
expertise are difficult to find, leading to problems such as increasing maintenance
cost, poor network performance as well as users” work performance. This paper
presents the first phase of an on-going expert system project that aimed to support
the network administrator in troubleshooting the network hardware problems.
Knowledge engineering method is used to guide the development process;
knowledge is acquired from one network experts using traditional interviewing
method. The knowledge acquired from the source is presented in a graphical form
such as cognitive map and flowcharts. The system is expected can be executed in a
PDA device to ease the administrator during troubleshooting the network problems.
This on-going research is currently under synchronizing the user interface to fit in

the PDA mobile devices.
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INTRODUCTION

he use of network system has been spread out enormously throughout the world.

It provides several benefits to industries and management in such a way that it

leads to efficient and smooth operation, decreases the maintenance and

management cost and saves operation time [15]. A network connects together
two or more computers through cables, telephone lines, radio waves, satellites, or infrared
light beams to allow two or more people to share resources, exchange files, or
communicate electronically. As network technology becomes increasingly popular, network
problems are also arise due to the increasing network traffic, inefficient power management
as well as failure of some hardware and software with regard to compatibility issues and
adaptability with heavy load on the network. In general, networking problems can be
divided into three parts, i.e. hardware problem; software problem; and malicious attack [1].
Network administrators can, to some extent, ensure the network is in good condition by
keeping its maintenance up-to-date; yet it requires extensive knowledge in order to
troubleshoot or diagnose causes to the problem before any solutions can be implemented.
This can be exacerbated when different administrators employ different method and use
different knowledge to perform the task. As in [2], network troubleshooting means
recoghizing and diagnosing networking problems with the goal of keeping network running
optimally. In this paper, we only focus on troubleshooting network hardware problems in
which our discussion includes several related hardware such as hub and modem. We
developed an Expert System (ES) to troubleshoot the problems based on the inputs supplied
by the administrators.

ES often also called knowledge-based system {KBS), is g computer program designed
to simulate the problem-solving behavior of @ human who is an expert in o narrow domain
or discipfine [4] [5]. Itis an intelligent computer program that uses knowledge and inference
procedures to solve difficult problems that require significant human expertise to be solved
[6]. The system, as illustrated in Fig. 1, composes of three basic components, i.e. a8 user
interface, a knowledge base and an inference engine {7]. ES development usually proceeds
through several phases including problem selection, knowledge acquisition, knowledge
representation, programming, testing and evaluation [5]. The users supply facts or other
information to ES; in return, they receive expert advice, displayed to them through the
system'’s user interface component. Inside ES are two components critical to any ES, namely
as the knowledge base and inference engine. The knowledge base stores the knowledge
about specific domain which is acquired from experts in the field and other documented
sources; in our case, it is the knowledge about causes t0 the network hardware problems
and their solutions. The inference engine, in a simple word, is an ES processor that matches
the facts supplied by the users with the knowledge in the knowledge base to draw
conclusions.

Fact
Knowledge Base
. »
User
I .
Expertise | | Inference Engine

Fig. 1. General Concept of Expert System Development.
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Problem Statement

The lack of expertise to troubleshoot problems with network hardware can lead to
no connection establish, server not responding, virus attack and many more [17]. Uniess
the administrators are well-trained in the tasks, troubleshooting is a complex process due to
it requires time, energy and expertise to track down problems and it is difficult for users to
know whom to contact where the source and destination computers are located in different
administrative domains.

Our aim is to develop an ES for troubleshooting the network problems. The system
is intended to be used by the network administrators to quickly troubleshoot the network
hardware problems and solve the problem optimaily and systematically.

Despite the many types of network problems, our work only focuses on the
hardware components. The knowledge base of the developed system contains the
knowledge useful to diagnose causes to the problems, and their recommended solutions.

EXPERT SYSTEM FOR NETWORK TROUBLESHOOTING

Research in Network Troubleshooting has gain a lot of attention until today. This is
reflected by the high number of troubleshooting tools such as Uni center [21], Neteure[22],
Sniffer[23], eHealth [24], Netcool suite [25] which are the existing software that are not
deployed artificial intelligence techniques. ES approach has long been used in networking,
particularly to perform tasks related to network troubleshooting. As for example, A Local
Area Network Diagnostic Expert System (AILAN} entirely relies only on the data acquired
from broadcast communication. The system consists of three major subsystems for data
capture, anomaly detection, and analysis. It contains of LAN protocol descriptive language
based on the LISP language. As diagnosis is based on traffic data captured on the broadcast
communication channel, no status reporting is required from any component on the
network. In addition, there is also no need to specify all possible faults in advance [8].

In [9], a KBS is used to analyze multiple failure indicators for the network troubles,
The knowledge in planning the network and designing its services are captured and used to
improve the maintenance effort, even when there are no domain experts on maintaining
the future network. Barco et. al. [10] proposed a KBS that uses probabilistic modei self-heal
the radio access network (RAN) of wireless system. The Bayesian technique used in the
system can be used to increase operational efficiency in current and future wireless
networks such as GSM, GPRS, UMTS, and WLAN. Jansen [20] proposed an ES that is capable
to perform network fault and performance management in different levels of autonomous
control which based on blackboard architecture. It also used a set of al| unresolved events
to generate the network state through event correlation and ancillary network information.
However the performance of the system is limited due to average number of computer
cycles required process each event is very large.

Meanwhile, the PC Diagnosis Troubleshooting Expert System Based on Response
during Power on Seif Test (PCDIASHOOT) {11] is used to assist new technician or computer
user in diagnosing and troubleshooting IBM PC without the help from human expert. The
system is capable of diagnosing and troubleshooting hardware and software problem on
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various types of computers compatible to IBM PC. Other characteristics of the system
include easy to use, user friendly and reliable.

In [12], a mode! based diagnosis tool for network communication faults was
constructed based on communication network model. The construction of such tools
requires an intense process of knowledge acquisition from experts in the area. The system
is used to solve two major network management tasks, i.e. fault diagnosis and performance
management.

Eronen and Zitting [18] developed a tool based expert system to configure firewalls
using Constraint Logic Programming (CLP) to analyzing firewalls configurations by expressing
knowledge on networking, firewalls, and common configurations mistakes.

The work presented by [19] developed TERESA and EASA which TERESA performs
sutomated switched service maintenance and EASA supports automated facility
maintenance operations. The objectives of these two expert system is to produce
substantial savings and quality improvements by streamlining network operations however
the system not provide an automated support on equipment maintenance and traffic
analysis. ’

Current existing expert system in network troubleshooting has been widely applied
and successfully implemented. However the current projects as mentioned above does not
indicate the only network troubleshooting expert system in the market. It provide some
insight that the implementation of the expert system ranging from 1990s until now still
applicable. However there is a need an additional technique to be integrated to ensure its
flexibility and adaptability to the current situation.

Web-based ES are usually developed by utilizing Active Server Pages (ASP}, which is a
server-side scripting environment for creating dynamic Web pages or building other
interactive Web applications. ASP pages are files that contain HTML tags, text, and script
commands [13]. ActiveX is a component to perform tasks such as connecting to a database
or performing a calculation. ASP lets developers add interactive content to Web pages or
build entire Web applications that use HTML pages as the user interface. ASP scripts give
HTML authors an easy way to begin creating interactive pages. ASP provides a relatively
simple mechanism for collecting information from an HTML form, personalizing an HTML
document with a customer’s name, or using browser-specific HTML features [16].

METHODOLOGY

As mentioned earlier, we employ knowledge engineering methodology in our work
to guide the development process. All the six phases of knowledge engineering are as
shown in Figure 2 below. The description that follows details our work at each phase.
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Fig. 2. Block Diagram for Knowledge Engineering Methodology.

During problem assessment phase, we determined the problem’s characteristics,
identified the main participants, specified our objectives and determined the resources

Tools to develop the system are selected during system’s design; we choose ASP due
to its easy-to-understand code for web-bhased applications and Microsoft access s used to
store the production rules. Detailed design for a full-scale system also includes design of
inference mechanism and system’s user interface. Section 4.0 provides detail description of
the system’s design and implementation.

gn of web-based network troubleshooting expert
systems. Expert system relies on knowledge in order to provide accurate decision. In this
project, the requirements which are obtained during knowledge acquisition phase will be
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filtered out and utilized as knowledge. The knowledge is related to the possible problem
that contributes to the network hardware failure, the cause of the failure, and the solution.
1n this part, the process of identifying possible problem in network hardware and the rule
for inference engine is discussed.

4.1 Network Hardware Failure

Generally, there are three main problems in network hardware failure - the hub
problem, network neighborhood problem, and modem problem as illustrated in figure 3 (a).
The identification of network hardware problem is begun by investigating the possible type
of the failure. An initial step in identifying the network failure is to examine the status of a
hub then followed by the identification problem in network neighborhood and last is the
problem in modem. In manual inspection, a network administrator usually refers to network
device indicator such as LED light to determine the type of failure. Then, the solution is
provided after the type of problem has been determined. Figure 3(b) is a flowchart of
investigation of network hardware problem
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Fig 3: General ‘problem in network hardware failure (a) and a flowchart of investigation of
network hardware problem (b)

As illustrated in Fig. 3 the hub refers to a device for connecting multiple twisted pair
or fiber optic Ethernet devices together. The failure in hub can be detected through its LED
indicator status. Hub has problem if the LED is not blinking or, LED always biink or the light
is always on. Each of the indicators explains the network has probiem. Figure 2 {a) is an
inference map to indicate the possible hub problem. The figure shows the LED indicator
status and cause of the problems.

FKEE Compilation of Papers ZOM



Pl Mrgeimlonn

e —
T

Bl wre bk b s

[ flaah hoedt poe Biek v G Hagted snhedis s

[

e g\‘\\\

Lty asrd s grefad

g

A AR
hasTay

JERL S e
BTSRRI T TR M

el LR

Fig. 4. An inference network of the possible hub problem

As illustrated in Fig. 4 is an inference network to indicate the sub symptom of a
problem, however, a process flows to identify the type of hub problem presented in Fig. 5.
The process starts by examine at the status of hub LED indicator whether the LED is not
blinking (A.1} or, LED always blink (A.2) or the light is always on {A.3). Flowchart in fig. 5 is
focused at problem identification if the LED is not blinking (A.1.1-A.1.13)
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Fig. 5: Process flow in hub problem identification

4.2 Network Neighborhood Problem

Network neighborhood shows a connection of a computer with other computer in a
network. Generally, there are two possibilities of network failure related to network
neighborhood either the computer is not listed in network neighborhood or the network
neighborhood only display itself. First, the computer network neighborhood is not listed on
network could due to four reasons that are the windows is not completely installed, LAN
configuration has problem, NIC card drive not function, or network card is not function.
Second, if the network neighborhood only display itself, this problem might be due to the
network 1s not connected to other computer or network, or cable disconnected, or hub
damage. Fig. 6 depicted a cognitive map of possible problems in network neighborhood,
the cause of each problem. The formal process of identifying network neighborhood
problem and solution is represented in flowcharts in fig. 7.

[ :

Fig. 6. A cognitive map o?pgérible problems in network neighborhood

FKEE Compilation of Papers 200;“




Fig. 7. Flowcharts of the identifying network néighborhood problem

4.3 Modem problem

Modem is a device that allows a computer can access internet. The modem basically
consists of two lights that are ADSL light indicator and LAN LED indicator. The problem in
modem can be detected through these two lights. Based on the indicator, there are three
statuses that might contribute to failure related to modem- the ADSL light always blinking or
ADSL light is on but LAN LED is not blinking, or ADSL light is stable but cannot access the
internet. Fig. 8 is a cognitive map of modem problem. The first problem-ADSL light always
blinking can occurs if ADSL line has problem or the line is disconnected. Besides that, if the
internal network to modem is not function, the ADSL light will on but LAN LED is not
blinking. If this happen, this might be because of RJ-45 connecter has problem or due to
hub faulty. Moreover, if the user can not access the internet but the ADSL light is stable,
this is because of error during login to internet account or probably due to rmodem
configuration error. From the cognitive map in fig. 8, the flow chart of identifying problem in
a modem is represented in fig. 9.
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PRODUCTION RULE

Several inference rules are derived from the flow charts. Theoretically, this proposed
system applies forward chaining to determined solution for network hardware problem.
Fig. 10 shows a sample the inference rule for hub problem identification

Fig. 10 illustrates the final knowledge in a form of IF-THEN-ELSE to indicate the
symptom and action should be taken. This production rules will be used as a guidelines
during implementations. An inference engine and knowledge based is design based on the

knowledge as in Fig. 10 and determines the strategy whether is forward or backward
chaining strategies. '
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Rulel Rule 5

iF hub_LED_not_blink IF hub_cabie_disconnect

OR LED_on_hub_always_blink THEN network_disable

OR LED_light_always_ON

THEN hub_problem Rule &
IF power OFF

Rule 2 THEN lcon_computer_network_at_PC_not_blink

IF LAN_connection_disconnect

OR NIC_Card_damage Rule 7

OR hub_damage IF Pin_RJ-45_connector_disconnected

THEN hub_LED_not_blink OR RI1-45_connector_for hub damage
THEN hub_damage

Rule 3

IF light_link Rule 8

OR software_ping IF hub_port_damage

THEN LAN_connection_disconnect THEN LED_on_hub_always_blink

Rule 4 Rule 9

IF network_disable IF overload_netwark

OR icon_cemputer_network_at_PC_not_blink THEN LED_light_always ON

THEN NIC_Card_damage

Fig. 10. a sample the inference rule for hub problem identification

CONCLUSION

To date, the system we developed relies heavily on the inputs provided by the
network administrator. The system executes in a web-based environment, however, the
current prototype is under improvement as we are synchronizing interfaces for portable
devices such as PDA or mobile phone to make it accessible for network administrator during
fixing the network problem. For future research, we will automate the way inputs are
provided into the system by integrating it with specific network troubleshooting device so
that the troubleshooting process can he performed automatically.
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