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ABSTRACT

Exploitation by attackers whose have breached the network security of some of the
world's most venerable institutions and organization had become increased every year
including in Faculty of Information Technology and Multimedia (FTMM), Kolej

Universiti Teknology Tun Huessein Onn (KUIiTTHO).

Within this type of attention, network security has gone from the as an extra services to
the main services in a relatively short period in FTMM. The main purpose is to mitigate
security risk and assure that their FTMM's digital assets are in safe and digital

environment is become a better condition to the staffs and students.

Vulnerability analysis activities can help to identify the weaknesses and vulnerabilities in
the computer network system at FTMM to prevent the attacks against it by the hackers or
crackers. The idea is, done vulnerability analysis by using vulnerability scanning tools.
Nessus to identify and fix these weaknesses or vulnerabilities before the attackers use

them against the FTMM computer network system.



CHAPTER 1
PROJECT BACKGROUND

1.1 Introduction

Today, world have face very dangerous threats of cyber crime in the digital environment
from a person to a big company like Yahoo, Amazon and etc. The most important is

finding the way that it happens and how to protect and solve it.

On January 2004, Malaysian Computer Emergency Response Team or MyCERT had
reported inside their web site about 157 websites in Malaysia had been hacking and
exploit. This incident involved many organization websites including private sector and

government.

This is the latest incident that happens in Malaysia in several months ago. According to
the MyCERT, the last issue on this incident is happening because of two main reasons.
Firstly is level of the network security awareness among webmasters or system
administrators are very low. Secondly, the knowledge of the webmasters or system
administrators is very low. They didn’t make any security's assessment and evaluation to

ensure the security on their network and systems are in the best condition.

Network Security analysis including vulnerability analysis is a chore that many system
and network administrators tend to neglect. In today's IT climate of belt tightening. most

of the system administrators have a mandate from the companies or organization to do



more with fewer resources. Proactive security measures are often low on management's
list of priorities especially in Malaysia's organizations until some attacks had done and

breach into one of the servers or network

According to the scenario and problem above, this project will make a study in
vulnerability analysis on the network security by using open source's vulnerability
scanning tools, Nessus at Faculty of Information Technology and Multimedia (FTMM),
Kolej Univesiti Teknologi Tun Hussein Onn (KUIiTTHO). This effort can be the best

way and important things in addressing to this issue.

So, this report will provide an analysis of the vulnerabilities that make weaknesses on the
computer network system in FTMM by using most popular open source tools, Nessus.
The result of this analysis will provide including statistic of the types of vulnerabilities,
possible attackers, possible information or data loss that will make weaknesses on the
network and the suggestion of best steps or action should be taken to addressing the

vulnerabilities that will find in the FTMM's network.

1.2 Significance of Study

FTMM will be able to use the result of this vulnerability analysis study on the network

security to improve the network security in FTMM, KUITTHO.

Doing this study in FTMM will enhance awareness to done network security assessment

and ability of usage open source network security tools.

[0



1.3 Aims

This paper is aim to highlight the critical issues on the security vulnerabilities that make
weaknesses on the computer network system in FTMM, Kolej Universiti Teknologi Tun

Hussein Onn (KUITTHO).

1.4 Objectives

1. To scan the network security vulnerabilities and weaknesses by using open source

tools, Nessus.

o

To analysis and identify overall of the network security's vulnerabilities that make

weaknesses in the network including the general action should be taken on it.

1.5 Scopes of Work

As the time allocated for this study is more or less four months, it is essential to outline
the scopes of works so that it will work as promised. This study of vulnerability analysis

on the network security in FTMM will highlight with this three main things.

Firstly is done the vulnerability scanning on the network at FTMM by using open source
tools. Secondly is overcome with the possible exploits and vulnerabilities in the computer

network from the result of the scanning. Then, the analysis on the vulnerabilities from the

(V8]



vulnerability scanning result will do. Lastly are the recommendations and suggestions to

improve the network security according to analysis of the vulnerabilities.

Clearly, this study will be implemented to the selected host in range of IP addresses in

certain of subnet computer network system in FTMM.

1.6 Project Approach & Methodology

This study will be conducted by the following tasks: -

Literature review for a study and gather much information about the: -

a) Network management concepts and methodology.
b) Network security concept and methodology.
¢) Network security assessment concept, methodology and Open

Source tools.

Vulnerability analysis on the network security at FTMM will be conduct by using
vulnerability scanning open source tools, Nessus. The steps that will cover in this

analysis are discovery, vulnerability scanning and vulnerability analysis.



1.61 Work Flow

START

v

Literature Search

Critical Review

)

Satisfy

Discovery

Vulnerability Scanning

v

Vulnerability Lnalysis

v

Suggestions and Recommendatons

v

Writing and Submission

v

END

Figure 1.1: Project's workflow
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1.7 Project Plan

Working Schedule

Table 1.1: Working Schedule

“YearNonth 2004

May June July August | Sept Okt

Planning and Proposal — \

Literature Search B —

Critical Review

Testing Network Security [ S

Analvsis Data

A4

Recommendation and

A 4

Suggestion ‘ i |

Writing Dissertation —_— } : : +

1.8 Limitation

The vast limitation in doing this project is in term of its time. So. to cope with time
limitation. this study would only done vulnerability analysis for network sccurity
environment to the sclected host in range of 1P addresses in certain subnet computer

network system in FTMM,



1.9 Summary

This is very though time for Malaysian organization including FTMM, KUiTTHO to face
too many issues in the network security according to the news and statistic that had
provided by MyCERT. All these things will be caused ICT facilities will be in damage
and slow the process or usable use. This will be effect the quality and quantity of the

productions for the organization and the business strategy for that organization is become

fail.

This network security’s problem is critical to many of the organization in Malaysia but
analyzing it is a daunting if not impossible task. The solution is make security's
assessment including this vulnerability analysis into the network system and the reporting
according to the analysis must be consolidates the event data. Then, correlates that data
into simplify, meaningful information that is easily understand by the many departments

or staffs that need to access it.

The intent of this study is to provide useful tips and guidelines from the report of the
vulnerability analysis to manage and minimize the vulnerabilities that make penetrations
and possible attacks in the computer network system at FTMM, KUIiTTHO. The risks or
weaknesses from this report like a possible exploit, vulnerabilities or penetration are the

potential of the computer network system attacks.

In addressing this risks of vulnerabilities, it's need to converge upon a core process for
managing network security vulnerabilities by discovering all the network security

aspects.



Then, do scanning these discovered assets over the network system for vulnerabilities.
After that, do reporting and prioritizing these vulnerabilities that make the weaknesses on
the network. Then, make the suggestions to solve on all these vulnerabilities that had
found and its can become dangerous penetrations and attacks to the affected systems.
Done the right actions according to the suggestions that we had make from the report to

prevent the existing vulnerabilities in the network exploit by the attackers.



CHAPTER 2
LITERATURE REVIEW

2.1 Introduction

Network management is more important things in the network computer system that will
provide efficiency and effectiveness use of network. It has several functions including

security part that will apply in any type of network topology

Network security is become first and very important criteria in any using of devices.
system or to make any decision that regarding to the information system. There is
because of more systems and computers are interconnected each other for ecasing to

access by authorized users.

Then, to detect, protect and react from the threats and intruders, the network security
assessment is important thing that need to be done in the organization. So. the testing and
analysis in the network security by using network security tools can be done. It has three

types of testing and analysis in the network security that includes: -

a. Penetration testing.
b. Vulnerability Assessment.

c. Audit.



There are many of open source vulnerability scanning tools that available on the Internet
that can be use for vulnerability assessment on the network like Nessus, SARA, SATAN

and others.

Then, to know whose are the attackers and what is methodology, steps and tools that they
done on making an attack into the network is also important parts. This knowledge will
map the ideas and steps to protect, detect react back if the network system in trouble by

intrusions.

Lastly, ethical and policy in the network security is more important to the human that
involved in network security because it will involve in integrity, availability and

confidentiality of data, information and system.

2.2 Network Management

Main role in the network management concept is keeping up and running to maximum
efficiency use of network while effectively managing is growth. There are five functional
areas of Network management that consist of Fault/problem management, configuration
management, accounting management, performance management and security
management. It also known as FCAP that mean for Fault, Configuration, Accounting,
Performance and Security. Then, these five functional areas will apply to 4 distinct,
which are Local Area Network, Wide Area Network, Server/Network Operating System

and Multi-area.

10



2.2.1 Functional Areas in Network Management

In the Network management concept to maintain keeping up and running to maximum
efficiency while effectively managing is growth is very complex tasks. It has become the
very though challenging in the network management processes. So, by dividing its tasks
into five functional areas, the tasks of Network management processes can become easier

to handle. As mention earlier before the components of this functional areas are consist as

follows: -
a. Fault/problem management.
b. Configuration management
c. Accounting management
d. Performance management

e. Security management.

So, these of five functionalities are needed each other to perform the best computer
network running especially in network security and network performance. The figure 2.1
will show the depending of all these 5 functionality in the network management as

follows.

11



