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ABSTRACT

In this work, the relationship between security and data aggregation protocols has been
investigated. Providing security causes more energy consumption due high computation
requirements. Therefore, a method is needed to facilitate energy consumption. Combining
security with data aggregation is beneficial because data aggregation protocols decrease the
amount of communications that reduce energy expenditure of redundant transmissions. In this
project, Data Aggregation and Authentication protocol (DAA) is simplified called SDAA and
implemented in order to detect false data along with data aggregation and confidentiality. The
main goal of this particular algorithm is to find false data as early as possible to decrease data
transmissions. In DAA there are three steps which are: Monitoring node selection, forming pair
of nodes and integration of false data detection along with data aggregation and confidentiality as
SDFC algorithm. In order to simplify DAA the first two steps have been predefined prior to
network deployment. Besides, monitoring nodes are assumed to be sensing nodes which sense
plain data. Eight different experiments are performed where in each experiments the number of
data aggregators or number of monitoring nodes are varied. TelosB motes were deployed and all
of results that relate to this particular sensor node with its constraints are analyzed.
Consequently, with the aid of false data detection along with the data aggregation total amount of
transmission compared to traditional methods decreased tremendously. Although the number of
computations increased, the energy conserved by applying data aggregation and false data
detection is more than other similar methods that detects false data at the base station. In this
work, the number of transmissions of packets decreases from approximately 4000 to 2500
packets which shows the efficiency of SDAA protocol. However, when number of monitoring
nodes increased the amount of packet loss and end-to-end delay also increased. In this project, to
facilitate packet loss and end-to-end delay synchronization of monitoring nodes has been
utilized. Moreover, with the aid of synchronization the end-to-end delay decreased from 17583
(ms) to 679 (ms) and the amount of packet loss improved from 85% to only 18%.
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ABSTRAK

Dalam projek ini, hubungan antara protokol keselamatan dan agregasi data telah kaji.
Menyediakan keselamatan menyebabkan pengambilan tenaga lebih keperluan kerana yang lama.
Oleh kerana itu, kaedah yang diperlukan untuk memudahkan tenaga. Kebaikan menggabungkan
keselamatan dengan agregasi data peoses menjimatkan adalah data protokol agregasi dapat
mengurangkan jumlah komunikasi yang mengurangkan pengeluaran tenaga penghantaran
berlebihan. Dalam projek ini, data Agregasi dan protokol Authentication (DAA) akan diubah
suai dan dilaksanakan untuk mengesan data palsu bersama-sama dengan agregasi data dan
sekuriti. Tujuan utama dari algoritma ini adalah untuk mencari data palsu seawal mungkin untuk
mengurangkan penghantaran data. Dengan DAA ada tiga langkah iaitu: pemilihan Monitoring
node, membentuk sepasang node dan integrasi data pengesanan palsu bersama-sama dengan
agregasi data dan kerahsiaan sebagai algoritma SDFC. Untuk memudahkan DAA dua langkah
pertama telah diketahui terlebih dahulu. Selain itu, pemantauan node mengandaikan sensing data
node ada biasa. lapan percubaan yang berbeza yang dilakukan bahawa dan dalam setiap satu
nombor dari pengumpul data atau jumlah node pemantauan diubah. TelosB motes digunakan dan
semua keputusan berkaitan dengan ini node sensor tertentu diteliti. Dari analisis, pengesanan
data palsu bersama-sama dengan jumlah agregasi data penghantaran berbanding dengan kaedah
tradisional sangat menurun. Walaupun masa proses meningkat naik, tenaga yang kekal dengan
melaksanakan agregasi data dan palsu pengesanan data jauh lebih daripada kaedah serupa yang
lain yang mengesan data palsu pada base station. Dalam projek ini, jumlah penghantaran
menurun daripada 4000-2500 yang menunjukkan kecekapan protokol SDAA. Namun, ketika
jumlah node pemantauan meningkatkan jumlah pakej loss dan delay end-to-end juga meningkat.
Dalam projek ini, untuk memudahkan packet loss dan end-to-end delay penyegerakan
pemantauan node telah digunakan. Dalam juga, dengan bantuan penyegerakan penangguhan end-
to-end menurun dari 17.583 (ms) untuk 679 (ms) dan jumlah pakej loss meningkat dari 85%
menjadi hanya 18%.
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CHAPTER 1

INTRODUCTION

1.1 Background of Study

A wireless sensor network (WSN) is a wireless network consisting of spatially
distributed autonomous devices using sensors to cooperatively monitor physical or
environmental conditions, such as temperature, sound, vibration, pressure, motion, or
pollutants, at different locations. The development of wireless sensor networks was
originally motivated by military applications such as battlefield surveillance. However,
wireless sensor networks are now used in many civilian application areas, including
environment and habitat monitoring, healthcare applications, home automation, and

traffic control. [1,2]



Although WSNs could be applied extensively, they have features and boundaries
associated with their nature. The most important constraint in WSN is the lower energy
that can be stored in them that causes short lifetime sensor nodes and network itself.
Moreover, it is usually impossible to recharge the battery or even change it. Another
major problem which the network designers are facing with is accessibility of intruders
and attackers to these tiny sensor nodes. In other words, sensor nodes could easily be
compromised by adversaries physically and the information might be revealed.
Consequently, significant challenges of WSNs which should be taken into account for
such application include: limited power they can harvest or store, ability to withstand
harsh environmental conditions, ability to cope with node failures, stationary or mobility
of nodes, static or dynamic network topology, communication failures, heterogeneity of

nodes, large scale of deployment, unattended operation and security [3].

Energy consumption is one the most considerable constraints in WSNs. Batteries
in wireless sensor nodes can store only a limited amount of energy and they are
irreplaceable. Therefore, efficiency of energy consumption in WSNs is a mission critical
task which plays an important role to prolong the network lifetime. One of the
significant approaches in order to conserve energy in WSNs is data aggregation. The
enormous part of energy consumption is during data transmission. Since sensors are
densely deployed in a certain area to gather the particular information, therefore, data
redundancy is extremely high. In this respect, data aggregation by reducing the amount

of data that needs to be transmitted, effectively decrease energy consumption [4].

Apart from energy consumption, security is another major concern in WSNs
which should be investigated. WSNs generally communicate via radio which introduces
various problems such as: noise and security. This exposes any recipient with
compatible receiver is able to detect the transmitting message. While all networks are
subject to common threats, remote wireless sensor networks are more vulnerable to

security breaches since they are physically more accessible to possible adversaries.



Many WSNs are employed in critical applications which information has to be
confidential security is vital [5]. Moreover, solving security problem might be difficult
since security solutions require high computation resources, storage and energy
resources which impose additional challenges when working with tiny sensor nodes with

limited resources [6].

In this work, the relationship between security and data aggregation protocols
will be investigated. To provide security is extremely expensive in term of energy
consumption due high computation requirements, thus, combining security with data
aggregation is beneficial because data aggregation protocols will be able to decrease the
amount of communications. This will decrease energy expenditure of redundant
transmissions. As mentioned previously, the main concern in secure data aggregation is
to prolong the lifetime of the network, confidentiality and integrity. Although, providing
these features will lead to more computation overhead and cause more energy
consumption due higher computation requirements, joint operation of security and data
aggregation gives better performance for the network. This will not only increase the

lifetime of the nodes but the communication overhead will also be decreased.

1.2 Statement of Problem

Wireless Sensor Networks have attracted researcher’s attention recently to many
open research issues. Prolonging lifetime of the network is extremely important due to
critical applications like battle field surveillance. In this respect, data aggregation
technique is vastly applied in order to conserve the energy by reducing communication

overhead. Furthermore, putting security on the top of particular data aggregation



algorithm will enhance its performance in terms of trustworthiness of the data and

legitimate users authority that have access to the network and critical information.

Although WSNs can be used for different applications and they are extremely
beneficial due its low cost and availability as autonomous devices. Energy is a
predominant challenge since sensor nodes is able to work for several months or even

years with irreplaceable batteries.

Furthermore, these tiny sensors are usually deployed in hostile environment to do
critical missions like battle field surveillance; as a result security issues like integrity and
confidentiality are significantly important. In addition, they are so accessible to
adversaries and they will be compromised easily. For example, intruders may inject false
data through data aggregation procedure and waste energy and bandwidth. Therefore,
wireless sensor network protocols such as data aggregation protocols, should be
designed with security in mind to not only detect false data injection in order to conserve
bandwidth which is done by dropping faulty packets but also to provide data integrity

and confidentiality which is a major concern.

1.3 Objectives/Purpose of the Study

The objectives of this study are:

i.  To develop the simplified version of Data Aggregation and Authentication
(DAA) protocol called (SDAA) in WSNs® programming language which is
NesC.

ii.  To implement SDAA in WSN use TelosB mote by writing NesC codes.



iii.  To analyze the performance of SDAA on WSN test bed in terms of the amount

of transmissions and computations and energy consumption.

1.4 Scope of the Study

The orientation of the study is secure data aggregation protocols in wireless
sensor networks. To achieve objectives that are mentioned above the data aggregation
protocol should decrease communication overhead and computation overhead to save
energy and prolong lifetime of the network. However, combining security with data
aggregation will impose some computation overhead. On the other hand, each secure
data aggregation protocol has some redundancies for integrity of the data and
endorsement of information which could be omitted so as to decrease computation
overhead and increase efficiency of the protocol. In this project, we are going implement

DAA because it is simple and practical to implement in the real WSN testbed.

1.5 Thesis outline

In this study, chapter one presents introduction. The general oveview of wireless
sensor networks has been discussed and different applications in which WSNs are able

to applied has been inroduced.



Literature review is discussed in chapter two. Different approches of secure data
aggregation introduced. Those protocols has been compared in a table to elaborate

advantages and disadvantages of them. DAA has been presented and explained in detail.

Chapter three highlighted research methodology. The steps that is needed to

reach the objectives has brought to a flowchart and discussed.

Source code development is presented in chapter four. The flow charts of writing

NesC codes for different kinds of node functionalities has elaborated.

Chapter five discusses testbed implementation. The performance of proposed
protocol in terms of number of transmissions and computations and respective energy

consumption discussed.

Finally chapter six concludes the study. Future works has introduced and

improvements has elaborated.
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