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Abstract

This paper discusses implementation of exercise restiftoation in the Vir-
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1 Introduction

Besides setting machines up and making them accessibledoriges, a major
task of the Virtual Unix Lab is verifying and evaluating thesults of the exercises
at the end. This paper discusses implementation detaileeof/erification of
results of exercises that is performed in the Virtual Unixlby using a Domain
Specific Language (DSL).

Basics on DSLs are assuntednd while a coarse overview of the system’s design
is given here, this is covered in more detail elsewherghe focus here is to
illustrate details of the implementation.

2 Step I: Instructions and Checks not coupled

This section describes the first design and implementatemaf the result ver-
ification architecture implemented in the Virtual Unix Laf.description of the
design with the key components and how they are integratgdes, followed by
selected implementation details which lead to a discussigossible improve-
ments for step Il

2.1 Design and interaction overview

The Virtual Unix Lab result verification architecture casisiof a number of key
components that reflect the exercise and which interact rimineways. This

section introduces these components and their interaatname details can be
found in [Feyrer, 2008].

The components of step | of the Virtual Unix Lab exercise ltegerification
architecture are:

Exercise text: In the first version of the Virtual Unix Lab result verificatiar-
chitecture, the exercise text was stored in plain HTML taxt] displayed
at exercise time. The HTML text was embedded into a largenhent that
gave the usual web layout, a display of the time remainingaahdtton to
indicate that all tasks were completed and the exercise wiabdéd early.

See figure 5 for an example of the plain ASCII and renderedcesestext,
and appendix A for texts of the exercises presented to tloestu

L [Spinellis, 2001]
2 [Feyrer, 2008]



Check-scripts: Run either on of the lab machines or an “outside” machine to
check if an aspect of the exercise was performed successfuiiot. The
whole exercise consists of a number of checks to verify varaspects.

Following Cocke and Schwartz’ “stereotype” paradigm, ¢hecripts are
abstractions to map complex verification operations exaas$n an arbi-
trary language (usually as a perl or shell script) into a&gs$tprimitives that
perform their pre-defined task, and report success or &ilpon comple-
tiont.

Database with web-interface to define checksCheck scripts are stored on the
Virtual Unix Lab master machine, which installs the lab maeh, runs
the check scripts for result verification and also runs thb fwentend for
course management. All data on exercises is stored in watatles of
a database, and theebungs _checks ” table describes the connection
between an exercise and a check, using the following infoomdsee also
appendix G.6):

e A unique identifier for the exercise, e.g. “nis”, “nfs”, ...
¢ Filename of the check-script, e.g. “check-domainnam®-set

e Which machine to run the check-script on, e.g. “vulabl”,|ah?” or
“localhost” for the Virtual Unix Lab master machine.

e A description of what the check-script does, to be printe@nvhiv-
ing the user feedback about the exercise’s result, e.g. ‘tagin-
name(1) set properly?”

Besides the data on which check to run (and on what lab maghhmere
was another table (Ergebnis _checks ) in the database that describes
the checks’ results. Basically the check associated wéleitercise and a
boolean “success” value is stored for evaluation and fegddparpose.

Sections 2.1 and appendix A.1 as well as the “preparatioovahin figure
1 and in the “verification” phases shown in figure 3 containembstails on
the database and the web frontend.

Result verification engine: This is the part where all the components are tied
together — exercises, their checks as stored in the databadeation of the
checks and storing the results. All this is done by the sobiung _auswerten
which is described in more detail in the “verification” paftsection 2.1.

Integration of those components is shown in figures 1, 2, anth®& following
steps in the exercise life cycle exist, which use the namatpooents:

Preparation: Preparation of an exercise in the first implementation ctediof
several parts:

e Define the general parameters as of the exercise using thénteeb
face shown in figure 6.

1 [Cocke and Schwartz, 1970] pp. 6



checkl@vulabl
check2@vulab?2
check3@vulab2

Web-Browser/GUI m

Figure 1: Step I: Preparation

Exercise Text

Figure 2: Step I: Exercise

® ® ©)

checkl@vulabl _
check2@vulab?2 checkl:true
check3@vulab2 check2=false
m uebung_auswerten m
true false
Checkl: run check
Albin/sh run check2
Check2: Machine Machine
vulabl vulab2

#!/usr/bin/perl

Figure 3: Step I: Verification



o Write the exercise text as a HTML file.

e Determining which checks are needed to verify if the exercims
completed successfully.

e Associate the checks with the exercise in the databasey tlenweb
frontend.
Although data entry via the web frontend was not very difficusing
the web frontend to enter 30-40 checks was tedious. Thid pas
addressed in the second implementation, see 3.1.

Exercise: After the exercise was written and stored on the Virtual Ub&b
master machine, nothing needed to be done at runtime. ThesBfipPthat
displayed the exercise text read the exercise text file,chidéviL header
and footer, and displayed it to the client.

Verification: When the exercise time is over, either because the userdlick
on the “Done!”-button or because time ran out, the verifaagprocess is
started. The three steps involved in the verification preeee illustrated
in figures 1, 2, and 3:

1. Determine which checks to run on which lab machine.
2. Getthe lab machine to run the check script, and collectabelt.
3. Store the check’s result in the database.

Analysis: No analysis of results stored in the database was realizatiddirst
implementation of the Virtual Unix Lab, neither for usersdoery their
individual results nor for teachers to get an overview ofrallgerformance
for each test.

2.2 Implementation details

After describing the design of the Virtual Unix Lab resultifieation architecture
in the previous section, this section lists some of detdith® first implementa-
tion.

Database & tables: The database holding all information is probably the first
detail to discuss, as it is involved in all interactions af Wirtual Unix Lab.

The PostgreSQLdatabase system was chosen as the database engine as it
worked on the main machine running NetBSD/sparc withoublgms, in
contrast to MySQL, which did not even compile. The databasgained a
number of tables that were used to tie things togétHéotable tables are:

buchungen: This table contains all the exercises to prepare, including
date and time, the user the exercise is prepared for, andhwkéarcise.

1 [Momijian, 2000]
2 [Zimmermann, 2003] pp. 113



See G.7.1 for the definition of this table and G.7.2 for a lisalb
booked exercises at a certain point of time.

uebungen: This table contains all the data on an exercise - how much
preparation time the exercise needs, duration, and thefiierof the
exercise text. See G.4.1 for the definition of this table sadf all
available exercises is available in G.4.2.

uebungs_checks: This table lists the checks that need to be run for a
certain exercise, including the exercise id as describdteimebungen
table, the check script name to be run and the machine on wttméch
scripts should be run. See G.6.1 for the definition of thiseta®.6.2
shows checks that are needed for the 'netbsd’ exercise.

er gebni s_checks: After a check script is ran and the result (success
or non-success) is available, this table stored the re$ulieoexer-
cise and check script for later feedback. See G.8.1 for tfiaitien
of this table. G.8.2 shows a list of all the results from bablkser-
cise #129, first as stored in teegebnis _checks table and second
listed with descriptions from theebungs _checks table as used in
giving feedback on exercises later.

Appendix G contains the full list of definitions of all tablesed in the
Virtual Unix Lab. The named tables are used in many parts eMintual
Unix Lab, including result verification, as described below

Determining exercise data: When a user logs into the Virtual Unix Lab web-
site, a check is made if there is an exercise prepared for Filnis is done
in vulab/code/public _html/user/home/index.php

$sql="SELECT buchungen.buchungs_id AS buchungs_id, ".

" benutzer.login AS login, "
buchungen.uebung_id AS uebung_id, ".
buchungen.startzeit AS startzeit, "
buchungen.freigegeben AS freigegeben, "
buchungen.datum AS datum, "
uebungen.dauer AS dauer "

"FROM buchungen, benutzer, uebungen "

"WHERE buchungen.user_id = benutzer.user_id ".
AND uebungen.uebung_id = buchungen.uebung_id ".
AND benutzer.login="". $HTTP_SESSION_VARS[login’] ."

$result = executeStatement($connection, $sql, $msg);

$now
$start

time();
mktime(

substr($array['startzeit’],0,2), #h
substr($array['startzeit’],3,2), #m
substr($array['startzeit’],6,2), #s
substr($array['datum’], 5,2), #m



|5me Edit View

Tab Seffngs Go Bookmarks Tools Help

|
370 3 0 - & - | [

@ Virtuelles Unb x [i PHP: pa_querx |

Virtuelles U

Sie sind eingeloggt als user

home| [Benutzerdaten] [Buchungvornehmen] [Buchungen
einsehen] logout]

Willkommen im Anwenderbereich des
Virtuellen Unix Labor

Die Ubung 'netbsd’ wird fiir Sie fiir den 2004-01-21 um 14:30:00 vorbereitet.
Dauer ist 90 Minuten, Ubungsbeginn ist in 16 Minuten.

Die Ubung ist freigegeben, bitte hier Klicken um den Ubungsbeginn vorzubereiten!

Auf diesen Seiten haben Sie die Moglichkeit, an Ubungen zur Systemadministration
unter Unix teilzunehmen. Mit Hilfe des Virtuellen Unix Labors erhalten Sie auf den
Ubungsrechnern Zugang als root’ und kénnen Sie alles ausprobieren, wozu Sie sonst

keine Berechtigung haben.
home’ Link auf diese Seite
Benutzerdaten’ Hier konnen Sie Thre personlichen Daten dndern
[Buchung vornehmen]  RES€rvieren Siesich U die Sie
bearbeiten wollen
Buchungen einsehen| Uberprifen Sie Ihre getitigten Buchungen
logout] Verlassen Sie ihr Profil

Administrator: hubert feyrer @informatik fh-regensburg.de

[Done;

Figure 4: Logging in with an exercise prepared and readyk®e ta

substr($array['datum’], 8,2), #d
substr($array['datum’], 0,4)); #y

$dauers = 60 *60 =* substr($array['dauer],0,2) + #h
60 + substr($array['dauer],3,2) + #m

1 * substr($array['dauer’],6,2);  #s

$diff = (int)(($start-$now) / 60);

$dauerm

= (int)($dauers / 60);

If the user comes in too early or too late, nothing is displagbout a
booked exercise:

if ($now < $start - 2 *60* 60) continue;

if ($array|

if ($now > $start + $dauers) continue;
'freigegeben’] == ’nicht-mehr’)
continue;

# too early

# too late

# over

If the user logs on in time for the exercise, text is printedt tinvites the
user to start the exercise, and provides a hypertext linkad the ex-
ercise as displayed in figure 4, passing the ID for the bookexicese
(“buchungs _d ") on with the following PHP code:

echo "Die

echo "bitte <a href=\"${projectPath}index_session.php?

Ubung ist freigegeben, ;

"content=ueben/fwconfig".

"&login=".$array[login’].
"&buchungs_id=".$array['buchungs_id’].
"&start=${start}".

10
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"&dauers=${dauers}".
"&PHPSESSID=${PHPSESSID}".
"\">hier</a> klicken "

echo "um den Ubungsbeginn vorzubereiten/\n "

Thebuchungs _id is later used to identify the exact exercise that the user
has booked, and associate exercise data and results with it.

Exercise text: When taking an exercise, its ID is passed in from the login-web
page and used to determining the filename of the exercisdrtaxt the
uebungen table. The filename is given in thégkt " field of theuebungen
table, and the exercise’s text is then read fromvhkab/code/pub-
lic _html/texte directory using the PHRequire _once statement.

Fromvulab/code/public _html/user/ueben/start.php

$sql = "SELECT uebungen.uebung_id AS uebung_id, ".
" uebungen.bezeichnung AS bezeichnung, ".
uebungen.text AS text, "
uebungen.mehr_info AS mehr_info "
"FROM buchungen, uebungen "
"WHERE buchungen.buchungs_id = '$buchungs_id" ".
AND buchungen.uebung_id = uebungen.uebung_id";

$fn="$textPath/$text";

require_once $absoluteProjectPath . "$fn";

Besides printing of the exercise text, gtart.php  script prepends HTML
headers and footers, including a countdown that shows hoghrtione is
left of the exercise, and a “Fertig!” (Done) button which dam used to
signal that the exercise is finished and the result shoulcebged.

An example exercise text in plain ASCII and rendered in a welwvber as
displayed at exercise time is displayed in figure 5.

Check-scripts: Besides the exercise text, the check scripts are the se@hd p
that needs to be created for a specific exercise. In the figgeimenta-
tion step of the Virtual Unix Lab, check scripts were writt@nboth Perl
and Bourne shell. Example shell scripts can be found in afipdfl for
various checks of the 'netbsd’ exercise, e.g.:

e Check if a specific user exists, using the finger(1) commanuté-
face to the system'’s user database (F.1.1)

e Checks if a specific user exists in the NetBSD password dsg¢aba
/etc/master.passwd .(F.1.2)

e Check if both the bash and tcsh packages are installed3)F.1.

e Check if a certain user’s password is set to a specific stritgyl is
used for the implementation to access the DES encryptiotines)

crypt(). (F.1.4)

11



—w feyrer@rfhpc31 7:home3hedienstifeyrerfworkivulabicodepublic [EI[]E)]

rfhpcB217X pud
et/ FheB0l2 home3 bedienst/ feyrerworkvulab/codedpublic_html
7X cat textesnetbsd.html
—= $Id: netbsd.php,v 1,14 2004/02/23 15:40:15 feurer Exp § -3

dieser Aufgabe =o0ll etwas an MetBSD rumkonfiguriert werden, das auf
m Rechrer "wulabl" des Wirtuellen Unix Labors installiert ist.
>

Faaben:
>

2> Paketverwaltung </hZ>
1>

i¥ Installieren Sie die bash und tosh Bindrpaket (Quelle:
ftpid/Ftp,netbad, org/pub/Net BSD packagessl, B/ sparcAll}
ol

2> Benutzerverwaltung </h2>

1>

i Richten Sie einen neuen Berutzer "test” ein. Home-Merzeichnis
soll shome/test sein, Shell "tosh',

i» Getzen Sie das Passwort fir den Benutzer "test” auf “wutest"

i» Stellen Sie sicher dass sich der Benutzer wia telnet, ssh und ftp
einloggen kann!

i» Andern Sie die Login-Shell des Benutzers "wulab" so daf er
kinftig die bash veruendet.

@

Siesind eingeloggt als user

Thome] Benutzerdaten]  [Buchung vornehmen]  [Buchungen
einsehen] [logout]

‘Willkommen zur Ubung "NetBSD konfigurieren”!

In dieser Aufgabe soll etwas an NetBSD rumkonfiguriert werden, das auf dem Rechner
“vulab1" des Virmellen Unix Labors installiert ist.

Aufgaben:
Paketverwaltung

1. Installieren Sic die bash und tesh Binarpaket (Quelle:
fipifitpnetbsd 6/sparc/All)

Benutzerverwaltung

1. Richten

en
St c witzer via telnet, ssh und ftp einloggen kann!
4. Andern Sie die Login-Shell des Benutzets "vulab”'so daf er Kinftig die bash
verwendet.

L.

ol>

Der Zugiiff auf die Ubungsrecher ist hier beschrieben

Verbleibende Alle Aufgaben
2> .. h2F Zeit: bearbeitet:
1> 90 | Minuten Fertig!
iX ...
aly P — " e
rfhpcB317Z |

Figure 5: Exercise text with no associated checks in plai©@h8nd rendered in web
browser

e Check if the login shell of user 'vulab’ is set to bash. (F)1.5

The check scripts were mostly written in Bourne Shell (&tiAvhere pos-
sible for rapid development, perl was mostly used to interfsystem rou-
tines that were not available for shell programming.

Web-frontend to database: The web frontend to associate check scripts with
a certain exercise was written in PHP, like the rest of the wédrface
of the Virtual Unix Lab. It takes input from the administratdesigning
the exercise, and stores it into the PostgreSQL databasg the “pgsql”
PHP-module.

Screenshots of the web interface for defining an exercisebeaseen in
figure 6, displaying the three screens for defining part oettercise:

1. Input of general information (fig. 6, a)): textual destidp of the ex-
ercise, preparation and duration of the exercises, timegderve for
running checks and other possible postprocessing, pgssiiricting
the exercise to a single user (more on this later), filenantbeex-
ercise’s text file and a text file for more information on themise
(unused).

2. Which harddisk-image to deploy to which machine (fig. §; lthe
second screen defines how many and which of the lab machities wi
participate in the exercise, and which harddisk image tdayefo
them. The harddisk image contains the full content of theldiak
used on the lab machine during the exercise. Installatibr&otaris
9/sparc and NetBSD 1.6.2/i386 were available for exerciadding
e.g. Linux would have been just a matter of preparing a hakdidn-
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age for the lab machine, and adjusting the exercise.
If an exercise just requires one machine, only that one wilhistalled
for the exercise the other lab machine(s) won’t be touched.

3. What checks to run at the end of the exercise, and on whicihimes
(fig. 6, ¢)): This dialogue presents all available checkasrfas found
in the/vulab directory on the master machine, which also runs the
web frontend), and allows selecting which script to run onchlof
either the lab machines, or the master machine (“localhéstun the
script for checking if part of the exercise was completecceasfully
or not. For later feedback to the exercising user, a degmnijgiin also
be given that will be printed together with an indicator o€sess or
failure of the tested item in question.

Result verification engine: The scriptuebung _auswerten does the main work
of the result verification described under “Verification”saction 2.1. Itis
written in perl to have both access to the PostgreSQL datadmadg to the
system interfaces for running the check scripts.

There are two ways for theebung _auswerten script to get started:

1. The obvious one is when the user starts the exercise viaeben-
terface and clicks on the “Fertig!” (Done) button. The PHREdhan-
dling the button press from the web frontendl@b/code/public _html/-
user/ueben/ende.php ) calls it to get the result verification done
while a message is displayed to the user.

2. When a user books an exercise, the exercise is prepardke Ulser
doesn’t show up, the exercise must still be terminated phppé/hen
the user doesn’'t show up, the web frontend can’t be used thido t
Instead, after the first at(1)-job which installs the lab hiaes has
finished, a second at(1)-job is started that will call thepscat the
official ending time of the exercise. This second at(1)gadat)'is stored
in the buchungen table’s “at _id _end” field, and it will be either
ran by the cron/at job scheduling system part of the NetB&diesy if
the user doesn't log into the web frontend, or it will be cdeddo not
run when the user shows up and finishes the exercise by myetbsin
“Fertig!” (Done) button.

In either case, retrieving which check scripts to run isaoted from the
database:

$dbh = DBI->connect("dbi:Pg:", "vulab", ™, { AutoCommit = >11)
or die "cannot connect to DB";

$sth = $dbh->prepare("SELECT uebungs_checks.check_id AS check_id, ".

" uebungs_checks.script AS script, ".
uebungs_checks.parameter AS parameter, ".
uebungs_checks.rechner AS rechner, "
uebungs_checks.uebung_id AS uebung_id ".

"FROM buchungen, uebungs_checks

"WHERE uebungs_checks.uebung_id = buchungen.uebung_id "

AND buchungs_id = $buchungs_id ".

"ORDER BY check_id");

13



Virtuelles Ui Labor

Siesind eingeloggtals admin
fhome]  [Benutzerdaten] [Uebungs-Setup]  [Buchungen]  [logout]

Neue Ubung erstellen (1/3)

In diesem

Kurzbeaechnung ethsd

Bezcilinung [NexBSD-specifische Sachen Konfigirieren
Nrfar
Vorlauf in r 5 ’“_
SundenMinuen 0 #
Dauerin [ 55— F
StundenMinuten ||+ 30
Nachlauf in r . ’—
SundenMinuen 0 /15
Wiederholbar ? Ja & Nein

Psd ut e Tadai "< P

Test

Piad auf musitlichen
Info-]

Material Test

Zurlicksetzen | >> Weiter: Werte Ubernehmen.

b)

Virtuelles Unix Labor i

Siesind eingeloggt als admin
Momel Uebungs-Setup]  [Buchungen] fogout]

Neue Ubung ersellen (23)
Hier konnen Sie di e

Rechner [bitte wilen Sie =]
benbrigees Image [ bitte walen Sie <]
Rechner-Konfigutation hinzufitgen | _>> Weiter: Checks hinzufigen
Bereits cingetragene Rechner
vervendeter
Rechner 1201 9|
benbtigtes Image pretbsd 162ime g =

o iete i x AP

|
Virtuelles Unix Labor

Sie sind cingeloggt als admin
omel Buchungen] ~[logout

Neue Ubung erstellen (3/3)

Ind it 5 Ende

der Ubung laufen werden. Die Check-# ist im Ubungstext der Funktion

‘auswertung,_teiluehungen() fi die Ausvertung der entsprechenden Teiliiung zu
s Ky

Check-Script bitte wahlen Sie el

Liuftauf Rechner [bitte wahlen Sie <]

Bezeichnun, |
fir Auswertung:

Check hinzufiigen | >> Fertig: Setup abschliefen

Figure 6: Defining an exercise: a) general properties, brlwhnhage to deploy on
which machine, and c) what checks to run on which machine.
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$sth->execute();
while ( @row = $sth->fetchrow_array) {
( $check_id, $script, $parameter, $rechner, $uebung id ) = @row;

After running the check script, the results are stored indédiabase using
the PostgreSQL database interface routines from perl again

$sth2 = $dbh->prepare("INSERT INTO ergebnis_checks ".
"(buchungs_id, check_id, erfolg) ".
"VALUES ($buchungs_id, $check_id, $erfolg)");
$sth2->execute();

Determine interpreter for check scripts: Inthe firstimplementation step of the
Virtual Unix Lab, part of the check scripts were written asuBte shell
(/bin/sh) scripts, others were written in Perl. An earlytptgpe of the
Virtual Unix Lab code had a separate field for the languagtei(meter)
reserved in the databaseisbung _checks table to identify which inter-
preter to use, but that field was removed in the firstimpleatent. Instead,
before running the script (actually, before sending it ]ramote machine,
see below), the first line of the script was examined, whiabilewing com-
mon Unix tradition — contained eithe#!/bin/sh " to indicate a Bourne
shell script, or #!/usr/local/bin/perl " for Perl scripts. As such,
if the string “perl” occurred in the first line of a check sdrijt was assumed
to be a Perl script, else a Bourne shell script:

# Determine Interpreter:

open(S, "$checkscript_path/$script");
$i = <S>;

close(S);

it ($i =" Jperll) {
$interpreter = "perl";
} elsif ($i = /[clshl) {
$interpreter = "sh";
}

#print "interpreter=  $interpreter\n”;

Using these heuristics proved to be good enough to be enlalge in
later versions of the Virtual Unix Lab with only minor charsgesee section
3.2.

Execution of check scripts: An obvious way to run a check script is to copy it
to the remote machine, execute it, collect the result valnd,remove the
script again.

An optimisation was done to avoid copying and removing the fiEv-
ery command line interpreter that can be used by writing ttst line of
the script as#!/path/to/interpreter " gets invoked by the system
with the script as it’s first argumeht The fact that interpreters also allow
feeding program text to be run via the standard input can ée fas further
optimizing, i.e.

1[Stevens, 1992] pp. 217
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perl < somescript
sh < somescript

and

cat somescript | perl
cat somescript | sh

are equal, and the connection of the script to standard offithe interpreter
can even be extended via a pipe to a remote system, i.e.

cat somescript | rsh remotehost perl
cat somescript | rsh remotehost sh

are valid and work as expected. The script’s output is exgeuta it's
standard output, and analyzed for a certain string in thdifeesto indicate
either success (indicated by saying eithét,“ ok” or “success ") or
failure (else):

$cmd="cat $checkscript_path/$script ";
if ($rechner eq ’localhost’) {
$cmd.="|
} else {
$cmd.="| rsh -p 9999 $rechner ;

$cmd .= "$interpreter 2>&1";

print "check_id=$check_id:\n";
print "cmd=$cmd\n";
open(CMD, "$cmd |);
while($rc = <CMD>){
$lastline=$rc;
chomp($lastline);
print "\t> $lastline\n";

}
$erfolg = ($lastline eq "0"
or $lastline =" /"success/i
or $lastline =" /"ok/i) ? "true" : "false";

3 Step Il: Instructions and Checks coupled

Step Il of the Virtual Unix Lab consists of a number of compatsethat build
upon the design and implementation described in the predeations. Besides
improvements made to the check script infrastructure aadstbreotypes they
provide as base for a domain specific language, the most temgachange in
step Il of the Virtual Unix Lab is that checks are coupled wétkercise text,
which improves the feedback given to users. This sectioorites the design of
step Il, followed by selected aspects of their implemeaoiati
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3.1 Design overview

This section describes how check scripts were improved,hamd coupling of

exercise text and checks was achieved by using a domairfisganguage. This
also supports giving elaborated feedback, and it allowedttrg a system front-
end with check primitives. For these aspects, integratioth iateraction with

the existing system is illustrated. The topic is covered orerdetail in [Feyrer,

2008].

3.1.1 Improved Check Primitives

The check scripts that implement the verification prim#iwgere improved in
several ways. To be of more general use the checks were irapteh using
one common language and framework for all scripts. Commskstavere then
identified and expressed in more generic scripts that weightehow to handle
parameters to accommodate to the specific tests. The foldpikéms describe
the changes that were made to the check scripts in detail.

Rewrite all check scripts in perl: For step Il of the Virtual Unix Lab, all check
scripts were rewritten in perl, and named to indicate theape of applica-
bility, i.e. if they can be used on all systems, on Unix systear only on
specific Unix(like) systems, by giving them common filenamefiges.

Extend check scripts (etc.) to handle parameters:Passing parameters into a
check script involved several of the Virtual Unix Lab compats: Besides
the check scripts that needed changes to accept paranibeepsrameters
had to be stored in the database, the (web based) interfateréoand edit
the check data in the database had to be adjusted, and dadathad to be
defined to pass the parameters to the scripts when runniRgribhermore,
an interface was introduced to query a check script for ifitppse and the
parameters it supported.

Improvements of check scripts: The check scripts used in step | of the Virtual
Unix Lab only tested one aspect of the system as has beersgéstbefore,
and testing two similar aspects following the same concegtiired two
separate shell scripts. Following the description of Cogkd Schwartz,
the check scripts were improved to provide “indicative satlgrns” to be
embedded into exercise texts and that provide the “cord#ixtimplied
information”, i.e. they act as a collection of subroutinkattcan be called
for specific check tasks when needed

As a summary, the initial set of task-specific check scripés whanged into a
set of check scripts that test specific aspects of the sysRamameters can be

1 [Cocke and Schwartz, 1970] pp. 10
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EHE Edit View Tab Sefings Go Eookmarks Tools Help
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 virtuglies Unix [ PHP: PHP M x | Screenshots ox |

Virtuelles Unix Labor

Sie sind eingeloggt als admin

home] [Benutzerdaten Uebungs-Setup Buchungen ogout]

Neue Ubung erstellen (3/3)

In diesem Bereich konnen Sie nene Check-Scripte zur Ubung hinzufiigen, die am Ende
der Ubung laufen werden. Die Check-# ist im Ubungstest der Funktion
auswertung_teiluebungen() fiir die Auswertung der entsprechenden Teiliibung zu

iibergeben. Die Bezeichnung wird bei der Auswertung angezeigt.

[F]

Check-Script |bim=, wrihlen Sie

Parameter: |
Lauftauf Rechner | bitte wihlen Sie ~|
Bezeichnung I
fiir Auswertung;

Check hinzuftigen | > Fertig: Setup abschlieBen |

Administrator: hubert.feyrer @informatik fh-regensburg.de

[ T

Figure 7: Extended web interface to enter parameters fakcbeript

EHE Edit View Tah 3efings Go Bookmarks Tools Help
|3/ > @ 9 - @

& Viruelles un|>x| PHP: PHP Mex | & Screenshots ox |
B
check-file-exists
check-program-output
netbsd-check-installed-pkg L
netbsd-check-revar-set Siesind eingeloggt als admin
ome] [Benu :\:lt;)rs_d-cll.\ e(:‘k-!lser-sl:l?ll N [Buct ] [logout]
P
ix-check-file-owner
h
un .
In diesem Bereich koniyy; bung hinzufiigen, dieam Ende
der Ubung laufen werd: yp; it der Funktion
auswertung_teiluebung yp; sprechenden Teiliibung zu
iibergeben. Die Bezeicl yp; ngezeigt.
———————unix-check-user-shell
Check-Script Ebilbe wihlen Sie i
Parameter: |
Lauft auf Rechner | bitte wihlen Sie |
Bezeict |
filr Auswertung:
Check hinzufigen | > Fertig: Setup abschlieBen |
‘ Bereits eingetragene Checks ‘
Check#915, [ pivchanl Laall Al /
| i

Figure 8: Listing existing checks
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@ Virtuelles Unix X |

Virtuelles

Siesind eingeloggt als admin

home] [Benutzerdaten] [Uebungs-Setap] [Buchungen] [Feedback] [logout]

Check editieren

Check #915, Script: |unix-check-user-shell j

Parameter: |LOGIN:vulab SHELL_SHOULD-"/*/bash’

filr Aut tung: |§hell des Users vulab auf bash gesetzt?

Liuft auf Rechner: [vulabl |
Ubernehmen? ja | nein

Aufgabe des ausgewihlten Check-Scripts unix-check-user-shell:

""Tested ob die Login-Shell von User $LOGIN gleich $SHELL SHQULD ist {via
gepwnam()) "

Mogliche Parameter:

Variable Default Beschreibung
LOGIN test Benutzer, dessen Login-Shell ueberprueft werden soll
SHELL_SHOULD /bin/sh  Pfad auf den die Shell gesetzt sein sollte

+ hubert feyrer @informatik fhe de

Figure 9: Possible parameters of a check script, and thearigion

given to the scripts to specify which aspects of the speaiticgstem to examine
closer.

3.1.2 Coupling of Exercise Text and Checks

To give detailed feedback on each task of the exercise, agiaisn needs to be
made between the textual description of a specific task oéxieecise, and the
check(s) that verify the results of that task.

Figure 10 a) illustrates the uncoupled exercise text andkshesed in step | of
the Virtual Unix Lab, while figure 10 b) shows the couplinglieed in step II.

So far, the per-check data was stored indledungs _checks table. The idea
for improvement was now to place this data into the exer@sg to keep check
data near the exercise text, e.g. have something like:

1. Perform some task on host vulabl with parameters x and .
/I Check 1: run check-task-done (no parameters) on host vula

I Feedback: “Was the task performed successfully?”
/I Check 2: run check-task-parm (PARM=x) on host vulabl
I Feedback: “Does the task use parameter x?”

/I Check 3: run check-task-parm (PARM=y) on host vulabl
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text
check 1
task A check 2
task B check 3
; check 4
check 5
b)
text

task A check 1
§ check 2

task B check 3

1 x check 4
check 5

Figure 10: Exercise text and checks: a) uncoupled in stepcitpled in step Il

I Feedback: “Does the task use parameter y?”

This example first describes the task to the user in textuah,fthen contains
some comments in the PHP text to indicate the check data.eWghgélventing the
displaying of the check data was possible by using HTML or Ridmments,
there were two problems given with this approach. First, teextract the check
data for running when the exercise is over, and second houspiag the feed-
back to the user.

The first problem was solved by a processor using the “daatstie represen-
tation” patterd and an appropriate processor. The processor — realizedeabs a p
script called tiebung2db " —is described in more detail in section 3.1.5.

To give feedback to the user after the exercise, the finateseedesign consists
of the exercise text being written in HTML text with PHP fuioets included that
control printing of evaluation as well as hints stored in aPPédmment which
give the data for the associated check, and which is stordeidatabase by the
uebung2db processor.

1 [Spinellis, 2001]
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feyrerful445; /homerFeyrer workwulab/code/publ ic_html /texte
P

Aufgaben:
Lpir

<h2r Paketverwaltung </hZ»

<ol

<li» Installieren Sie die bash und tosh Bintcedrpaket (Ouelle:
ftp:/ e, netbed, org/pub/MetBSD/ pack agess1, 6/ sparc/A11 )

£7php auswertung_teiluebungent
KX, /4 wulabl: netbsd-check-installed-pkg PRG=tcsh
A tosh installiert? (pko_info -2 tosh)

¥¥B /¢ wulabl: netbsd-check-installed-pkg PEG=bash
A bash inzstalliert? (pko_info -& bash)
RIS
<ol

<h2r Benutzerverwaltung </hZ>
<ol
<li¥ Richten Sie einen neuen Benutzer "test" ein, Home—Yerzeichnis

Figure 11: Example exercise text with check data

3.1.3 Feedback

Giving proper feedback on what tasks of an exercise wheredaduccessfully
and which were not was one of the primary design goals of s$tepthe Virtual
Unix Lab. Given the exercise design described in the previagtion, it was easy
to realize giving feedback to both single users as well ashtea.

Key elements for giving feedback are the PHP functions emb@dnto the ex-
ercise text as shown in figure 11, which allow controllingommhation on what
checks are printed for feedback:

e auswertung _ueberschrift()
e auswertung _teiluebungen()
e auswertung _zusammenfassung()

For presenting the exercise text to the user when previeaagvhile taking the
exercise, these functions don't print anything at all.

To give feedback for a user after the exercise, these furstioe defined differ-
ently. Whileauswertung _ueberschrift() andauswertung _zusam-
menfassung() give general information including a header and footer lfier t
exercise, the main work is done lauswertung _teiluebungen() . The
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function takes a list of check IDs, and it retrieves and gritite correspond-
ing textual description of the check (from thbdzeichnung " field of the
uebungs _checks table) as well as the result (stored in thexfolg ” field
of theergebnis _checks table).

3.1.4 Creating a System Front-End with Check Scripts

Besides exercise texts, the other important part of an meeis the machine
setup provided for an exercises that users start with. Thishine setup is stored
in form of harddisk images that are written to the lab machimefore the exercise
starts.

Up to step I, the process of creating or updating a harddiskge was done
manually by first preventing any exercises being taken foresbme (usually by
disabling logins in the Virtual Unix Lab), then — when updatian existing image
—issuing the command to deploy an existing image, or instpl machine from
CDROM and configure it so that it's configuration can be usedHe exercise

in mind. After that, the machine had to be shut down and nétlsh@and from

the netboot environment, the harddisk image was taken aiitemto the Vir-

tual Unix Lab master machine via NFS. After entering the yesvkated image
file into theimages table with an appropriate SQL statement, the new/updated
image was ready to be used in newly created exercises.

Looking closer at the process, doing most of these stepsratically is eas-
ily possible though: The normal exercise system can be wséodk a certain
“admin-type” exercise, which will prevent users from imtgating the process,
and which will also allow installing a predefined image on thachine for up-
dating (if wanted). Normal users are prevented from bookiregexercise. When
the exercise time arrives, the machine will be prepared,istdad of doing a
predefined exercise, the administrator changes the cliaohime as needed.

The evaluation consists of two special “admin” check sertpat will care to do
the postprocessing done manually befadmin-check-clearharddisk 1
andadmin-check-makeimage 2. The first script cleans up any unused space
on the lab machine’s harddisk and prepares it to be bettepmssable, while
the second script does all the real work of shutting downdbetachine, taking
precautions so a netboot will create a harddisk image inendile, perform the
netboot, wait until the image file is created and storing thelp created image’s
filename in thamages table.

1 See appendix F.2.1
2 See appendix F.2.2
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| File Edit View Tab

Seffings Go Bookmarks  Tools  Help

Virtuelles Unix Labor

Siesind eingeloggt als user

home] [Benutzerdaten Buchung vornehmen Buchungen
einsehen ogout]

Augwertung der Ubung "NetBSD konfigurieren™!
Die Ubung "NetBSD konfigurieren” (Buchungs-ID #77) fand am 2004-0 1-21von
12:00:00 bis 13:23:37 statt und dauerte damit 83 von max. 90 Minuten. Die Ubung wurde
von der [P-Nummer 132.199.213.26 aus absolviert.

Es folgt die genaue Auswertung der einzelnen Teilaufgaben:

In dieser Aufgabe soll etwas an NetBSD rumkonfiguriert werden, das auf dem Rechner
"vulab1” des Virtuellen Unix Labors installiert ist.

Aufgaben:
Paketverwaltung

1. Installieren Sie die bash und tesh Binérpaket {Quelle:
ftp://itp netbsd org/pub/NetBSD/packages/1.6/sparc/All)

Pakete installiert? (pkg_info -e) Nein

Benutzerverwaltung

1. Richten Sie einen neuen Benutzer "test” ein. Home-Verzeichnis soll home/test
sein, Shell "tesh”.

"test” finger({1)bar? OK

Korrektes Home-Verzeichnis? (finger, test -d) OK

Shell richtig gesetzt? (finger) OK

Eintrag in /etc/master.passwd? 0K
2. Geben Sie das Passwort filr den Benutzer "test” auf "vutest”

Passwort richtig gesetzt? (getpwmam(3), crypt(3)) OK
3. Stellen Sie sicher dass sich der Benutzer via telnet, ssh und ftp einloggen kann!
4. Andern Sie die Login-Shell des Benutzers "vulab” so dafl er kiinftig die bash

verwendet.

Login-Shell vulab? (chfn/chsh, finger) Nein

Anzahl Teiltibungen: 7
Davon bestanden: 5 (72%)

ome Link auf diese Seite
Benutzerdaten Hier konnen Sie Ihre personlichen Daten édndern

Reservieren Sie sich Ubungsaufgaben, die Sie demnchst

Buchung vornehmen e ion

Buchungen einsehen Uberpriifen Sie Ihre getitigten Buchungen
ogout] Verlassen Sie ihr Profil

Administrator: hubert.feyrer @informatik fh-regensburg.de

(370 3 9 0 o~ | [

@ Yirtuelles Unirx | PHP pgfquenxl

Figure 12: Giving feedback on an exercise for a single user
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;'Eile Edit Miew Go Bookmarks Tools ‘Window Help

4L . = A & search| =F . .
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v 7} Home | ‘wfBoakmarks

& 4 Viruelles Unix Labor |tScreenshots des Virtuelles Unix Labar | X

2. Client (NetBSD): vulah2

Das Verzeichnis /usr/homes soll vom NFS—Server (vulab1) auf /usr/homes gemountet
werden:

« Existiert der Mountpoint /ust/homes auf dem Client?
« Sind Daten im Mountpoint enthalten?
« Uberpriifen Sie mit ‘showmount —e” die NFS—Freigaben des NFS—Servers "vulabl’

{10.0.0.1)
showmount(1) zeigt /usr/homes? Nein
Bestanden: 1 (9%)lo

Nicht bestanden: 10 (90%) looooooooo0

Summe: 11 (100%)

« Untersuchen Sie die System —Defaults in /etc/defaults/re.conf und tragen Sie fiir
NFS nitige Abweichungen in die Datei /etc/re.conf ein. Achten Sie auf rpclockd(8)

und rpe.statd (8)!
fete/fre.conf: re_configured gesetzt? OK
Bestanden: 9 (81%) looooooooo

Nicht bestanden: 2 {18%) loo

Summe: 11 (100%)
fete/re.conf: lockd gesetzt? Nein
Bestanden: 3 (27%) looo

Nicht bestanden: 8 (72%) loooooooo

Summe: 11 (100%)
fete/re.conf: statd gesetzt? Nein
Bestanden: 3 (27%) looo /
i il v EAl H B ‘ Done ||7 |=4D=||ﬂ“

Figure 13: Giving teacher/admin feedback for all users Wwidok an exercise
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Exercise Text (Template):
*Task 1: Do ...
auswertung_teiluebungen(
1, // vulabl: check-script-foo parl=X
n "Is foo set to X on the server?"

2); Il vulab2: check-script-foo parl=Y
n "Is foo set to Y on the client?*
*Task 2: Do ...
auswertung_teiluebungen(
3); // vulab2: check—script-bar parl=Z - check 1: check—script—foo(parl=X) @ vuli
n “Is bar set to Z on the client?|'

"Is foo set to X on the server?"

*Task 3: Do ...

check 2: check-script-foo(par1=Y) @ vul
"Is foo set to Y on the client?"
check 3: check-script-bar(parl=Z) @ vuli
l I "is bar set to Z on the client?"
Web-Browser/GUI

Figure 14: Step II: Preparation

Exercise Text:
* Taskl: Do ...
(Check-data not shown)
* Task2: Do ...
* Task3: Do ...

Figure 15: Step II: Exercise
3.1.5 Integration and Interaction

After describing all the major new components and featufestep Il of the Vir-
tual Unix Lab, this section illustrates their integratiamdanteraction, see figures
14, 15, 16, and 17 for an overview.

Preparation: Creation of an exercise in step Il of the Virtual Unix Lab isxgar
to step | with a few changes in detail:

e Define the exercise with it's general parameters by usingviiefron-
tend as displayed in figure 6 of step I.

e Write the exercise text in HTML as in step | with hints for résueri-
fication and giving feedback embedded as comments comes next

e After writing the exercise text, the hints are extracted thie database
by running the scripttiebung2db ” as shown in figure 18 b).

o After the updated exercise text has been reviewed, it neelds put
into place.

After these steps — define general properties, write exeteid, fill database
from exercise text, move updated exercise text into plade-ekercise is
prepared, and it can be used for exercises by students.
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Q ©)

checkl: check-script-foo(parl=X, ...)@vulabl

check2: check-script-foo(par1:

, ...)@vulab2

©)

checkl=true

check3: check—script-bar(parl=z2, ...)@vulabZ
5 P ® )
m uebung_auswerten

Checkl:

#!/usr/bin/perl

Check2:

#!/usr/bin/perl

check2=false

) true
run check-script-foo,

(parl=X, ...)

run check-script-fo

(par2=Y, ...)

-

‘

Figure 16: Step II: Verification

Exercise text (Template):
*Task 1: Do ...

*Task 2: Do ...

*Task 3: Do ...

auswertung_teiluebungen( checkl, check2

auswertung_teiluebungen( check3);

checkl: "Is foo set to X on the server?"
check2: "Is foo set to Y on the client?"
check3: "Is bar set to Z on the client?"

checkl =true
check2 =false

Feedback:
*Task 1: Do ...
Is foo set to X on the server3es
Is foo set to Y on the client? no
*Task 2: Do ...
Is bar set to Z on the client? ...
*Task 3: Do ...

Figure 17: Step Il: Feedback
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14452 perl uebungZdb ~v netbsd netbsd,php n
1)

<p>
check_id 308 inserted

fufgaben: check_id 308 inserted (1)

<p> check_id 910 inserted (1)
check_id 911 inserted (1)

<h2> Pakstvervaltung </h2> check_id 812 inserted (1)

<ol> check_id 813 inserted (1)
check_id 314 inserted (1)

check_id 815 inserted (1)

old checks remowed fron database

w144z |

<1i> Installieren Sie die bash und tosh Birtxedrpaket (Ouelle
FtpssFtp.nethsd,orgrpub/NetBSD/packages/ 1,6 sparc/Al1)
<?php ausuertung_teilusbungen(
WH, 2/ wulabl: netbsd-check-installed-pkg PRG=tcsh
tesh installiert? (pkg_info -e tosh)

W 0 wlabls pstbudcheck-nstallad phg FUG-bach
bach irstalliert? (pkg_info -e bash)

<Aol>

<h2> Benutzerverwaltung </h2>

(11> Richten Sie einen neuen Benutzer “test” ein, Home-Verzeichnis

14452 nw n netbed.phe
14457

-—— netbed.php  Hon Feb 23 16:39:21 2004
004

+++ 1 Mon Feb 23 16:37:58 X
o2 -1,3 +1,4 @@ 14457
+<1-- DB updated by feyrer on Mon Feb 23 16:37:57 HET 2004 Fr‘am r\etbsd php —> wl4452 cuz ci -m ‘Datenbank-Update nach neuen Aufgaben’ netbsd.php
<1-- 41d: netbed.php.v 1.13 2004/02/13 10:55:52 feurer Exp $ — Checking in netbsd.phps
<Pphp auswertung_ueberschrift()s ¥ hane/Feyrer/ovsroot/codedpublic_htnl/texte/netbsd.php.v  <— retbsd.php
1-- -2 new revision: 1.14s previous revision:
@2 -15,10 +1E,10 @@ done
wl4asz I

ftp://Ftp.netbsd ora/pub/Net BSD/ packages 1.6/ sparcARl 1)

<7php ausuertung_tedlusbungen(
- WK, /7 wulably netbsd-check-installed-pka PRG=tesh
- 08, // wulabl: netbsd-check-installed-pkg PKG=tcsh
tesh installiert? (pkg_info -e tesh)

- ol reston hecks st alled pkalb K heeh
- %03 /¢ wulabl} netbsd-check-instal led-pkg P
bash installiert? (pkg_info -e hash)

nY
</ol>
6B -30,23 +31,23 @0

soll shome/test sein, Shell "tosh®. @

Figure 18: a) Writing exercise text and hints, b) extractimgts into database and
writing new text with check-numbers retrieving results feedback, c) comparing
original and updated exercise text and d) moving the updetecdcise text into place

and saving to the CMS
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Exercise: The exercise text is stored in a HTML file with calls to PHP fiiow
auswertung _ueberschrift() ,auswertung _teiluebungen()
andauswertung _zusammenfassung() as described in section 3.1.3.

Verification: Verification of the exercise results consists of almost draespro-
cedure as in step |, as illustrated in figures 14, 15, 16, and 17

1. Retrieve which check scripts to run, what parameters $8 pathem,
and on which machine to run them from the database.
An additional field parameter "was added to theebungs _checks
table, where thedebung2db " script stored the parameters for the
call of the shell script. This field is retrieved in additiam the data
already required in step I.

2. Run the check script with the parameters from the datalsaskcol-
lect the result.
The same procedure is used as in step |, i.e. when the scdptdsh
run on a lab machine, it is sent to an interpreter running enldb
machine, and the output printed is collected to see if thelcheas
success or failure. Parameters for the scripts are passedieaanment
variables when starting the interpreter, so the checktsargm retrieve
and use the parameters.

3. Store the check script's result into the database.
There is no changes from step | here. The textual output athibek
script is scanned for an indicator of success or failure,thadboolean
“erfolg " (success) field of thergebnis _checks table is set ac-
cordingly.

Analysis: At any time, a list of all booked exercises ever can be reddevEx-
ercises that have already been taken do have a button thétecased to
analyze that particular exercise and retrieve feedback it.

As described in section 3.1.3, the Virtual Unix Lab systeenttisplays the
exercise text's HTML file, and runs the embedded PHP funstiorshow
not only the textual descriptions of the tasks, but alsoildeten what the
checks tested and if the tests were successful or not.

In detail, the PHP code in the exercise text first callswertung _ueber-
schrift() and prints a header with general information about the exer-
cise: date and time of start and end, duration in minutes la@¢R number
from which the exercise was taken as stored by the firewaligaration
when the lab was entered for the exercise. The exercise dakiioing a
textual description of the tasks to perform on the lab maehia displayed
next, augmented with calls muswertung _teiluebungen() which
does the main job of giving feedback.

Theauswertung _teiluebungen() function takes a variable number
of arguments, each representing a check-number. For eattte aheck
numbers, it retrieves

e the textual description of the check as stored in thezeichnung ”
(description) field of theiebungs _checks table, and
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File Edit ¥iew Tab Seftings Go Bookmarks Tools Help
s 000 ¥z
@ Viduslles Um>x|
3
Virtuelles Un
Sie sind eingeloggt als feyrer
home] [Benutzerdaten] [Ubungen auflisten] [Buchungvornehmen] [Buchungen
einsehen] [logout]
Verwaltung gebuchter Ubungen
Stichwort-Suche: Suchen
Achtung; Sollten Buchungen in roter Farbe auftreten, wenden sie sich bitte an Thren
Administrator !
Vorhandene Buchungen: 15
<] 11-10111-151
Kurzhez. Bezeichnung Datum Startzeit Dauer % freigegeben
Aufsetzen von NFS 00:00 . q q
nfs Client und Server 26.06.2004 Uhr 01:30  ja  nicht-mehr EI
; Aufsetzen von NIS 0300 ... : : =
nis Client und Server 26.06.2004 Uhr 01:30  ja  nicht-mehr EI
: Aufsetzen von NIS 09:00 . . :
nis Client und Server 06.07.2004 Uhr 01:30  ja  nicht-mehr EI
q Aufsetzen von NIS 09:00 . q q
s e o oy 21072004 U 0130 ja nein @]
Aufsetzen von NFS 12:00 . . .
nfs Client und Server 21.07.2004 Uhr 01:30  ja nein EI
<] [1-10111-151
Administrator: hubert.fevrer @informatik.fh-regensburp.de L
[Pone. [ -]

Figure 19: The list of booked exercises contains both coteglexercises for which
feedback can be requested as well as uncompleted exelttddmve not yet started
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e the result of the check as stored in thefolg " (success) field of
theergebnis _checks table.

If the feedback is not requested by a “normal” user but by oith ad-
ministrator privileges in the Virtual Unix Lab, an overvief all students’
performance as in figure 13 is shown in addition to the singk¥’s result.
For the admin-feedback, the numbers of students are detedmvho did
pass and fail the check. The sum of both gives the total nurobstu-
dents who have taken that exam (100%), and both absolute ererand
percentage of the students who passed and failed on the thqulkstion
are printed. In addition, small bars abd”s are printed besides each result
which represent one student each, to allow a quick grapbigalview on
the result.

From the description of these phases, it can be seen that dnera number of
small and medium size changes, but that the general destyimgalementation
of the Virtual Unix Lab result verification architecture ddunave been kept for
step Il.

3.2 Implementation details

The previous sections have given a conceptual, user-lésel of step Il of the
Virtual Unix Lab, with an emphasis on the changes to addiessssues found in
the first implementation. This section provides detailstenitnplementation of a
number of key components of step Il to illustrate some of &taits described so
far in more depth and to improve understanding of the varommsponents, their
design and interaction.

Naming of check scripts: Check scripts were changed to check varying aspects
of the target system as described in section 3.1.1, withlslg@assed as pa-
rameters to the check script. In order to show the aspectthieascript
checks as well as the scope it can be used on — all operatingnsys
all Unix or only specific Unix systems, Microsoft Windows —etimam-
ing scheme for check scripts was changed to first give theesdojowed
by a fixed-check- which can be used to find scripts easily followed by
aspects checked in the scope, possibly with more detailg.ifseveral as-
pects of a user account can be checked (existence, spetifanfie, home
directory, ...).

The following scripts are available in step Il of the Virtuahix Lab to
check aspects ...

e ... on Windows and Unix systems:

smaug# cd /vulab
smaug# Is check- =*
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check-directory-exists check-file-exists check-templa te.pl
check-file-contents check-program-output check-templa te.sh

e ... on Unix systems only:
smaug# cd /vulab

smaug# Is unix-check- *

unix-check-file-owner unix-check-user-home
unix-check-mount unix-check-user-ingroup
unix-check-process-running unix-check-user-password
unix-check-user-exists unix-check-user-shell

unix-check-user-fullname

e ... on a specific Unix(like) system only:
smaug# cd /vulab

smaug# Is {solaris,netbsd}-check- *
netbsd-check-installed-pkg netbsd-check-user-shell
netbsd-check-rcvar-set solaris-check-installed-pkg

Framework for check-scripts: Although each of the check scripts checks an
unique aspect of the target system, the code used to imptahmescript
contains a few parts that are common to all check scriptssd lsemmon
parts implement option parsing, parsing of parameterstipg the purpose
of the script and the parameters it accepts. On the other, teandnly parts
specific to every script are:

¢ the description of what the check script does, stored irfbiMHAT-
IS variable, for printing if the tvhatis ” command line argument is
given.
Example:
SWHATIS='

*kk

+x+ Tested ob FILE den reguéiren Ausdruck CONTENT_SHOULD enth alt

o the possible parameters it takes, stored in the a@ars, for both
processing them during normal operation of the check sespwell
as giving a description wheriStparms " is given as a command
line argument.

Example:

@vars = (
[ "FILE", "/etc/motd",
"zu durchsuchende Datei, absoluter Pfad" ],
[ "CONTENT_SHOULD", "Hallo Welt!",
"zu suchender Regulirer Ausdruck" ]
)

e the code to verify the aspect of the system in question, cudan
thecheck() function, which is executed if the check script is not run
with any of the Wwhatis " and “listparms " command line argu-
ments. Parameters are available as perl variables wittathe sames
as the parameters passed as environment variables, sessthgption
of theinit() function below.

Example:
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# Check-Spezifisch:
sub check()

{
print "FILE=$FILE\n";
print "CONTENT_SHOULD=$CONTENT_SHOULD\n";
print ";

$rc = "wrong";
if (open(F, "$FILE")) {
while(<F>){
chomp();
#print "$_\n";
if($CONTENT_SHOULD/){
$rc = "ok";
last;

}

close(F);

}

print "$rc\n”;

The above example code is taken from ttleeck-file-contents

check script, which is available in appendix F.2.3. A fuil ivith descrip-
tions of all check scripts and their parameters is listedpipeadix E. As-
signment of the unique parts of the check script needs tinrataertain
format for further processing, as shown in the above list.

The common code to handle this data specific to each chegk sorisists
of the following parts:

e avisually impacting comment to make an optical barrier leetfvthe
part of a check script that should be changed, and the parstioald
not:

HHH B HHHBHHHH B

### AB HIER NICHTS MEHR VERAENDERN !l

HHH B R HHHBHHHH B

### Common code:

e A helper function to see if any of the accepted parametertsfas in
the @vars variable) exists in the environment, and if so, to assign the
corresponding perl variable. E.g. if the environment \agd OGIN
is set, the perl variabl8LOGIN will be set to the same value for fur-
ther processing:
# Variablen ubernehmen
sub init()

for($i=0; S$i<=$#vars; $i++) {
if(exists(SENV{$vars[$i][0]})) {
${Svars[$i][0]} = SENV{$vars[$i][0]};
} else {

}

${Svars[$i][0]} = Svars[$i][1];

32



e A check if “listparms " is passed as command line argument, and
if so, the list of possible parameters as stored in@wars variable
is printed. For each parameter, it's name, default and gemor is

printed, separated by & * for easy further processing:
# "Hauptprogramm"
if(PARGVI[0] eq "listparms") {
for($i=0;$i<=$#vars;$i++) {
print "$vars[$i][0]|Svars[$i][1]|$vars[$i][2]\n";
}

e If “whatis ” is given as command line parameter, the content of
the $WHATISvariable is printed, after removing the components that

make it nice to read in the check script’s source code:
} elsif(PARGV[0] eq "whatis") {

SWHATIS="s/"\n =*//g;

SWHATIS="s\n\  *\ x\ » ?//g;

SWHATIS="s/\ =\ %\ ?//g;

SWHATIS="s/\n = $//g;

print "$WHATIS\n";

e If -h is given, an list of all command line parameters and a detsanip

of what they do is printed:
lelsif(BPARGV[0] eq "-h") {

print "whatis Kurzbeschreibung des Scripts\n®;

print "listparms Listet Variablen mit Default und Beschrei bung\n";
print "-h Alle Parameter\n";

print "sonst Check-Script wird ausgefuehrt\n;

¢ If no special command line argument is given, theeck() function
itself is called after initializing any possible paramsterith the help

of theinit() function described above:

} else {
init();
check();

}

The common code described here is used in all perl-basek cueipts
used in step Il of the Virtual Unix Lab.

A possible area for optimisation for future versions of thegval Unix Lab
would be to remove the common code stored in all check scsiptfar,
store it in a file on it's own, and pass if after the check-sfe¢first) part
of the script: ‘tat foo-check-bar check-common-functions

| perl ”

Extracting check-data from exercise texts: Theuebung2db program acts as
processor of the Verification Unit Domain Specific Languatgeoperation
and functionality are described in section 3.1.5.
The program implements the “data structure representatiattern intro-
duced in [Spinellis, 2001] by using simple lexical analysfsthe exer-
cise text to extract check-related data, store it into thevemt database
tables, and write an updated exercise text with updatesafihted check-
numbers for theauswertung _teiluebungen() filled in where only
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placeholders XXX) were used before. The following text describes a few
details of the implementation of theebung2db script, which is listed in
full length in appendix C.

The script expects a number of command line parameters asiwhs in
the “Preparations” part of section 3.1.5 and shown in figi8é)l Most
important are the input exercise text and the name of theubtitp. As
the exercise ID is given to thauiebung2db ” script as well, any checks
associated with previous versions of the exercise can beveunfrom the
database'siebungs _checks table.

The first action ofuebung2db is to write a commend header when the
exercise’s checks were extracted and stored in the database

sub header() {

local($now);
chomp($now = ‘date’);
print OUTPUT "<!-- DB updated by $ENV{USER’} on $now from $t emplate -->\n";

Following that, the main routine reads through exercisé #nd does lexi-

cal matching of any lines indicating a check script call, eftare identified

by either a check number (when an exercise already has clkemlesl in

the database) oXXX(if the exercise hasn’'t been added to the database so
far), followed by the PHP commend introdudér, the machine on which

to run the check on, the check script name and any possikdengers:

open(T, $template) or die "can't read $template: $\n";
while(<T>) {

chomp;

($check_id, $komma, $rechner, $script, $parameter) =

m@\s ([0-9X?]+)([, DN?\s * [\s+([a-zA-Z0-9_] *)\s+([" ] * check-[" ]+)\s+(.

if ($rechner eq ") {
print OUTPUT "$ \n"
if l/Generated by. * on .* from/; # skip header
next;

See figure 11 and appendix B for examples of exercise textsesLnot
matching a check-script “call” are copied verbatim into thplated exer-
cise file.

If a check script “call” is identified, a consistency checkperformed to
verify that if the check script exists:

### 1. Syntax-Check etc.

## Check if script present

if (! -f "$checkscript_path/$script" ) {
warning("missing check-script '$script™);
next;

34



This test assumes that theeébung2db ” script is ran on the Virtual Unix
Lab master machine, as the check scripts need to be avaifdbteaccess
to the Virtual Unix Lab database must be available.

Before further consistency checks are made, the textualigéen of the
check as printed for feedback purpose is stored into thevpedble$bezeichnung

chomp($bezeichnung = <T>);
if ($bezeichnung " m@"\s *IN\s *\S+\s +@) {

warning("no comment for $check_id ($rechner: $script $par ameter)");
}

$bezeichnung =" s,"\s *INs  *,,;
$bezeichnung =" s,\s *$,,;

The next two consistency checks test ...

e ... if the machine on which the check script should run, whh
stored in the$rechner perl variable, is known in theechner
(“machines”) database table, which lists the valid Virtuadix Lab
hosts:

## Rechner bekannt?
$sth = $dbh->prepare("SELECT * "
"FROM rechner ".
"WHERE bezeichnung="$rechner™);
$sth->execute();
while(@row = $sth->fetchrow_array) {
if ($row[0] eq $rechner ) {
print " rechner OK: $rechner\n”
if $debug;
} else {
warning(“rechnercheck unknown host: $rechner");
}

}

e ... if the parameters for the check script, stored ingparameter
perl variable, match the parameters that the check scephslto sup-
port in the list it prints when called with thestparms ~ command
line argument.

To do so, the list of supported parameters is determinethgathe
check script witHistparms  first:

## Check parameters
# Get possible parms
open(P, "$interpreter $checkscript_path/$script listpa rms |")
or die "Can't listparms for $script: $"\n";
while(<P>) {
@p = split(Al/);
$par{$p[0]} = $p[1];
#print " $p[O0]";
}
close(P);
#print "\n";

Next, the parameters from the exercise text are passed Badinme
shell (implicitly called by the perl open() function herajcithe env(1)
command, which sets and lists environment variables anhhleles
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set. The list printed by the env(1) command is checked agairest th
known variables from the previous step to detect syntaxrro

# Parse into variables using sh & env
open(P, "env -i $parameter env |")
or die "Can't env(l) $parameter”;

while(<P>) {
chomp();
($var, $val) = /([a-zA-Z0-9_]J+)=(. )/,
#print " $var -> $val\n’;

if (exists($par{$var})) {
print " varcheck OK: $var=$val"
if $debug;
if ("$par{$var}' eq "$val") {
print " (default)"
if $debug;

print "\n"
if $debug;
} else {
warning(“"varcheck unknown variable: $var=$val");
}

close(P);

At this point, the check data is known to be good, and an emtrihe
uebungs _checks database table can be made or updated. If there’'s a
number stored for the check id, it is assumed that there emdjr a check
with that number in the database, and the associated valeehecked:

### 2. Check & Insert/Update things into DB
if ($check_id =" Nd+/) {
# Might be already-existing check, make sure...
$sth = $dbh->prepare("SELECT check_id, uebung_id, script ;"
" bezeichnung, rechner, parameter "
"FROM uebungs_checks "
"WHERE check_id="$check_id" " .
AND uebung_id="$uebung_id™);
$sth->execute();

$cnt=0;
while ( @row = $sth->fetchrow_array ) {
# Check already there, update!
( $db_check _id, $db_uebung_id, $db_script, $db_bezeichn ung,
$db_rechner, $db_parameter ) = @row;

In that situation, if either the check script name, textuasaiption, lab

machine to run the check on or parameters have changed cibrel ie the

database is updated. If all parameters are identical baetWeedatabase
and the exercise text’s data, the record in the databast isthanged:

if ($script ne $db_script
or $bezeichnung ne $db_bezeichnung
or $rechner ne $db_rechner
or $parameter ne $db_parameter) {

1 [The Open Group, 2004] Base Specifications Issue 6: “envthgegnvironment for command invo-
cation”
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update_db($check_id, $uebung_id, $script,
$bezeichnung, $rechner, $parameter);
print "check_id $check_id updated\n” if $verbose;
} else {
print "check_id $check_id unchanged\n" if $verbose;
}

$ent++;

The procedureipdate _db() is simple, as the checkl is already known,
and a simple 'update’ SQL command is sufficient:

sub update_db() {

local($check_id, $uebung_id, $script, $bezeichnung, $re chner,
$parameter) = @_;
local($sth);

$parameter =" sA\V\\\g;
$parameter =" s/'\\/g;
$bezeichnung =" sA\\W\Vg;
$bezeichnung =" s/'/\V/g;

$sqgl = "UPDATE uebungs_checks "
"SET ".
" uebung_id="$uebung_id’, ".
script="$script’, "
bezeichnung="$bezeichnung’, ".
rechner="$rechner’, "
" parameter="$parameter’ "
"WHERE ".
check_id="$check_id™;
print " SQL: $sql;\n"
if $debug;
$sth = $dbh->prepare($sql);
$sth->execute();

If the database doesn’t have a record for the number givelneirexercise
text of if no number (buKXX) was given instead, then a new record is made
for the check:

if ($cnt == 0) {
# Check not there, insert new!
$check_id = insert_into_db($uebung_id, $script,
$bezeichnung, $rechner,
$parameter);
print "check_id $check_id inserted (1)\n" if $verbose;

}

} else {
# Check not there, insert new!
$check_id = insert_into_db($uebung_id, $script,
$bezeichnung, $rechner,
$parameter);
print "check_id $check_id inserted (2)\n" if $verbose;

Inserting the new record into theebungs _checks table is done by the
insert _into _db() function, which first inserts the given data into the
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database, and then does a query to find out the “cifckumber under
which the record was stored, to return it for further prooess

sub insert_into_db() {
local($uebung_id, $script, $bezeichnung, $rechner,
$parameter) = @_;
local($sth);

$parameter =" sA\V\\g;
$parameter =" s/'\\/g;
$bezeichnung =" sA\\W\g;
$bezeichnung =" s/'/\V/g;

# 1. insert new
$sgl = "INSERT INTO uebungs_checks "
" ( uebung_id, script, bezeichnung, ".
rechner, parameter ) ".
"VALUES "
' ( '$uebung_id', '$script’, '$bezeichnung’, ".
‘$rechner’, '$parameter’ )",
print " SQL: $sql;\n"
if $debug;
$sth = $dbh->prepare($sql);
$sth->execute();

# 2. find $new_check_id
$sql = "SELECT check_id ".
"FROM uebungs_checks "
"WHERE uebung_id="$uebung_id" ".
AND script="$script’ "
AND bezeichnung="$bezeichnung’ ".
AND rechner="$rechner’ "
AND parameter="$parameter’™;
print " SQL: $sql;\n"
if $debug;
$sth = $dbh->prepare($sql);
$sth->execute();

while(@row = $sth->fetchrow_array) {
$new_check_id = $row[0];
}

print " new check_id=$new_check_id\n"
if $debug;

return $new_check_id;

After collecting data from the input exercise text and (flug}$ updating
the database, theain() routine writes an updated check-call to the output
file which has all the check-data from the input exercise, text the check
number (checkd) matches the record in the databasebungs _checks
table.

The list of checks belonging to the exercise are stored ifdtieecks _done
hash table. Thisis used in tdelete _old() code, where the list is used
to find all checksot associated with an exercise, and delete them:
sub delete_old() {

$ids=join(", ", sort keys %checks_done );

$sql="DELETE FROM uebungs_checks ".
"WHERE check_id NOT IN ( $ids ) ".
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AND uebung_id="$uebung_id™;
print " SQL: $sql;\n"
if $debug;
$sth = $dbh->prepare($sql);
$sth->execute();
print "old checks removed from database\n"
if $verbose;

At this point, the updated exercise text is written in the fidgevand can be
used to replace the original exercise text, as the datallsse@ntains the
necessary data for the checks to be evaluated and called.

The key items of the lexical processing here are the ideatific of checks
in the input exercise text using perl, and the parsing of Hrampeter string
stored there using a combination of the Bourne shell andrtiag gprogram
to verify that only valid parameters are set. Using tiebung2db script,
the check data can be stored in compact form near in the egeixt for
easy maintenance, and it can be transformed into the dataloam storage
methods for further processing without a need to deal witthesercise
manually.

Improved Web-GUI for Editing Check Scripts: When the checks belonging to
an exercise needs to be changed, one way is to edit the ex@axisand run
uebung2db again. To do small changes to single items and to verify that
the contents of the database are correct, the web-basethtesémced al-
ready present in step | of the Virtual Unix Lab(see figure 7dction 3.1.1)
was extended to use the new check script facilities availebstep Il. The
web GUI now does not only print the check script name, pararagtna-
chine on which to perform the check and a description for deelback. As
the web user interface to the database runs on the same madéne the
check scripts are stored, the check scripts can be easitiedue print their
overall purpose and a list of parameters they support, agided above.
An example display of a check including it's description alldwed pa-
rameters can be seen in figure 9 in section 3.1.1.

For this display of the check script’s purpose and it's gassparameters,
thepublic _html/admin/uebung  _setup/uebung3 _edit.php script
was extended to first determine in which language the scrgst written.
Allowing shell scripts still being written not only in Perlibe.g. as Bourne
shell scripts, looking at the script's interpreter stonedhie first line would
tell how to run the script. The following code fragment hamedetection
replaced by .. " to concentrate on the application code:

Aufgabe des ausgewdhlten Check-Scripts
'<?php print "$script"; ?>":
<p>

<table>
<tr><td class="vulab™>
"<i><?php
/I Interpreter bestimmen
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$sf=fopen("$checkscriptPath/$script”, "r");

$s = fgets($sf, 1024);

fclose($sf);

if (preg_match("/perl/, $s)) {
$interpreter = "perl”;

} else {

}

$interpreter = "sh";

After the interpreter is known, it can be run with the checkpdknown
to the web user interface to ask for it's purpose by giving wietis
command line argument:

Giving a buffer size (1024) tégets()

/I Script laufen lassen, Aufgabe ermitteln

$cmd="$interpreter $checkscriptPath/$script whatis 2>&

if ($debug) {
print "<tr><td colspan='3">";
print "cmd="$cmd’'<br>\n";
print "</td></tr>\n";

}
$pf=popen("$cmd", "r");

/I Output auslesen und formatiert ausgeben

while($s = fgets($pf, 1024)) {
print "$s";

?><[i>"<td></tr>

</table>

here was important, as reading

from a pipe opened witpopen() did not return proper values otherwise.
The output of the check script is printed to appear on the vgebinterface,
giving a description of the check script.

Next, the check script is called again withtparms
argument to retrieve a list of parameters it accepts. Tleslmeturned by
the check script have to be split usih@s a separator, and the three parts —
parameter name, default and description — are printed aslH&Me then:

<?php

Migliche Parameter:

<p>
<table>
<tr>
<th class="vulab">Variable</th>
<th class="vulab">Default</th>
<th class="vulab">Beschreibung</th>
</tr>

/I Script laufen lassen, Parameter ermitteln
$cmd="$interpreter $checkscriptPath/$script listparms
if ($debug) {

print "<tr><td colspan='3">";

print "cmd="$cmd’'<br>\n";

print "</td></tr>\n";
}
$pf=popen("$cmd", "r");
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/I Output auslesen und formatiert ausgeben
while($s = fgets($pf, 1024)) {
list($var, $def, $bez) = split(\], $s);

print "<tr>\n";
print "<td class="vulab’>$var</td>\n";
print "<td class="vulab’>$def</td>\n";
print "<td class="vulab’>$bez</td>\n";
print "</tr>\n";

}

pclose($pf);
>

</table>

The above example shows how the interface introduced tdhekcscripts
can not only be used to verify the arguments passed to themsasioed in

the description of of the data structure representatiamdmd withuebung2db ,
but that the same interface can be used to give on-screerfdnaipanual
data entry.

The same method can be used to verify that the parametere@ate all
allowed, but this was not implemented in step Il of the Vittuaix Lab.

Passing Parameters to Check-Scripts:Section 2.2 describes how check scripts
are run on the lab and master machines in step | of the Virtug Uab,
which does not include any handling of parameters to thetscrFor step
I, passing parameters as environment variables was classam interface,
as described in section 3.1.1.

The whole result verification is implemented in the Perlgcrivhich is
called with the ID of a booked exerciseb{ichungs _id ).

For the result verification, all the checks and their paransebelonging to
be booked exercise identified by tiibuchungs _id variable are queried
from the database and stored in corresponding Perl vasiable

$sth = $dbh->prepare("SELECT uebungs_checks.check_id AS check_id, ".

" uebungs_checks.script AS script, "
uebungs_checks.parameter AS parameter, "
uebungs_checks.rechner AS rechner, "
uebungs_checks.uebung_id AS uebung_id ".

"FROM buchungen, uebungs_checks

"WHERE uebungs_checks.uebung_id = buchungen.uebung_id "

AND buchungs_id = $buchungs_id ".
"ORDER BY check_id");
$sth->execute();
while ( @row = $sth->fetchrow_array) {
( $check_id, $script, $parameter, $rechner, $uebung id ) = @row;

With the data for the check known, the call of the check sargst be con-
structed in thebcmd variable. As a reminder, in step | of the Virtual Unix
Lab the following code was used:

$cmd="cat $checkscript_path/$script ";
if ($rechner eq ’localhost’) {
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$cmd.="| Sinterpreter”;
} else {

}
$cmd = " 2>&1";

$cmd.="| $vulabbin_path/rsh-wrapper -p 9999 $rechner $in terpreter";

The code in step Il looks very similar:
$cmd="cat $checkscript_path/$script “;

if ($rechner eq ’localhost’) $cmd.="|
$cnd .= "env ". quoteneta("$paranmeter"”). " Sinterpreter"”;
$cmd = " 2>&1";

The difference in step Il is that the interpreter is not chtierectly, but that

the env(1) command is used to pass the given string of paeasntet the
interpretet. That way, only a small change was needed to pass parame-
ters to the check scripts. With the changes to the checktsd¢hipmselves
described above, implementation of parameters for chetgtsevas very
easy, and the whole result verification architecture of thieu®l Unix Lab
gained a lot of flexibility and power.

System Front-End with Special Admin-Only Check-Scripts: Section 3.1.4 de-
scribes how check scripts can be used to create a systerrefidrio the
image deployment subsystem of the Virtual Unix Lab. The theak
scripts which can be used to update an existing harddisk énaagad-
min-check-clearharddisk (see appendix F.2.1) aiadimin-check-ma-
keimage (see appendix F.2.2), and some implementation detailddbeu
illustrated here.

admin-check-clearharddisk
This script is used to fill the unused blocks of a harddisk w&to bits,
so the harddisk image can be compressed to the minimum sizeotT
depend on the filesystem structure, the operation congistsdasic
operations using the standard filesystem intefface
The script needs to be run on the machine that needs to bed¢lone
running whatever operating system that machine runs atribaient.
The current implementation only works for Unix systems,eotimn-
plementation for Windows systems written in Pascal or arlemen-
tation written in perl which will run on any platforms are #afle’.

1. Open afile for writing, and fill it with 0-bytes until the diss full,
i.e. all (formerly) unused disk blocks are filled with 0-byte

echo Cleaning empty blocks...
dd if=/dev/zero of=0 bs=1048576

2. After the file has grown to fill up all available space on tliskd
with 0-bytes, the file can be deleted again using the operatis-
tem’s calls, assuming only the file's administrative metgadwill

1 [The Open Group, 2004] Base Specifications Issue 6: “envthgegnvironment for command invo-
cation”

2 [Feyrer, 2007] Section “5.10 Reducing the image size”

3 [Feyrer, 2007] Section “5.10 Reducing the image size”
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be adjusted, and that the data blocks will be left untouched o
the disk, which allow it to be compressed well when creathmy t

harddisk image:

echo Cleaning up...
rm -f 0

admin-check-makeimage
The check script to create a new harddisk image from an Bgist-
stallation on one of the lab machines needs not only createatddisk
image, but do some bookkeeping as well. As such, it needs torbe
on the Virtual Unix Lab master machine, and be provided watam-
eters for which host’'s harddisk image to take, what hardtisilone
(using NetBSD’s name for the disk. e.g. sd0, wd0, etc.) atasdhe
filename of the harddisk image to create, relativévidab on the
master machine.
The disk image creation process itself is performed by tueLgi pro-
cess when the lab machines are booted not from harddisk fexem
cise, but from network to perform maintenance like takingeddisk.
To signal the boot process that a harddisk image should ke talile
mkimg-$RECHNERis created on the filesystem that will be used as

the filesystem for the lab machine’s network filesystem:

# Define which image to create
echo ${DISK} ${IMGFILE} >mkimg-${RECHNER}

All parameters here - which disk, name of the image file toterea
and which machine to make the image for are passed tadhe
min-check-makeimage  script. Before initiating the netboot to
do the actual image-creation, a check is made to see if thedaiine
is running properly:
if [ “$ssh SRECHNER echo READY" != READY ]
fhen echo "Machine $RECHNER didn’t respond properly via '$ssh™
echo failed
exit 0
fi
If the lab machine doesn't return the “READY” string, it issasned
to not work properly, and no disk image can be created. Ehse, t
lab machine is commanded to reboot, as the lab machinewstdl the
operating system modified for an exercise at that time. Theake
contains an option “net” which tells the Sun SPARCstatiorsddias
lab machine for step Il of the Virtual Unix Lab to not boot frdotal
disk but from network. The reboot command takes special toamet
keep any network connections open, and operate in the baakgr
without any waiting performed at that moment:

# Kick client into netboot

echo "Starting netboot on $RECHNER in background..."

# Path for Solaris is /usr/sbin/reboot,

# redirection is shell-dependent !!!

$ssh SRECHNER "env PATH=/usr/shin:/sbin /bin/sh -c 'reboo t -- net' \
</dev/null 2>/dev/null >/dev/null" \
</dev/null 2>/dev/null >/dev/null &

echo "done. (rc=$?)"
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After initiating the netboot, a pause must be made, in whighlab
system is reset, netbooted, and starting to create thensy$tais pro-
cess is monitored via thigclient  _log log file, which is created by
the netboot system’s image creation facility and tagget stitings in-
dicating that the image-process has start&tgfting ... ") and
ended $deployment _done _cookie ).

# Wait for client to startup on netboot properly

echo "Waiting a bit to get to /etc/rc..."

sleep 120 # takes about 70 seconds, plus some extra

if | grep "Starting $client_log >/dev/null 2>/dev/null

then
echo "Client $RECHNER didn’t do netboot properly, aborting
exit 1

else
echo "$RECHNER properly netbooted."

fi

# Client's running, now wait for it to be done
while ! grep -q "$deployment_done_cookie" $client_log

do
echo ‘date": waiting for $RECHNER to finish: ‘tail -1 $clien
sleep $deployment_poll_interval

done

echo done.

At that point, the lab machine shuts down the operating sysfer-
forms a hardware reset and starts booting up again, but wigtveork
filesystem instead of the local disk as a source for its operalystem.
The netboot environment can be found in the/ffi@lab/etc/rc 1

and for the image creation process, it checks if a file withrthme
mkimg- machi ne is present for the machine, and starts creating a
disk image using thdisk2img command with the parameters from
themkimg-file:

machine=‘uname -n'

echo Starting deployment: ‘date’ | log

if [ -f mkimg-${machine} ]

then

# For "unix-check-makeimage" check

#

echo starting disk2img ‘cat mkimg-${machine}' | log
countdown 5

Jdisk2img ‘cat mkimg-${machine}'

fi

echo Deployment done: ‘date' | log
echo Rebooting... | log

echo $deployment_done_cookie | log

reboot

The file written to by the fog ” command here is the same file that
theadmin-check-makeimage  check script is reading to monitor

1 [Feyrer, 2004]
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the progress of the image creation process.
After the $deployment _done _cookie string is written in the log
file, the check script running on the master machine will o it's
operation by first checking again that the lab machine sadvithe
reboot (using the same method shown above), and then natethéh
new image file is now available in themage database table:

# Image in Tabelle 'images’ eintragen:

echo -n Remember image $IMGFILE in database:

echo "INSERT INTO images (bezeichnung) VALUES ("$IMGFILE ")t

| psgl -U vulab
Finally, the lab machine will be ready for new exercises lagand the
new harddisk image can be used to define new exercises cidtaed

the “admin” exercise.

By using the combination of these two check scripts as sy$tent-end,
updating a harddisk image is much easier than performinghéoessary
steps manually, as no knowledge about internals is negessar

Ensuring that a perl binary is available: Not every operating system ships with
perl in the default operation these days. Some (like Sokmg many
Linux distributions, but not all) do, others (like NetBSD jivlows) don't.
As check scripts are written in perl, they require a perlrimteter to be
available. For systems that don’t have perl installed bydlefa perl bi-
nary can be put into a place likeoot/vulab/perl , but special care
must still be taken to run it, if no other binary is availabfether systems
that do ship with perl may have it in various placefust/bin/perl .
{usr/local/bin/perl and/usr/pkg/bin/perl are only a few
possibilities which need to be taken into account.

One way to find the perl binary is to make the result verificatszript
uebung _auswerten look for the binary before sending the check script
to the lab machine. A better solution is to use the shell'tufesof looking
for a given binary in a number of places using B¥eTHenvironment vari-
able with a fallback like'root/vulab/perl provided on all systems
for safety, which was added to step Il of the Virtual Unix Lab:

if ($i = Jperll) {

# perl may not be installed system-wide!
$interpreter="PATH=\${PATH}":/root/vulab perl";

Using this mechanism, it was possible to use the perl binaay comes
with Solaris 9. This approach saves some disc space, whaltvagy/s tight
on the clients, and it is one item less to remember when gatfina new
system.

Printing feedback: Depending on the context, the PHP functions used in the
exercise text files (see section 3.1.3) either do

e not print feedback at all (i.e. before and during exercises)

e print feedback for the result a single user made (i.e. whesea re-
quests feedback after taking a particular exercise), or
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e print results how all users performed on a particular eser@ivhen an
administrator requests feedback on a particular exercise)

The PHP functions for giving feedback are defined ingtiblic _html/-
functions-uebung.php file, which is pulled in by the various places
which display exercise texts with or without feedback:

e Displaying only the exercise text with no feedback datatpdris done
by public _html/user/uebungen/show.php

e For the exercise, the time remaining, “finished”-button amdrcise
text are printed byublic _html/user/ueben/start.php

e Feedback for single users is printedgoblic _html/user/bu-
chungen/auswertung.php

e Admin-feedback for all users is printedpublic  _html/admin/bu-
chungen/auswertung.php

Each of these files pulls in the exercise text file, which imtaalls the

two functionsauswertung _ueberschrift() and auswertung -
zusammenfassung() to print headers and footers, aamdswertung _teiluebungen()
to do the main work of (not) printing feedback.

The decision if feedback should be printed is determinedbyfite pulling

in the functions-uebung.php and exercise text file by setting the
variable$auswertung if feedback (for either single or all users) should
be printed. The functionauswertung _ueberschrift() andaus-
wertung _zusammenfassung() check this variable, and do nothing if
it is not set:

function auswertung_ueberschrift () {
global $auswertung;
if (! $auswertung) return;

}

function auswertung_zusammenfassung() {
global $auswertung;
if (! $auswertung) return;

The former function actually only initializes some varieblfor keeping
statistics, and leaves printing the header with exercigistits like date,
duration etc. to thpublic _html/user/buchungen/auswertung.php

The main work of printing feedback is done lyiswertung _teil-
uebungen() function, which in turn calldeiluebung  _print() for
each of the check numbers, storedicheck _id , it's called:

$nargs = func_num_args();

for ($i=0; $i < $nargs; $i++) {

$check_id = func_get_arg($i);
teiluebung_print($check_id);
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Theteiluebung _print()  function does the main work of giving feed-
back. It first retrieves the textual description of the gieback number, and
stores it in thebbezeichnung  (“description”) variable:

$sql = "SELECT bezeichnung ".
"FROM uebungs_checks "
"WHERE check_id="$check_id" ".
" AND uebung_id="$uebung_id™;
$msg = "Beim Zugriff auf die Datenbank ist ein Fehler "
"aufgetreten.<br>".
"Wenden Sie sich an lhren Administrator.”;
$result = pg_exec($connection, $sql);
if ($result) {
$array = pg_fetch_array($result, 0);
if ($array) {
$bezeichnung = $array['bezeichnung’];

} else {
$bezeichnung = ";
}
} else {
$bezeichnung = "N/A";
}

Then, the result for the particular check number (storeidheck _id )
of a previously booked exercise (storedbimuchungs _id ) is retrieved to
see if the task was completed successfully or not, and storgerfolg
(“success”):

$sql="SELECT erfolg ".
"FROM ergebnis_checks ".
"WHERE buchungs_id="$buchungs_id" ".
AND check_id="$check_id™;
$result = pg_exec($connection, $sql);
if ($result) {
$array = pg_fetch_array($result, 0);
if ($array) {
$erfolg = $array['erfolg’;

} else {
$erfolg = "notfound”;
}
} else {
$erfolg = "notfound";
}

After the textual description and the result of the corresjimg exercise is
known, the result is printed:
print "<tr>\n";

print "<td width="95%"><font color="darkgreen’>$bezeic hnung</font></td>\n";
print "<td>$erfolg</td>\n";

Feedback is printed this way for every part of an exercisahdfvariable
$auswertung is set, this results in feedback as displayed in figure 12, if
the variable is not set the result from the right side of figuie shown.

If feedback is requested by a user logged into the VirtuakUrmb with
administrator privileges, more information is printed &cdssed in section
3.1.3 and shown in figure 13.
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The admin feedback is printed public _html/admin/buchungen/-
auswertung.php , which pulls in the code for printing feedback from
public _html/user/buchungen/auswertung.php

% cat public_html/admin/buchungen/auswertung.php

<?php

include "$absoluteProjectPath/user/buchungen/auswert ung.php";
2>

That way, the code is kept in a single place. Itis still pdssib determine if
the access was from a user or administrator, a$itinienu PHP variable will
be set accordingly, which is used to determine if admin faelishould be
printed:

global $menu;
if ($menu == 'admin’) {

The admin feedback first determines how many users compieéethsk
in question (identified by the exercise typefinebung _id and the check
number indcheck _id ) successfully$ok ), and how many did nospok ):

$sql="SELECT count( *) "
"FROM ergebnis_checks, buchungen "
"WHERE ergebnis_checks.buchungs_id=buchungen.buchung s_id "
AND buchungen.uebung_id="". $uebung_id ." ".
AND check_id=". $check_id ." ".
AND erfolg="t";
$msg = "Beim Zugriff auf die Datenbank ist ein Fehler "
"aufgetreten.<br>".
"Wenden Sie sich an lhren Administrator!<br> (sql=$sql)";
$aresult = executeStatement($connection, $sqgl, $msg);
$aarray = fetchArray($aresult, 0);
$ok=$aarray['count’;

$sql="SELECT count( *) "
"FROM ergebnis_checks, buchungen "
"WHERE ergebnis_checks.buchungs_id=buchungen.buchung s_id "
AND buchungen.uebung_id=". $uebung_id ." ".
AND check_id=". $check_id ." "
AND erfolg="f"";
$msg = "Beim Zugriff auf die Datenbank ist ein Fehler "
"aufgetreten.<br>".
"Wenden Sie sich an lhren Administrator!<br> (sql=$sql)";
$aresult = executeStatement($connection, $sqgl, $msg);
$aarray = fetchArray($aresult, 0);
$nok=$aarray['count’];

The total number of students participating in an exercigdigous:
$sum = $ok + $nok;
For each number — successful completi@og , unsuccessful completions

$nok and total number of participan&sum — a line with absolute and
relative number as well as a bar@d is printed:

$c

$ok; $t = ’'Bestanden’;

$c.

$nok; $t = ’Nicht bestanden’;

$c = $sum; $t = 'Summe’;
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The code to print the numbéc and text of the linebt is the same for
each line, it prints the text, absolute number and percenfafiowed by as
manyos as students were in the counter:

print "<tr><td bgcolor="". $bgcol .">&nbsp;</td>\n";

print " <td><font color="darkgreen’>$t:</font></td>\n" ;
print " <td align="right’><font color="darkgreen’>". $c . "</font></td>\n";
print " <td align="right’><font color="darkgreen’>".

sprintf("(%d%%)", 100 *$c/Ssum) .
"</font></td>\n";

print " <td><font color="darkgreen’>|";
for($i=0; $i<$c; $i++) print "0";
print "</font></td>\n";

print "</ftd></tr>";

This gives three lines of feedback containing details on albwsers taking
a particular exercise performed, which can then be compageéhst the
individual result also printed. A comparison for all theke®f an exercise
is possible as the feedback is given for each of the tasks exarrcise.

3.3 Summary of Step Il

Comparing the improvements intended for step Il of the Vrtunix Lab and
the changes made, the conclusion can be drawn that the geedsmet within
the given requirements. Step Il of the Virtual Unix Lab asalk®d here was
realized and used as a base for evaluation. During the ingsitation and evalu-
ation of step Il, a number of possible improvements weretified, which can be
addressed in future implementation steps of the VirtuakUaib and which will
be listed in the conclusions drawn on result verification@treise results using
Domain Specific Languages.

4 Summary

This paper has focused on the two iterative steps of the alittmix Lab design

and implementation. The basic design in step | was extendstep I, improv-

ing verification, definition of the exercise text, and tunafghe result verification
architecture. As a side effect, a subsystem was createdidkatthe result verfi-
cication subsystem for updating harddisk image files for aggrcise setups.

Specific emphasis was given on the implementation detatlsisrpaper. The re-
lated steps of creating a domain specific language — the &é&tron Unit Domain
Specific Language (VUDSL) — along with the related works oa phocessing
and management infrastructure can be found in [Feyrer,]2008
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A EXxercise texts for users

The exercise texts displayed in this section are the plaingieen to the user for
practicing. They were the same for step | and Il of the Virtuaix Lab, and were

rendered from HTML into plain text usindynx -dump

A.1 Network Information System (NIS) exercise

The following text displays the NIS exercise’s text:

Ubung: NIS Master und Client Setup

In dieser Ubung soll auf den beiden vulab-Rechner der Network
Information Service (NIS) installiert werden. Dabei wird a uf dem
Rechner  "vulabl" der NIS-Master, auf dem Rechner "vulab2" d er
NIS-Client installiert.

1. Master (Solaris): vulabl

+ Stellen Sie sicher dass die rotigen Pakete (SUNWypr, SUNWy pu,
SUNWSsprot, ...) installiert sind.

* Setzen Sie den NIS-Donmanenname auf "vulab" (/etc/default domain &
domainname(1))

* Setzen Sie den Rechner mit "ypinit -m" als NIS Master auf

* Sorgen Sie dafir dass die rotigen Serverprozesse (ypbind , ypserv,
...) beim booten gestartet werden.

+ Starten Sie die Serverdienste!

* Welcher NIS-Server wird verwendet?

* Welche Datei wird fir die Gruppen-Daten verwendet?

* Welche Datei wird fir die Passwort-Daten verwendet?

» Uberprifen Sie ob Gruppen- und Passwort-Informationen u ber NIS
abgefragt werden lonnen.

* Vergleichen Sie den Passwort-Eintrag des Benutzers "vulab " im NIS
und in den /etc-Dateien. Was stellen Sie fest?

* Sorgen Sie dafir, dass die Passwort-Informationen kinft ig in der
Datei /varlyp/passwd gehalten werden. Die existierenden L ogins
sollen dabei nicht ibernommen werden.

* Legen Sie im NIS eine Kennung “ypuser" mit eindeutiger UID,
Home-Verzeichnis "/usr/homes/ypuser", Korn-Shell als Lo gin-Shell,
und Passwort "ypuser" an.

* Stellen Sie sicher dass der User "ypuser" via finger(1) sich thar
ist

+ Stellen Sie sicher dass sich der User "ypuser" via telnet, ss h und
ftp einloggen kann!

* Stellen Sie sicher, dass der User "ypuser' sein Passwort mit
yppasswd(1) andern kann.

2. Client (NetBSD): vulab2

* Setzen Sie den Domainnamen auf den selben Namen wie beim
NIS-Master oben.

* |Ist das aufsetzen des Clients mit "ypinit -c" rotig? Ist es
sinnvoll? Warum (nicht)?

* Stellen Sie sicher dass die rotigen Dienste (ypbind, ...) b eim

booten gestartet werden.
* Starten Sie die Dienste!
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* Welcher NIS-Server wird verwendet?

* Stellen Sie sicher dass die NIS Maps (group, hosts, ...) abge rufen
werden lonnen

+ Stellen Sie sicher dass die NIS-Benutzer mit finger(1) abge fragt
werden lonnen

+ Stellen Sie sicher dass sich der oben angelegte Benutzer "yp user"
auf dem Client einloggen kann. Erstellen Sie das Home-Verze ichnis
dazu vorerst manuell.

* Betrachten Sie das Passwort-Feld der Passwort-Datei des Us ers

"ypuser" auf dem NIS Master!.

*» Andern Sie das Passwort von "ypuser" vom Client aus im NIS auf
“mynlspw”.

* Betrachten Sie das Passwort-Feld der Passwort-Datei des Us ers
"ypuser" auf dem NIS Master erneut. Was stellen Sie fest?

3. Diverses

* Setzen Sie den "Full Name" des Benutzers "ypuser" auf "NIS

Testbenutzer". Verifizieren Sie das Ergebnis mit finger(1 ). Welche
Methoden zum setzen existieren auf dem NIS Master? Welche au f dem
NIS Client?

* Legen Sie eine NIS-Gruppe "benutzer" an, und machen Sie dies e zur
(priréren) Gruppe des Benutzers "ypuser'. Welche Group-I D wdhlen
Sie? Warum?

* Legen Sie im Home-Verzeichnis des Benutzers "ypuser" auf de m
Master und dem Client eine Datei an, und uberprifen Sie, we Icher
Gruppe sie gelort.

* Sorgen Sie dafir dass der Benutzer "ypuser" auf dem NetBSD- System
mittels su(l) root-Rechte erhalten kann. Er muss dazu (unte r
NetBSD) zusitzlich Mitglied der Gruppe "wheel" sein.

* Wie bewerten Sie die Tatsache dass das root-Passwort allein e nicht
reicht, sondern auch  die richtige Gruppenzugelorigkeit
Voraussetzung fir einen su(l) auf root ist? Vergleichen Si e
zwischen NetBSD, Solaris und Linux!

* Der Rechner "tab" (IP-Nummer: 194.95.108.32) soll via NIS b ekannt
gemacht werden. Tragen Sie den Rechner auf dem Server in die
entsprechende Hosts-Datei ein, aktualisieren Sie die NIS- Map und
verifizieren Sie das Ergebnis mittels ypcat(1) und ping(1) sowohl

auf dem NIS-Master als auch auf dem NIS-Client.
Hinweise:
* Solaris-Pakete fir bash und tcsh liegen in /cdrom, Install ation
mit pkgadd(1).
* NetBSD-Pakete  fir bash und tcsh (und weitere) liegen auf

ftp://ftp.de.netbsd.org/pub/NetBSD/packages/1.6.1/s parc/All,
Installation mit pkg_add(1).

A.2 Network File System (NFS) exercise
The following text displays the NFS exercises’s text:

Ubung: NFS Server und Client Setup

In dieser Ubung soll auf den beiden vulab-Rechner das Network File
System (NFS) installiert werden. Dabei wird auf dem Rechner "vulabl"
der NFS-Server, auf dem Rechner "vulab2" der NFS-Client ins talliert.

1. Server (Solaris): vulabl
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Das Dateisystem /usr/homes soll fir den zweiten Rechner 'v
NFS exportiert werden:

* Sichern Sie die Datei, in der bisher die NFS-Exports notiert

* Das  Verzeichnis  /usr/homes soll fir den Rechner
freigegeben werden. Tragen Sie dies in die richtige Datei ei

* Laufen die rotigen Serverprozesse? Starten Sie sie ggf. mi
der passenden Start-Scripten aus /etc/ *.d.

* Sorgen Sie dafir dass die Datei (neu) eingelesen wird

» Uberprifen Sie mit 'showmount -e’ ob die Freigabe besteht!

2. Client (NetBSD): vulab2

Das Verzeichnis /usr/homes soll vom NFS-Server (vulabl) au
gemountet werden:

* Existiert der Mountpoint /usr/homes auf dem Client?
* Sind Daten im Mountpoint enthalten?

ulab2’ per

sind
"vulab2"
n.
t Hilfe

f /usr/homes

» Uberprifen Sie mit  'showmount -e' die NFS-Freigaben des

NFS-Servers 'vulabl’ (10.0.0.1)

* Untersuchen Sie die System-Defaults in /etc/defaults/rc. conf und
tragen Sie fir NFS rdtige Abweichungen in die Datei /etc/r c.conf
ein. Achten Sie auf rpc.lockd(8) und rpc.statd(8)!

* Starten Sie alle rtigen Hintergrundprozesse.

» Uberprifen Sie, ob das Verzeichnis /usr/homes von vulabl t estweise
auf /mnt gemountet werden kann. Unmounten Sie es anschliess end
wieder!

* Sorgen Sie dafir daR das Verzeichnis /usr/homes vom NFS-Se rver
"vulabl" beim Systemstart auf /usr’lhomes gemountet wird, t ragen

Sie dies in die passenden Konfigurationsdatei ein
* Mounten Sie alle noch nicht gemounteten NFS-Verzeichnisse

» Uberprifen Sie mit df(1) und mount(8) daR das Verzeichnis

gemountet ist!
3. Zugriffsrechte

3.1 Rechnerbasiert

* Legen Sie als root auf dem NIS-Client ein Verzeichnis

/usr/homes/nfsuser an! Wie reagiert das System, und warum?

* Lesen Sie auf dem NFS-Server die Manpage zu dfstab(4) und den

darin unter "SEE ALSO" verwiesenen Befehlen (etc.), und sor gen Sie
dafir, daR Sie als root auf dem NFS-Client vollen Zugriff ha be

* Machen Sie die rotige Anderung in /etc/dfs/dfstab.

* Lesen Sie die Datei neu ein!

* Welche  Sicherheitsimplikationen hat der eben vorgenommen e
Konfigurationsschritt? Macht er in der Praxis Sinn? Wie kan n man
ihn umgehen?

* Legen Sie das Verzeichnis /usr’fhomes/nfsuser an!

3.2 Benutzerbasiert

Es soll ein Benutzer "nfsuser" auf beiden Systemen angelegt werden,
der auf jedem System lokal vermerkt ist (Login, Passwort etc . in
letc/...), das Home-Verzeichnis /usr/homes/nfsuser soll aber auf
beiden Rechnern mittels NFS verfigbar sein!

* Legen Sie auf vulabl den User an: “useradd -d /usr/homes/nf suser
nfsuser”

* Legen Sie auf  vulab2  denselben User an: ‘“useradd -d
/usr/homes/nfsuser nfsuser”

* Geben Sie dem Benutzer auf beiden Systemen (getrennt) mitte Is
passwd(1l) ein Passwort

* Geben Sie das Verzeichnis /usr/homes/nfsuser mittels chow n(l) dem

Benutzer "nfsuser".
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* Loggen Sie sich auf beiden Rechner als User “nfsuser" ein und

legen Sie eine Datei "hallo-von-vulabl" bzw. "hallo-von-v ulab2"
an.

* \Welches Problem besteht?

* Geben Sie auf beiden Rechnern dem Benutzer "nfsuser" die Use r-ID
2000, stellen Sie sicher dass das Home-Verzeichnis (inkl. | nhalt)
auch dem User getort, und legen Sie die beiden Dateien erneu t an.

Hinweise:
* Solaris-Pakete fir bash und tcsh liegen in /cdrom, Install ation

mit pkgadd(1).

* NetBSD-Pakete  fir bash und tcsh (und weitere) liegen auf
ftp://ftp.de.netbsd.org/pub/NetBSD/packages/1.6.1/s parc/All,
Installation mit pkg_add(1).

B Exercises including text and check data

The exercise texts displayed in this section are from steyp the Virtual Unix
Lab. They contain the exercise text as well as data for thekshi® be run.

B.1 Network Information System (NIS) exercise

<l-- DB updated by feyrer on Sun Feb 22 23:53:01 MET 2004 from n is.php -->
<l-- |d: nis.php,v 1.23 2004/06/03 10:27:12 feyrer Exp -->

<?php auswertung_ueberschrift(); ?>

e e e >

<h1> NIS Master und Client Setup</h1>

In dieser Ubung soll auf den beiden vulab-Rechner der Network

Information Service (NIS) installiert werden. Dabei wird a uf dem
Rechner "vulabl" der NIS-Master, auf dem Rechner "vulab2" d er
NIS-Client installiert.

<p>

<h2>1. Master (Solaris): vulabl</h2>

<ul>

<li> Stellen Sie sicher dass die rotigen Pakete (SUNWypr, S UNWypu,
SUNWSsprot, ...) installiert sind.

<li> Setzen Sie den NIS-Doménenname auf "vulab" (/etc/def aultdomain &
domainname(1))

<?php auswertung_teiluebungen(
774, /] vulabl: check-file-contents FILE=/etc/defaultdo main CONTENT_SHOULD="vulab’
1 Donéne in /etc/defaultdomain gesetzt?
775 /I vulabl: check-program-output PROGRAM=domainname O UTPUT_SHOULD='"vulab’
Donéne im laufenden System (domainname(l)) gesetzt?
) 7>
<li> Setzen Sie den Rechner mit "ypinit -m" als NIS Master auf
<?php auswertung_teiluebungen(
776, I/ vulabl: check-file-exists FILE=/var/yp/Makefile
1 Existiert /var/yp/Makefile?

777, Il vulabl: check-file-exists FILE=/var/yp/binding/ vulabl/ypservers
1 Existiert /var/yp/binding/vulab/ypservers?

778 /I vulabl: check-file-exists FILE=/var/yp/passwd.ti me
Existiert /var/yp/passwd.time?

), 2>

<li> Sorgen Sie dafir dass die rétigen Serverprozesse (yp bind, ypserv,
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...) beim booten gestartet werden.
<li> Starten Sie die Serverdienste!
<li> Welcher NIS-Server wird verwendet?

<?php auswertung_teiluebungen(
779 /I vulabl: check-program-output PROGRAM=ypwhich OUTP UT_SHOULD="vulabl’
1 Gibt ypwhich(1) 'vulabl’ zurick?

), ?>
<li> Welche Datei wird fir die Gruppen-Daten verwendet?
<li> Welche Datei wird fir die Passwort-Daten verwendet?
<li> Uberprifen Sie ob Gruppen- und Passwort-Informationen u ber NIS
abgefragt werden lonnen.

<?php auswertung_teiluebungen(

780, /I vulabl: check-program-output PROGRAM="ypcat pass wd | we -I" OUTPUT_SHOULD=TT0] *’
1 Daten in passwd-Map vorhanden?
781, /I vulabl: check-program-output PROGRAM="ypcat host s | we -I' OUTPUT_SHOULD=TT0] =*’
1 Daten in host-Map vorhanden?
782 [/ vulabl: check-program-output PROGRAM="ypcat group | we -I' OUTPUT_SHOULD=TT0] *’
/ Daten in group-Map vorhanden?
) 7>
<li> Vergleichen Sie den Passwort-Eintrag des Benutzers "v ulab" im NIS
und in den /etc-Dateien. Was stellen Sie fest?
<li> Sorgen Sie dafir, dass die Passwort-Informationen k" unftig in der
Datei /varlyp/passwd gehalten werden. Die existierenden L ogins

sollen dabei nicht ibernommen werden.

<?php auswertung_teiluebungen(
783, /I vulabl: check-file-contents FILE=/var/yp/Makefi le CONTENT_SHOULD="PWDIRx* =. */varlyp’
1 PWDIR in /varlyp/Makefile auf /varlyp gesetzt?

784 [/ vulabl: check-file-exists FILE=/var/yp/passwd
Existiert /varl/yp/passwd?

) 7>
<li> Legen Sie im NIS eine Kennung "ypuser" mit eindeutiger U ID,
Home-Verzeichnis "/ust/homes/ypuser”, Korn-Shell als Lo gin-Shell,

und Passwort "ypuser" an.

<?php auswertung_teiluebungen(

785, /I vulabl: check-directory-exists DIR=/ust/homesly puser
1 Verzeichnis /usr/homes/ypuser existiert?

786, // vulabl: unix-check-user-shell LOGIN=ypuser SHELL _SHOULD="/. * /ksh"
1 Shell von ypuser auf ksh gesetzt?

787, I/ vulabl: check-program-output PROGRAM='"cat /varly p/passwd | grep ypuser: | wc -I' OUTPUT_SHOULD=1
1 User ypuser in /var/yp/passwd eingetragen?

788 [/ vulabl: check-program-output PROGRAM="ypcat passw d | grep ypuser: | we -I" OUTPUT_SHOULD=1

User ypuser in passwd NIS Map vorhanden?
), ?>
<li> Stellen Sie sicher dass der User "ypuser" via finger(1) sichtbar

ist

<?php auswertung_teiluebungen(
789, /I vulabl: unix-check-user-exists LOGIN=ypuser

1 User existiert (getpwnam(3))?
790, /I vulabl: check-file-contents FILE=/etc/nsswitch. conf CONTENT_SHOULD="passwd:. *nis’
passwd-Information wird in NIS gesucht (/etc/nsswitch. conf)?
791, /I vulabl: check-file-contents FILE=/etc/nsswitch. conf CONTENT_SHOULD="group:. *nis’
group-Information wird in NIS gesucht (/etc/nsswitch.c onf)?
792 /I vulabl: check-file-contents FILE=/etc/nsswitch.c onf CONTENT_SHOULD="hosts:. *nis’
/ hosts-Information wird in NIS gesucht (/etc/nsswitch.c onf)?
) 7>
<li> Stellen Sie sicher dass sich der User "ypuser" via telne t, ssh und
ftp einloggen kann!
<li> Stellen Sie sicher, dass der User "ypuser" sein Passwor t mit
yppasswd(1) andern kann.

</ul>
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<h2>2. Client (NetBSD): vulab2</h2>

<ul>
<li> Setzen Sie den Domainnamen auf den selben Namen wie beim NIS-Master

oben.

<?php auswertung_teiluebungen(
793, /I vulab2: check-file-contents FILE=/etc/defaultdo main CONTENT_SHOULD="vulab’

1 Domainname in /etc/defaultdomain gesetzt?

/I vulab2: check-program-output PROGRAM=domainname O
1 Domainname im laufenden System gesetzt? (domainname(1)

UTPUT_SHOULD="vulab’

794
)

), ?>
<li> Ist das aufsetzen des Clients mit "ypinit -c" rotig? Is t es
sinnvoll? Warum (nicht)?
<li> Stellen Sie sicher dass die rdtigen Dienste (ypbind, . ..) beim
booten gestartet werden.

<?php auswertung_teiluebungen(
795, /I vulab2: netbsd-check-rcvar-set RCVAR=rc_configu red

1 letc/rc.conf: rc_configured gesetzt?

796, /I vulab2: netbsd-check-rcvar-set RCVAR=rpcbind
1 letc/rc.conf: rpchind gesetzt?

/I vulab2: netbsd-check-rcvar-set RCVAR=ypbind

797
1 letc/rc.conf: ypbind gesetzt?

), 2>
<li> Starten Sie die Dienste!
<?php auswertung_teiluebungen(
ind

798, /I vulab2: unix-check-process-running PROCESS=rpch
1 rpchbind &uft?

799 /I vulab2: unix-check-process-running PROCESS=ypbin
ypbind &uft?

), ?>
<li> Welcher NIS-Server wird verwendet?
UT_SHOULD="vulabl’

<?php auswertung_teiluebungen(
800 // vulab2: check-program-output PROGRAM=ypwhich OUTP
1 Wird vulabl als NIS-Server verwendet? (ypwhich(1))

), 2>
<li> Stellen Sie sicher dass die NIS Maps (group, hosts, ...) abgerufen
werden lonnen

<?php auswertung_teiluebungen(
801, // vulab2: check-program-output PROGRAM="ypcat pass wd | we -I" OUTPUT_SHOULD="["0]

1 Daten in passwd-Map vorhanden?
802, /I vulab2: check-program-output PROGRAM="ypcat host s | wc -I' OUTPUT_SHOULD=["0]
1 Daten in hosts-Map vorhanden?
803 /I vulab2: check-program-output PROGRAM="ypcat group | we -I' OUTPUT_SHOULD=T"0]
1 Daten in group-Map vorhanden?
), ?>
<li> Stellen Sie sicher dass die NIS-Benutzer mit finger(1) abgefragt
werden lonnen
<?php auswertung_teiluebungen(
804 /I vulab2: unix-check-user-exists LOGIN=ypuser
1 Existiert Benutzer ypuser?
) 7>
<li> Stellen Sie sicher dass sich der oben angelegte Benutze r "ypuser"
auf dem Client einloggen kann. Erstellen Sie das Home-Verze ichnis
dazu vorerst manuell.
<?php auswertung_teiluebungen(
805 /I vulab2: check-directory-exists DIR=/usr/homes/yp user
1 Existiert Home-Verzeichnis?
), ?>
es Users

<li> Betrachten Sie das Passwort-Feld der Passwort-Datei d
"ypuser" auf dem NIS Master!.

<li> Andern Sie das Passwort von "ypuser" vom Client aus im NIS auf
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“mynlspw”.

<?php auswertung_teiluebungen(

806 // vulab2: unix-check-user-password LOGIN=ypuser PAS
1 PaRwort richtig gesetzt?
), ?>
<li> Betrachten Sie das Passwort-Feld der Passwort-Datei d es Users
"ypuser" auf dem NIS Master erneut. Was stellen Sie fest?
<ul>
<h2>3. Diverses</h2>
<ul>
<li> Setzen Sie den "Full Name" des Benutzers "ypuser" auf "N IS

Testbenutzer". Verifizieren Sie das Ergebnis mit finger(1

Welche Methoden zum setzen existieren auf dem NIS Master? We Iche
auf dem NIS Client?
<?php auswertung_teiluebungen(
807 /I vulab2: unix-check-user-fullname LOGIN=ypuser FUL
1 Fullname richtig gesetzt?
), ?>
<li> Legen Sie eine NIS-Gruppe "benutzer" an, und machen Sie diese zur
(priméren) Gruppe des Benutzers "ypuser'. Welche Group-| D wahlen
Sie? Warum?
<?php auswertung_teiluebungen(
808, // vulab2: unix-check-user-ingroup LOGIN=ypuser GRO
1 Benutzer 'ypuser' Mitglied der Gruppe ’'benutzer'?
809 // vulab2: check-program-output PROGRAM='"ypcat group
1 Gruppe 'benutzer’ existiert in der group NIS-Map?
) ?>
<li> Legen Sie im Home-Verzeichnis des Benutzers "ypuser" a uf dem
Master und dem Client eine Datei an, und tberprifen Sie, we Icher
Gruppe sie gelort.
<li> Sorgen Sie dafir dass der Benutzer "ypuser" auf dem Net BSD-System

mittels su(1) root-Rechte erhalten kann. Er muss dazu (unte r
NetBSD) zusitzlich Mitglied der Gruppe "wheel" sein.

<?php auswertung_teiluebungen(
810 // vulab2: check-file-contents FILE=/etc/group CONTE
1 ypuser in wheel-Gruppe in /etc/group?

) 2>

<li> Wie bewerten Sie die Tatsache dass das root-Passwort al
reicht, sondern auch die richtige Gruppenzugeldrigkeit
Voraussetzung fir einen su(1) auf root ist? Vergleichen Si e
zwischen NetBSD, Solaris und Linux!

leine nicht

<li> Der Rechner "tab" (IP-Nummer: 194.95.108.32) soll via NIS bekannt
gemacht werden. Tragen Sie den Rechner auf dem Server in die
entsprechende Hosts-Datei ein, aktualisieren Sie die
NIS-Map und verifizieren Sie das Ergebnis mittels ypcat(1)
und ping(1l) sowohl auf dem NIS-Master als auch auf dem NIS-CI ient.

<?php auswertung_teiluebungen(
811, /I vulab2: check-program-output PROGRAM="ypcat host

s’ OUTPUT_SHOULD="194.95.108.65.

SWD_SHOULD=myn1lspw

LNAME_SHOULD='NIS Testbenutzer'

UP_SHOULD=benutzer

'’ OUTPUT_SHOULD="benutzer:’

NT_SHOULD=""wheel:. *ypuser"™

*tab’

1 Eintrag mit IP-Nummer und Rechnername in hosts NIS-Map?

812 // vulab2: check-program-output PROGRAM="/shin/ping
I

‘tab’ pingbar?

</ul>

<h2>Hinweise:</h2>

<ul>
<li> Solaris-Pakete fir bash und tcsh liegen in /cdrom, Ins tallation
mit pkgadd(1).
<?php auswertung_teiluebungen(
898, // vulabl: solaris-check-installed-pkg PKG=SUNWics h
n

tcsh auf Solaris installiert? (pkginfo SUNWtcsh)

899 // vulabl: solaris-check-installed-pkg PKG=SUNWbash

bash auf Solaris installiert? (pkginfo SUNWbash)
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<li> NetBSD-Pakete fir bash und tcsh (und weitere) liegen a uf
ftp://ftp.de.netbsd.org/pub/NetBSD/packages/1.6.1/s parc/All,
Installation mit pkg_add(1).

<?php auswertung_teiluebungen(
900, // vulab2: netbsd-check-installed-pkg PKG=tcsh
1 tcsh auf NetBSD installiert? (pkg_info -e tcsh)
901 /I vulab2: netbsd-check-installed-pkg PKG=bash
/ bash auf NetBSD installiert? (pkg_info -e bash)

<ul>

<l--
<?php auswertung_zusammenfassung(); ?>

B.2 Network File System (NFS) exercise

<l-- DB updated by feyrer on Sun Feb 22 23:54:29 MET 2004 from n fs.php -->
<l-- |d: nfs.php,v 1.15 2004/06/03 10:27:12 feyrer Exp -->

<?php auswertung_ueberschrift(); 2>

Ko s e S >

<h1> NFS Server und Client Setup</h1>

In dieser  Ubung soll auf den beiden vulab-Rechner das Network File

System (NFS) installiert werden. Dabei wird auf dem Rechner "vulabl1"
der NFS-Server, auf dem Rechner "vulab2" der NFS-Client ins talliert.
<p>

<h2>1. Server (Solaris): vulabl</h2>

Das Dateisystem /usr/homes soll fir den zweiten Rechner v ulab2' per

NFS exportiert werden:

<p>

<ul>

<li> Sichern Sie die Datei, in der bisher die NFS-Exports not iert sind

<li> Das Verzeichnis /usr’homes soll fir den Rechner "vula b2"
freigegeben werden. Tragen Sie dies in die richtige Datei ei n.

<?php auswertung_teiluebungen(

864 // vulabl: check-file-contents FILE=/etc/dfs/dfstab CONTENT_SHOULD="share.* nfs.
n 'share nfs /usr/homes’ in /etc/dfs/dfstab?
) 2>
<li> Laufen die rdtigen Serverprozesse? Starten Sie sie gg f. mit Hilfe
der passenden Start-Scripten aus /etc/ *.d

<?php auswertung_teiluebungen(

865, // vulabl: unix-check-process-running PROCESS=rpch ind
1 LlAuft rpcbind?

866, // vulabl: unix-check-process-running PROCESS=moun td
1" lauft mountd?

867, // vulabl: unix-check-process-running PROCESS=nfsd

1 lAuft nfsd?
868, // vulabl: unix-check-process-running PROCESS=stat d
n lauft statd?
869, // vulabl: unix-check-process-running PROCESS=lock d
// lauft lockd?
870 // vulabl: check-file-exists FILE="/etc/rc3.d/S15nf s.server’
/ NFS-Server wird im Runlevel 3 gestartet?

) 7>
<li> Sorgen Sie dafir dass die Datei (neu) eingelesen wird
<?php auswertung_teiluebungen(
871 /I vulabl: check-program-output PROGRAM="share’ OUTP UT_SHOULD="/usr/homes’
1 share(1M) listet /usr/homes? (unportabel!)

) 2>
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<li> Uberprifen Sie mit 'showmount -e' ob die Freigabe besteht!

<?php auswertung_teiluebungen(

872 /I vulabl: check-program-output PROGRAM="showmount - e localhost OUTPUT_SHOULD="/usr’/homes’

1 showmount(1) zeigt /usr/homes?

<ul>

<h2>2. Client (NetBSD): vulab2</h2>

Das Verzeichnis /usr/homes soll vom NFS-Server (vulabl) au f /usr/homes
gemountet werden:
<p>

<ul>

<li> Existiert der Mountpoint /usr/homes auf dem Client?

<li> Sind Daten im Mountpoint enthalten?

<li> Uberprifen Sie mit 'showmount -e' die NFS-Freigaben des NF S-Servers
‘vulabl’ (10.0.0.1)

<?php auswertung_teiluebungen(

873 /I vulab2: check-program-output PROGRAM="showmount - e vulabl’ OUTPUT_SHOULD="/usr/homes’
1 showmount(1) zeigt /usr/homes?
) 7>
<li> Untersuchen Sie die System-Defaults in /etc/defaults /rc.conf und
tragen Sie fir NFS rdtige Abweichungen in die Datei /etc/r c.conf

ein. Achten Sie auf rpc.lockd(8) und rpc.statd(8)!
<?php auswertung_teiluebungen(
874, [/ vulab2: netbsd-check-rcvar-set RCVAR=rc_configu red
1 letc/rc.conf: rc_configured gesetzt?

875, /I vulab2: netbsd-check-rcvar-set RCVAR=lockd
1 letc/rc.conf: lockd gesetzt?

876, /I vulab2: netbsd-check-rcvar-set RCVAR=statd
1 letc/rc.conf: statd gesetzt?

877 Il vulab2: netbsd-check-rcvar-set RCVAR=nfs_client
1 letc/rc.conf: nfs_client gesetzt?

) 7>
<li> Starten Sie alle rdtigen Hintergrundprozesse.
<?php auswertung_teiluebungen(
878, // vulab2: unix-check-process-running PROCESS=rpch ind
1 lauft rpcbind?

879, /I vulab2: unix-check-process-running PROCESS=rpc. lockd
1 lauft rpc.lockd?

880 // vulab2: unix-check-process-running PROCESS=rpc.s tatd
lAuft rpc.statd?

), ?>
<li> Uberprifen Sie, ob das Verzeichnis /usr/homes von vulabl t estweise
auf /mnt gemountet werden kann. Unmounten Sie es anschliess end

wieder!

<?php auswertung_teiluebungen(

881 // vulab2: unix-check-mount MOUNT_FROM=vulabl:/usr/ homes MOUNT_ON=/mnt
1 Manueller mount erfolgreich?
) ?>
<li> Sorgen Sie dafir daR das Verzeichnis /usr/homes vom NF S-Server
"vulabl" beim Systemstart auf /usr/homes gemountet wird, t ragen Sie

dies in die passenden Konfigurationsdatei ein

<?php auswertung_teiluebungen(

882 /I vulab2: check-file-contents FILE=/etc/fstab CONTE NT_SHOULD="vulab1:/usr’homes.
1 Passender Eintrag in /etc/fstab?
) 7>
<li> Mounten Sie alle noch nicht gemounteten NFS-Verzeichn isse!
<li> Uberprifen Sie mit df(1) und mount(8) daR das Verzeichnis g emountet

ist!

<?php auswertung_teiluebungen(

*lusr/homes.  *nfs. *rw’

883, // vulab2: check-program-output PROGRAM="df -k | grep ¢ OUTPUT_SHOULD="vulab1:/usr/homes. * Jusr/homes$’
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1 Mount ist im df(1) Output sichtbar?

884 /I vulab2: check-program-output PROGRAM="mount | grep nfs’ OUTPUT_SHOULD="vulabl:/usr’/homes on
Mount ist im mount(8) Output sichtbar?

<ul>

<h2>3. Zugriffsrechte</h2>
<h3>3.1 Rechnerbasiert</h3>

<ul>

<li> Legen Sie als root auf dem NFS-Client ein Verzeichnis
/usr/homes/nfsuser an! Wie reagiert das System, und warum?

<li> Lesen Sie auf dem NFS-Server die Manpage zu dfstab(4) un d den darin
unter "SEE ALSO" verwiesenen Befehlen (etc.), und sorgen Si e dafir,
daR Sie als root auf dem NFS-Client vollen Zugriff habe

<li> Machen Sie die rdtige Anderung in /etc/dfs/dfstab.

<?php auswertung_teiluebungen(
885 // vulabl: check-file-contents FILE=/etc/dfs/dfstab CONTENT_SHOULD="root="
1 ‘root=" Eintrag in dfstab?
) 7>
<li> Lesen Sie die Datei neu ein!
<?php auswertung_teiluebungen(
886 // vulabl: check-program-output PROGRAM="share’ OUTP UT_SHOULD="/usr/homes. *root="
1 share(1M) exportiert /usr’homes fir root zugreifbar?
) 2>
<li> Welche Sicherheitsimplikationen hat der eben vorgeno mmene
Konfigurationsschritt? Macht er in der Praxis Sinn? Wie kan n man
ihn umgehen?
<li> Legen Sie das Verzeichnis /usr’lhomes/nfsuser an!
<?php auswertung_teiluebungen(

887 /I vulabl: check-directory-exists DIR=/usr/homes/nf suser
1" Existiert Verzeichnis /usr/homes/nfsuser?

<ul>

<h3>3.2 Benutzerbasiert</h3>

Es soll ein Benutzer "nfsuser" auf beiden Systemen angelegt werden,
der auf jedem System lokal vermerkt ist (Login, Passwort etc . in
letcl...), das Home-Verzeichnis /usr/homes/nfsuser soll aber auf

beiden Rechnern mittels NFS verfigbar sein!

<ul>
<li> Legen Sie auf vulabl den User an: “useradd -d /usr/home s/nfsuser
nfsuser”

<?php auswertung_teiluebungen(
888 // vulabl: unix-check-user-exists LOGIN=nfsuser
1 Benutzer 'nfsuser’ existiert auf vulabl?

), ?>

<li> Legen Sie auf vulab2 denselben User an: “useradd -d
lusr/homes/nfsuser nfsuser”

<?php auswertung_teiluebungen(
889 // vulab2: unix-check-user-exists LOGIN=nfsuser

n Benutzer 'nfsuser’ existiert auf vulab2?
) ?>
<li> Geben Sie dem Benutzer auf beiden Systemen (getrennt) m ittels
passwd(1) ein Passwort
<li> Geben Sie das Verzeichnis /usr/homes/nfsuser mittels chown(1) dem

Benutzer "nfsuser".

<?php auswertung_teiluebungen(

890, // vulabl: unix-check-file-owner FILE=/usr/homes/n fsuser OWNER_SHOULD=nfsuser
1" Gelort /usr/homes/nfsuser dem Benutzer 'nfsuser’ auf v ulab1?

891 // vulab2: unix-check-file-owner FILE=/usr/homes/nf suser OWNER_SHOULD=nfsuser
n Getort /usr/homes/nfsuser dem Benutzer ’'nfsuser’ auf v ulab2?
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<li> Loggen Sie sich auf beiden Rechner als User "nfsuser" ei n und legen Sie

eine Datei "hallo-von-vulabl" bzw. "hallo-von-vulab2" an
<li> Welches Problem besteht?

<li> Geben Sie auf beiden Rechnern dem Benutzer "nfsuser" di e User-ID
2000, stellen Sie sicher dass das Home-Verzeichnis (inkl. | nhalt)
auch dem User getort, und legen Sie die beiden Dateien erneu t an.

<?php auswertung_teiluebungen(
892, // vulabl: unix-check-file-owner FILE=/usr/homes/n
1 hallo-von-vulabl getort nfsuser auf vulabl?

893, // vulab2: unix-check-file-owner FILE=/usr/homes/n
1 hallo-von-vulabl getort nfsuser auf vulab2?

894, // vulabl: unix-check-file-owner FILE=/usr/homes/n
1 hallo-von-vulab2 getort nfsuser auf vulabl?

895 // vulab2: unix-check-file-owner FILE=/usr/homes/nf
hallo-von-vulab2 getort nfsuser auf vulab2?

2>
</ul>

<h2>Hinweise:</h2>

<ul>
<li> Solaris-Pakete fir bash und tcsh liegen in /cdrom, Ins tallation
mit pkgadd(1).
<?php auswertung_teiluebungen(
902, // vulabl: solaris-check-installed-pkg PKG=SUNWtcs
1 tcsh auf Solaris installiert? (pkginfo SUNWtcsh)
903 // vulabl: solaris-check-installed-pkg PKG=SUNWbash
bash auf Solaris installiert? (pkginfo SUWNbash)
) ?>
<li> NetBSD-Pakete fir bash und tcsh (und weitere) liegen a uf
ftp://ftp.de.netbsd.org/pub/NetBSD/packages/1.6.1/s parc/All,
Installation mit pkg_add(1).
<?php auswertung_teiluebungen(
904, /I vulab2: netbsd-check-installed-pkg PKG=tcsh
1 tcsh auf NetBSD installiert? (pkg_info -e tcsh)
905 /I vulab2: netbsd-check-installed-pkg PKG=bash
/ bash auf NetBSD installiert? (pkg_info -e bash)
), ?>
</ul>
<l--

<?php auswertung_zusammenfassung(); ?>

fsuser/hallo-von-vulabl OWNER_SHOULD=nfsuser

fsuser/hallo-von-vulabl OWNER_SHOULD=nfsuser

fsuser/hallo-von-vulab2 OWNER_SHOULD=nfsuser

suser/hallo-von-vulab2 OWNER_SHOULD=nfsuser

C The VUDSL processor:uebung2db

#!/usr/pkg/bin/perl

use DBI;
use Getopt::Std;

$checkscript_path="/vulab"; # check-script
#HF#$checkscript_path="/home/feyrer/work/vulab/docs /hubertf/code";

getopts('dv’);

$debug=1

if $opt_d;
$verbose=1

if $opt_v or $opt_d;
$uebung_id = $ARGVI0];
$template = $ARGV[1];
$output = $ARGVI[2];

die "Usage: $0 [-dv] uebung_id uebung.php-template neue_u ebung.php\n”
if $uebung_id eq ™
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or $template eq
or $output eq "™
or $template eq $output;

open(OUTPUT, ">$output")
or die "Can't write $output: $\n";

#$dbh = DBI->connect("dbi:Pg:", "vulab”, ", { AutoCommit =01}
# or die "cannot connect to DB";
$dbh = DBI->connect("dbi:Pg:dbname=vulab;host=smaug", "vulab”, "vulab", { AutoCommit => 0 })

or die "cannot connect to DB";

%checks_done = ();
$warnings = 0;

header();
main();
delete_old();

close(OUTPUT);
if ($warnings > 0 and !$debug) {
print "Transaction rolled back, output file removed due to w arnings.\n";
print "Please fix\n";
unlink($output);
$dbh->rollback;
} else {
$dbh->commit;
}
$dbh->disconnect();

exit(0);

sub warning {
print "WARNING: @_\n";
$warnings++;

}
sub header() {
local($now);
chomp($now = ‘date’);
print OUTPUT "<!-- DB updated by $ENV{USER’} on $now from $t emplate -->\n";
}
sub main() {
open(T, $template) or die "can't read $template: $!\n";
while(<T>) {
chomp;
($check_id, $komma, $rechner, $script, $parameter) =
m@\s ([0-9X?]+)([, N?\s * [N\s+([a-zA-Z0-9_] *)\s+([" ] *check-[" J+)\s+(. *)@;

if ($rechner eq ™) {
print OUTPUT "$_\n"

if !/Generated by. * on .* from/; # skip header
next;

### 1. Syntax-Check etc.
## Check if script present

if (! -f "$checkscript_path/$script" ) {
warning(“missing check-script '$script™);

next;

}

$interpreter = get_interpreter("$checkscript_path/$sc ript");

print "$check_id: cat $script | ssh $rechner env $parameter "$interpreter'\n”
if $debug;

chomp($bezeichnung = <T>);
if ($bezeichnung I m@"\s *I\s *\S+\s *@) {

warning("no comment for $check_id ($rechner: $script $par ameter)");
$bezeichnung =" s,"\s *INs  *,;
$bezeichnung =" s,\s *$,,;
print " bezeichnung=\"$bezeichnung\"\n"
if $debug;
print "\n"
if $debug;

## Rechner bekannt?
$sth = $dbh->prepare("SELECT * M
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"FROM rechner *.

"WHERE bezeichnung="$rechner™);

$sth->execute();

while(@row = $sth->fetchrow_array) {
if ($row[0] eq $rechner ) {

print * rechner OK: $rechner\n”
if $debug;
} else {

warning("rechnercheck unknown host: $rechner”);
}

}

## Check parameters
# Get possible parms
open(P, "$interpreter $checkscript_path/$script listpa ms ")
or die "Can't listparms for $script: $!\n";
while(<P>) {
@p = split(\l);
$par{$p[0]} = $p[1];
#print " $p[0]";

close(P);
#print "\n";

# Parse into variables using sh & env
open(P, "env -i $parameter env |")
or die "Can't env(l) $parameter”;

while(<P>) {
chomp();
($var, $val) = /([a-zA-Z0-9_]+)=(. *)I;
#print " $var -> $val\in™;

if (exists($par{$var})) {

print * varcheck OK: $var=$val"
if $debug;

if ("$par{$var}" eq "$val’) {
print " (default)"

if $debug;

}

print "\n"
if $debug;
} else {
warning("varcheck unknown variable: $var=$val");

}

close(P);

### 2. Check & Insert/Update things into DB
if ($check_id =" Nd+/) {
# Might be already-existing check, make sure...
$sth = $dbh->prepare("SELECT check_id, uebung_id, script , "
bezeichnung, rechner, parameter ".
"FROM uebungs_checks ".
"WHERE check_id="$check_id" " .
" AND uebung_id="$uebung_id™);
$sth->execute();

$cnt=0;
while ( @row = $sth->fetchrow_array ) {
# Check already there, update!
( $db_check_id, $db_uebung_id, $db_script, $db_bezeichn ung,
$db_rechner, $db_parameter ) = @row;

if ($debug) {
print "\n";
print " In DB, check_id=$check_id:\n "
print “cat $db_script | ssh $db_rechner env $db_parameter i
print " bezeichnung=\"$db_bezeichnung\"\n";
print "\n";

nterp\n;

}

if ($script ne $db_script
or $bezeichnung ne $db_bezeichnung
or $rechner ne $db_rechner
or $parameter ne $db_parameter) {
update_db($check_id, $uebung_id, $script,
$bezeichnung, $rechner, $parameter);
print “"check_id $check_id updated\n” if $verbose;
} else {
print "check_id $check_id unchanged\n" if $verbose;

}
$ent++;
}
if ($cnt == 0) {
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# Check not there, insert new!
$check_id = insert_into_db($uebung_id, $script,
$bezeichnung, $rechner,
$parameter);
print “check_id $check_id inserted (1)\n" if $verbose;
}

} else {
# Check not there, insert new!
$check_id = insert_into_db($uebung_id, $script,
$bezeichnung, $rechner,
$parameter);
print "check_id $check_id inserted (2)\n" if $verbose;

### 3. Write out new file w/ check_ids added
print OUTPUT "\t\t". sprintf("%4d", $check_id).

"$komma // $rechner: $script $parameter\n;
print OUTPUT "\t\t " $bezeichnung\n”;

$checks_done{$check_id} = 1;

print "\n"
if $debug;

close(T);

sub delete_old() {

$ids=join(", ", sort keys %checks_done );

$sqlI="DELETE FROM uebungs_checks ".
"WHERE check_id NOT IN ( $ids ) ".

" AND uebung_id="$uebung_id™;

print " SQL: $sql;\n"
if $debug;

$sth = $dbh->prepare($sql);

$sth->execute();

print "old checks removed from database\n"
if $verbose;

}

sub update_db() {
local($check_id, $uebung_id, $script, $bezeichnung, $re
$parameter) = @_;

local($sth);

$parameter =" sAV\\g;
$parameter =" s/'\\/g;
$bezeichnung =" sAV\g;
$bezeichnung =" s/'\\/g;

$sql = "UPDATE uebungs_checks ".

"SET "

" uebung_id="$uebung_id’, ".

" script="$script’, "
bezeichnung="$bezeichnung’, ".
rechner="$rechner’, "

" parameter="$parameter’ ".

"WHERE ".

check_id="$check_id™;
print " SQL: $sql;\n"
if $debug;

$sth = $dbh->prepare($sql);
$sth->execute();

chner,

sub insert_into_db() {
local($uebung_id, $script, $bezeichnung, $rechner,
$parameter) = @_;

local($sth);

$parameter =~ sA\V\\Wg;
$parameter =~ s/'\'/g;
$bezeichnung =~ sA\V\\g;
$bezeichnung =" s/'\V/g;

# 1. insert new

$sql = "INSERT INTO uebungs_checks "

" ( uebung_id, script, bezeichnung, ".

" rechner, parameter ) ".

"VALUES *".

" ( '$uebung_id’, '$script’, '$bezeichnung’, ".
" ‘$rechner’, '$parameter’ )";
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print " SQL: $sql;\n"

if $debug;
$sth = $dbh->prepare($sql);
$sth->execute();

# 2. find $new_check_id

$sql = "SELECT check_id "

"FROM uebungs_checks ".

"WHERE uebung_id="$uebung_id" ".
AND script="$script’ ".
AND bezeichnung="$bezeichnung’ ".
AND rechner="$rechner’ ".
AND parameter="$parameter™;

print " SQL: $sql;\n”

if $debug;
$sth = $dbh->prepare($sql);
$sth->execute();

while(@row = $sth->fetchrow_array) {
$new_check_id = $row[0];

print " new check_id=$new_check_id\n"
if $debug;

return $new_check_id;
}
sub get_interpreter() {

local($file) = @_;

local($i, $rc);

die "No such file: $file\n"
if (! -f $file);
open(F, "$file") or die "can't open $file: $I\n";
$i = <P>;
close(F);
it ($i =" /perll ) {
#$rc="perl || /root/vulab/perl";
$rc="perl";
} elsif ($i =" /[’c]sh/) {
$rc = "sh";

}

return $rc;

D Complete lists of checks used in exercises

This section provides complete lists of checks that areopméd for both thee
Network Information System (NIS) and the Network File SysteNFS) exer-

cises. The data is retrieved from the Virtual Unix Lab’s thatse, and the SQL
gueries and their results are shown.

D.1 Network Information System (NIS) exercise

This section lists all the checks that are performed by tHe é&lercise as stated
in the Virtual Unix Lab’s database.

vulab=> select check_id,bezeichnung from uebungs_checks where uebung_id="nis’;
check_id | bezeichnung

64



775
776
777
778
779
780
781
782
784
785
786
787
788
789
790
791
792
793
795
796
797
798
799
800
801
802
803
804
805
806
807
808
809
810
811
774
794
783
812
898
899
900 |
901 |
(43 rows)

D.2 Network File System (NFS) exercise

Donmd@ne im laufenden System (domainname(l)) gesetzt?

Existiert /var/lyp/Makefile?

Existiert /var/yp/binding/vulab/ypservers?
Existiert /var/yp/passwd.time?

Gibt ypwhich(1) 'vulabl’ zurick?

Daten in passwd-Map vorhanden?

Daten in host-Map vorhanden?

Daten in group-Map vorhanden?

Existiert /var/yp/passwd?

Verzeichnis /usr/homes/ypuser existiert?
Shell von ypuser auf ksh gesetzt?

User ypuser in /var/yp/passwd eingetragen?
User ypuser in passwd NIS Map vorhanden?
User existiert (getpwnam(3))?

passwd-Information wird in NIS gesucht (/etc/nsswitc h.conf)?
group-Information wird in NIS gesucht (/etc/nsswitch .conf)?
hosts-Information wird in NIS gesucht (/etc/nsswitch .conf)?
Domainname in /etc/defaultdomain gesetzt?

/etc/rc.conf: rc_configured gesetzt?

letc/rc.conf: rpchind gesetzt?

/etc/rc.conf: ypbind gesetzt?

rpcbind &uft?

ypbind &uft?

Wird vulabl als NIS-Server verwendet? (ypwhich(1))

Daten in passwd-Map vorhanden?

Daten in hosts-Map vorhanden?

Daten in group-Map vorhanden?

Existiert Benutzer ypuser?

Existiert Home-Verzeichnis?

PaRwort richtig gesetzt?

Fullname richtig gesetzt?

Benutzer 'ypuser’ Mitglied der Gruppe ’'benutzer?

Gruppe ’benutzer’ existiert in der group NIS-Map?

ypuser in wheel-Gruppe in /etc/group?

Eintrag mit IP-Nummer und Rechnername in hosts NIS-Map ?
Donm@ne in /etc/defaultdomain gesetzt?

Domainname im laufenden System gesetzt? (domainname( 1))

PWDIR in /varlyp/Makefile auf /var/lyp gesetzt?
'tab’ pingbar?

tcsh auf Solaris installiert? (pkginfo SUNW:tcsh)
bash auf Solaris installiert? (pkginfo SUNWbash)
tcsh auf NetBSD installiert? (pkg_info -e tcsh)
bash auf NetBSD installiert? (pkg_info -e bash)

This section describes the checks that are performed fav&exercise.

vulab=> select check_id,bezeichnung from uebungs_checks

check_id | bezeichnung
+
864 | 'share nfs /usr/homes’ in /etc/dfs/dfstab?
865 | lauft rpcbind?
866 | lauft mountd?
867 | lauft nfsd?
868 | lauft statd?
869 | lauft lockd?
870 | NFS-Server wird im Runlevel 3 gestartet?

65

where uebung_id="nfs’;



874 | /etc/rc.conf: rc_configured gesetzt?
875 | /etc/rc.conf: lockd gesetzt?

876 | /letc/rc.conf: statd gesetzt?

877 | letc/rc.conf: nfs_client gesetzt?

878 | lauft rpcbind?

879 | lauft rpc.lockd?

880 | lauft rpc.statd?

881 | Manueller mount erfolgreich?

882 | Passender Eintrag in /etc/fstab?

883 | Mount ist im df(1) Output sichtbar?

884 | Mount ist im mount(8) Output sichtbar?

885 | 'root=" Eintrag in dfstab?

887 | Existiert Verzeichnis /usr/homes/nfsuser?

888 | Benutzer 'nfsuser’ existiert auf vulabl?

889 | Benutzer ’'nfsuser’ existiert auf vulab2?

890 | Gelort /usr/homes/nfsuser dem Benutzer 'nfsuser’ au f vulabl?
891 | Getort /usr’lhomes/nfsuser dem Benutzer 'nfsuser’ au f vulab2?
892 | hallo-von-vulabl gefort nfsuser auf vulabl?

893 | hallo-von-vulabl gefort nfsuser auf vulab2?

894 | hallo-von-vulab2 getort nfsuser auf vulabl?

895 | hallo-von-vulab2 gefort nfsuser auf vulab2?

871 | share(1M) listet /usr/homes? (unportabel!)

872 | showmount(1l) zeigt /usr/homes?

873 | showmount(1) zeigt /usr/homes?

886 | share(1M) exportiert /usr/homes fir root zugreifbar ?
902 | tcsh auf Solaris installiert? (pkginfo SUNWtcsh)

903 | bash auf Solaris installiert? (pkginfo SUWNbash)

904 | tcsh auf NetBSD installiert? (pkg_info -e tcsh)

905 | bash auf NetBSD installiert? (pkg_info -e bash)
(36 rows)

E List of check scripts and parameters

This section lists check scripts available in step Il of thetlal Unix Lab, a
textual description of what they do as printed by thleatis parameter and a
list of parameters as printed by thistparms  parameter. As step Il was in
German language, so are the descriptions given here. Aefutyplementation of
the Virtual Unix Lab may pay attention to internationalipat

admin-check-clearharddisk: Festplatte zum Komprimieren optimieren (mit O-
Bits beschreiben)

Parameters:

e (none)

admin-check-makeimage: Muss auf localhost laufen! Erzeugt Plattenimage

von $DISK von $RECHNER in Datei $IMGFILE.img; Zeit ca. 30min
Parameters:

e RECHNER (Default: 'unset’): Rechner dessen Platte in IMIGEI

verpackt werden soll (vulabl, ...)
e IMGFILE (Default: 'unset’): Imagefile, relativ zu /vulab
e DISK (Default: 'sd0’): Platte, von der das Image gemachtdearsoll
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netbsd-check-installed-pkg: Tested ob Paket $PKG unter NetBSD installiert ist
Parameters:
o PKG (Default: 'tcsh’): Package-Pattern fuer pkdo -e
netbsd-check-rcvar-set: Testet ob Variable RCVAR in /etc/rc.conf gesetzt ist
(NetBSD)
Parameters:

e RCVAR (Default: 'rcconfigured’): Variable, die Uberprift werden
soll

netbsd-check-user-shell: Tested ob Shell von User $LOGIN gleich $SHEISHOULD
in /etc/master.passwd
Parameters:
e LOGIN (Default: 'test’): Benutzer, dessen Shell ueberfirueerden
soll
e SHELL_SHOULD (Default: ’/.*/tcsh’): Regulaerer Ausdruck, gegen
den verglichen werden soll.
solaris-check-installed-pkg: Tested ob Paket $PKG unter Solaris installiert ist
Parameters:
e PKG (Default: 'tcsh’): Package-Pattern fuer pkginfo
unix-check-file-owner: Prueft ob FILE dem Benutzer OWNEBHOULD (Lo-
gin oder UID) gehoert.
Parameters:
e FILE (Default: 'Jetc/passwd’): Datei oder Verzeichnis sahut.
¢ OWNERSHOULD (Default: 'root’): Login-Name oder numerische
User-1D
unix-check-mount: Versucht MOUNTFROM auf MOUNT.ON zu mounten
Parameters:
¢ MOUNT_FROM (Default: 'foo’): Erstes Argument fuer mount(8)
e MOUNT_ON (Default: '/mnt’): Mountpoint, muss existieren
e MOUNT_ARGS (Default: 'none’): Parameter fuer mount(8)
unix-check-process-running: Tested ob PROCESS lauft (Regularer Ausdruck
gegen ps(1)-Output)
Parameters:

e PROCESS (Default: "init’): Regularer Ausdruck, gegen dien Out-
put von ps -elf/aux verglichen wird.

unix-check-user-exists: Tested ob der Benutzer $LOGIN existiert (via getpw-
nam())

Parameters:

e LOGIN (Default: 'test’): Benutzer, dessen Home-Dir uebregit wer-
den soll
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unix-check-user-fullname: Tested ob der volle Name von LOGIN gleich FULL-
NAME_SHOULD ist (via getpwnam())

Parameters:
e LOGIN (Default: 'root’): Benutzer, dessen Fullname Ukréifp wer-
den soll
e FULLNAME _SHOULD (Default: 'Charlie Root’): String auf den der
Fullname gesetzt sein sollte
unix-check-user-home: Tested ob das Home-Verzeichnis von User $LOGIN
gleich $SHOMESHOULD ist (via getpwnam())
Parameters:
e LOGIN (Default: 'test’): Benutzer, dessen Home-Dir uelyegit wer-
den soll
¢ HOME_SHOULD (Default: *'): Pfad auf den das Home-Verzeichnis
gesetzt sein sollte
unix-check-user-ingroup: Tested ob User $LOGIN in Gruppe GROLEHOULD
ist (primary oder supplementary)
Parameters:

e LOGIN (Default: 'test’): Login-Name
¢ GROUPSHOULD (Default: 'wheel"): Primare oder Supplementare
Gruppe, in der der Benutzer sei sollte
unix-check-user-password: Tested ob Passwort von User $3LOGIN gleich SPASSWBOULD
(plain)
Parameters:
e LOGIN (Default: 'test’): Benutzer, dessen Passwort uehefh wer-
den soll
e PASSWDSHOULD (Default: '*): Plaintext-Passwort (unverschlues
selt), gegen das geprueft wird

unix-check-user-shell: Tested ob die Login-Shell von User $LOGIN gleich $SHESHOULD
ist (via getpwnam())

Parameters:
e LOGIN (Default: ’test’): Benutzer, dessen Login-Shell egtrueft
werden soll
e SHELL SHOULD (Default: '/bin/sh’): Pfad auf den die Shell gesetzt
sein sollte

F Selected check scripts

This section shows the full source code of selected chegtsdrom step |, i.e.
before optimizing, and from step Il, i.e. after optimizing.
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F1 Stepl

F.1.1 netbsd-check-finger.sh

#!/bin/sh
#
# Checks if $user exists, NetBSD-specific

user=test
if [ finger $user | grep Shell: | wc -I' = 1]
then
rc=ok
else
rc=failed
fi

echo $rc

F.1.2 netbsd-check-masterpw.sh

#l/bin/sh

#

# Checks if $user exists, NetBSD-specific
user=test

grep -l $user /etc/master.passwd 2>&1 >/dev/null
rc=$?

echo $rc

F.1.3 netbsd-check-pkginstalled.sh

#!/bin/sh

pkg_info -ge tcsh
tcsh_installed=$?

pkg_info -ge bash
bash_installed=$?

echo tcsh_installed=$tcsh_installed
echo bash_installed=$bash_installed

if [ $tesh_installed = 0 -a $bash_installed = 0 ]
then
rc=ok
else
rc=failed
fi

echo $rc

69



F.1.4 netbsd-check-pw.pl

#!/usr/local/bin/perl

$user="test";
$should_pwu="vutest";

$is_pwe=(getpwnam($user))[1];
($salt) = (Sis_pwe =" ["(.));
$should_pwe=crypt($should_pwu, $salt);

print "is_pwe=$is_pwe\n";
print "salt="$salt'\n";
print "should_pwe=$should_pwe\n";

if ( $is_pwe eq $should_pwe ) {

$rc = "ok";
} else {

$rc = "failed";
}
print "$rc\n";

F.1.5 netbsd-check-usershell2.sh

#l/bin/sh
#
# Tests if shell of user $user is set to $should_shell

user=vulab
should_shell="/. * [bash’

### NO CHANGES FROM HERE
is_shell="finger $user | grep Shell | awk {print $4}"

echo is_shell=$is_shell
echo should_shell=$should_shell

if expr "$is_shell" : "$should_shell* >/dev/null
then
rc=ok
else
rc=wrong
fi

echo $rc

F.1.6 check-program-output

#!/usr/bin/perl

HHEHH A R R W R
# Kurzbeschreibung: "Dieses Script ($0) $WHATIS\n." (1 Zei le)

$SWHATIS='

Kk

+»+ Tested ob Ausgabe von PROGRAM den regubiren Ausdruck OUTPU T_SHOULD entldlt
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# Based on work by Thomas Ernst <herr.ernst@gmx.de>

HH B HE B
# Parameter:
# [ "Variable", "Default, "Beschreibung der Variable" ]
#
@vars = (
[ "PROGRAM", "true",
"Programm fir sh -c '$PROGRAM™ ],
[ "OUTPUT_SHOULD", "Hallo Welt!",
"zu suchender Regud#irer Ausdruck" ],
[ "VERBOSE", ™,
"Ausgabe ausgeben” ]

);

R R R R
# Check-Spezifisch:
sub check()
{
print "PROGRAM="$PROGRAM"\n";
print "OUTPUT_SHOULD="$OUTPUT_SHOULD"\n";
print "VERBOSE="$VERBOSE\n",
print "\n";

$rc = "wrong";
it (open(F, "$SPROGRAM 2>&1 |") {
while(<F>){
if($OUTPUT_SHOULD/){
print "Match: $ \n";

$rc = "ok";
last;

} elsif (SVERBOSE) {
print "$_";

}

close(F);

}

print "$rc\n”;
}

B T BT
### Common code:

# Variablen ubernehmen
sub init()

for($i=0; S$i<=$#vars; $i++) {
if(PENV{$vars[$i][0]}) {
${$vars[$i][0]} = SENV{$vars[$i][0]};
} else {

}

${$Svars[$i][0]} = $vars[$i][1];

}
# "Hauptprogramm”
if(PARGV[0] eq "listparms") {
for($i=0;$i<=$#vars;$i++) {
print "$vars[$i][0]|$vars[$il[1]|$vars[$i][2]\n";

}
} elsif(BARGV[0] eq "whatis") {
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SWHATIS="s/"\n =*/lg;
SWHATIS="s\n\ *\*\* ?//g;
SWHATIS="s/\ *\*\x ?//g;
SWHATIS="s\n *$//g;
print "$WHATIS\n";

} elsif(BARGV[0] eq "-h") {

print "whatis Kurzbeschreibung des Scripts\n®;
print “listparms Listet Variablen mit Default und Beschrei bung\n*;
print "-h Alle Parameter\n";
print "sonst Check-Script wird ausgefuehrt\n®;
} else {
init();
check();
}
F2 Stepll

F.2.1 admin-check-clearharddisk

#l/bin/sh

T R R R I
# Kurzbeschreibung: "Dieses Script ($0) $WHATIS\n." (1 Zei le)

WHATIS='

*kk

++  Festplatte zum Komprimieren optimieren (mit 0-Bits beschr eiben)

Kk

B B
### Parameter:

vars=

T R R R
### Check-Spezifisch:
check()

{
cd /

echo Cleaning empty blocks...
dd if=/dev/zero of=0 bs=1048576

sleep 1
echo ™
echo Cleaning up...
m -f 0

echo Done.
echo ok

}

W T T T T T R W R R
### AB HIER NICHTS MEHR VERAENDERN !l

W R T T R T R W R
### Common code:

# Variablen uebernehmen

for var in $vars ; do

eval "$var=\"\${$var:=\${${var}_deff\""

done
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# "Hauptprogramm”

if [ "$1" = ’listparms’ ]; then

for var in $vars ; do

eval "echo \"$var|\${${var}_def}|\${${var}_bez}\""

done
elif [ "$1" = "whatis" ]; then
echo "$WHATIS" | sed -e 's/"\ *\*«\x /lg | grep -v [ ] *$
elif [ "$1" = "-h" ]; then
echo "Usage: $0 [whatis|listargs|-h]"
else
check

fi

F.2.2 admin-check-makeimage

#l/bin/sh

#

# Basiert in guten Teilen auf deployl

#

# Sollte nur fuer einmalige Uebungen zur Imageerzeugung ben utzt werden
# (anschliessend Uebung im VUlab loeschen!)

#

B HHH R R HRHHHH R
# Kurzbeschreibung: "Dieses Script ($0) $WHATIS\n." (1 Zei le)
WHATIS='

*kk

= Muss auf localhost laufen! Erzeugt Plattenimage von $DISK v on $RECHNER in Datei $IMGFILE.img; Zeit

B B
#i# Parameter:

vars="RECHNER IMGFILE DISK"

RECHNER_def=unset
RECHNER_bez="Rechner dessen Platte in IMGFILE verpackt we rden soll (vulabl, ..)"

IMGFILE_def=unset
IMGFILE_bez="Imagefile, relativ zu /vulab"

DISK_def="sd0’
DISK_bez="Platte, von der das Image gemacht werden soll"

HHEHH AR R W R R
### Check-Spezifisch:
check()
{
imagePath="/vulab"
imageHost=smaug

client_log=logs/$RECHNER:.log
deployment_done_cookie="VULab Deployment Done"
deployment_poll_interval=60 # seconds
ssh="./rsh-wrapper -p 9999"

if [ SRECHNER = unset ]; then

echo RECHNER unset
echo failed
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exit 0
fi

if [ $IMGFILE = unset ]; then
echo IMGFILE unset
echo failed
exit 0

fi

if [ “uname -n" != $imageHost ]; then
echo muss auf \"localhost\" laufen
echo failed
exit 0

fi

cd $imagePath

echo "RECHNER=$RECHNER"
echo "DISK=$DISK"

echo "IMGFILE=$IMGFILE"
echo "imagePath=$imagePath"
echo ™

echo Starting deployment: ‘date’

# Define which image to create
echo ${DISK} ${IMGFILE} >mkimg-${RECHNER}

if [ “$ssh $RECHNER echo READY" != READY ]

then
echo "Machine $RECHNER didn't respond properly via '$ssh™
echo failed
exit 0

fi

# Setup client logfile
rm -f $client_log
install -m 777 /dev/null $client_log

# Kick client into netboot

echo "Starting netboot on $RECHNER in background..."

# Pfad fuer Solaris ist /usr/shin/reboot, redirection Shel I-abhaengig !

$ssh $RECHNER "env PATH=/usr/shin:/sbin /bin/sh -c 'reboo t -- net’ </dev/null 2>/dev/null >/dev/null"
echo "done. (rc=$?)"

# Wait for client to startup on netboot properly

echo "Waiting a bit to get to /etc/rc..."

sleep 120 # takes about 70 seconds, plus some extra

if | grep “Starting $client_log >/dev/null 2>/dev/null

then
echo "Client $RECHNER didn't do netboot properly, aborting
exit 1

else
echo "$RECHNER properly netbooted."

fi

# Client's running, now wait for it to be done
while ! grep -q "$deployment_done_cookie" $client_log

do
echo ‘date': waiting for $SRECHNER to finish: ‘tail -1 $clien t_log
sleep $deployment_poll_interval

done

echo done.

# Clean up
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echo Cleaning up ...
rm -f mkimg-${RECHNER}
echo done.

echo Checking if $RECHNER was installed properly

sleep 120 # time for reboot

if [ "“$ssh $RECHNER echo READY" != READY ]

then
echo "$0: machine $RECHNER didn’'t respond properly via '$ss h' after installing”
exit 1

fi

echo OK.

# Image in Tabelle 'images’ eintragen:

echo -n Remember image $IMGFILE in database:

echo "INSERT INTO images (bezeichnung) VALUES ("$IMGFILE )it
| psqgl -U vulab

echo Deployment done: ‘date’

echo ok

}

W R T T T T R W R
### AB HIER NICHTS MEHR VERAENDERN !l
W R T T T R R W R
### Common code:
# Variablen uebernehmen
for var in $vars ; do
eval "$var=\"\${$var:=\${${var}_def}\""
done

# "Hauptprogramm”
if [ "$1" = ’listparms’ ]; then
for var in $vars ; do
eval "echo \"$var|\${${var}_def}|\${${var}_bez)\""
done
elif [ "$1" = "whatis" ]; then
echo "$WHATIS" | sed -e 's/"\ *\x\x /lg" | grep -v [ ] *§
elif [ "$1" = "-h" ]; then
echo "Usage: $0 [whatis|listargs|-h]"
else
check
fi

F.2.3 check-file-contents

#!/usr/bin/perl

HHEHH A R R W R
# Kurzbeschreibung: "Dieses Script ($0) $WHATIS\n." (1 Zei le)

$SWHATIS='

++ Tested ob FILE den reguliren Ausdruck CONTENT_SHOULD enth alt

# Based on work by Thomas Ernst <herr.ernst@gmx.de>
HHH AR AR AR AR HHHHHH

# Parameter:
# [ "Variable", "Default, "Beschreibung der Variable" ]
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@vars = (
[ "FILE", "/etc/motd",
"zu durchsuchende Datei, absoluter Pfad" ],
[ "CONTENT_SHOULD", "Hallo Welt!",
"zu suchender Reguléirer Ausdruck" ]

);

HHE AR R
# Check-Spezifisch:
sub check()
{
print "FILE=$FILE\n";
print "CONTENT_SHOULD=$CONTENT_SHOULD\n";
print ";

$rc = "wrong";
if (open(F, "$FILE")) {
while(<F>){
chomp();
#print "$_\n";
if($CONTENT_SHOULD/){
$rc = "ok";
last;

}

close(F);

}

print "$rc\n”;
}

B
### Common code:

# Variablen tbernehmen
sub init()

for($i=0; S$i<=$#vars; $i++) {
if(exists(BENV{$vars[$i][0]})) {

TR T T T

BHHBHHBHHH

${$vars[$i][0]} = SENV{$vars[$i][0]};

} else {

}

${Svars[$i][0]} = Svars[$i][1];

}

# "Hauptprogramm”
if(PARGV[0] eq "listparms") {
for($i=0;$i<=$#vars;$i++) {
print "$vars[$i][0]|$vars[$i][1]|$vars[$i][2]\n";

}

} elsif(PARGV[0] eq "whatis") {
SWHATIS="s/"\n =*/lg;
SWHATIS="s\n\ *\*\* ?//g;
SWHATIS="s/\ *\ =\« ?//g;
SWHATIS="s\n = $//g;
print "$WHATIS\n";

} elsif(BARGV[0] eq "-h") {

print "whatis Kurzbeschreibung des Scripts\n®;
print “listparms Listet Variablen mit Default und Beschrei bung\n*;
print "-h Alle Parameter\n";
print "sonst Check-Script wird ausgefuehrt\n®;
} else {
init();
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check();

F.2.4 unix-check-user-exists

#!/usr/bin/perl

B R HHHHHH R
# Kurzbeschreibung: "Dieses Script ($0) $WHATIS\n." (1 Zei le)

SWHATIS=

+»* Tested ob der Benutzer $LOGIN existiert (via getpwnam())

HH I T HHHHHEHEHEHR
# Parameter:
# [ "Variable", "Default, "Beschreibung der Variable" ]
#
@vars = (
[ "LOGIN", "test",
"Benutzer, dessen Home-Dir ueberprueft werden soll" ],

);

B HHHHHHH R
# Check-Spezifisch:
sub check()

$login_is=(getpwnam($LOGIN))[O];

print "login_is=$login_is\n";
print "LOGIN=$LOGIN\n";
print "\n";

if ( $login_is eq $LOGIN ) {
$rc="0k";

} else {
$rc="wrong";

}

print "$rc\n”;
}

W T T T R T R W R
### AB HIER NICHTS MEHR VERAENDERN !l

HHIHHH HHIHHHHHHHHHHHH
### Common code:

# Variablen tbernehmen

sub init()
for($i=0; S$i<=$#vars; $i++) {
if(BENV{$vars[$i][0]}) {
${$vars[$i][0]} = SENV{$vars[$i][0]};
} else {
${$vars[$i][0]} = S$vars[$i][1];
}
}
}

# "Hauptprogramm”
if(BARGV[0] eq "listparms") {

1



for($i=0;$i<=$#vars;$i++) {
print "$vars[$i][0]|$vars[$i][1]|$vars[$i][2]\n";

}

} elsif(BARGV[0] eq "whatis") {
SWHATIS="s/"\n *//g;
SWHATIS="sA\n\ =\ *\x ?//g;
SWHATIS="s/"\ *\*\*x ?//g;
SWHATIS="s\n *$//g;
print "$WHATIS\n";

} elsif(BARGV[0] eq "-h") {

print "whatis Kurzbeschreibung des Scripts\n®;
print "listparms Listet Variablen mit Default und Beschrei bung\n";
print "-h Alle Parameter\n";
print "sonst Check-Script wird ausgefuehrt\n”;
} else {
init();
check();
}

F.2.5 unix-check-user-shell

#!/usr/bin/perl

B HHH R HHHHHH R

# Kurzbeschreibung: "Dieses Script ($0) $WHATIS\n." (1 Zei le)

SWHATIS=

*kk

=+ Tested ob die Login-Shell von User $LOGIN gleich $SHELL_SHO ULD st (via getpwnam())

T R R T R
# Parameter:
# [ "Variable", "Default, "Beschreibung der Variable" ]
#
@vars = (
[ "LOGIN", "test",
"Benutzer, dessen Login-Shell ueberprueft werden soll" ],
[ "SHELL_SHOULD", "/bin/sh",
"Pfad auf den die Shell gesetzt sein sollte" ],

);

B HRHHHHH R
# Check-Spezifisch:
sub check()

{
$shell_is=(getpwnam($LOGIN))[8];

print "LOGIN=$LOGIN\n";

print "shell_is=$shell_is\n";

print "SHELL_SHOULD=$SHELL_SHOULD\n";

print "\n";

if ( $shell_is =~ $SHELL_SHOULD ) {
$rc="0k";

} else {
$rc="wrong";
}

print "$rc\n”;

78



W R T T T T T R W R
### AB HIER NICHTS MEHR VERAENDERN !l

W R T T T R T R W R
### Common code:

# Variablen tbernehmen
sub init()

for($i=0; S$i<=$#vars; $i++) {
if(PENV{$vars[$i][0]}) {
${$vars[$i][0]} = SENV{$vars[$i][0]};
} else {

}

${Svars[$i][0]} = Svars[$i][1];

}

# "Hauptprogramm”
if(BARGV[0] eq "listparms") {
for($i=0;$i<=$#vars;$i++) {
print "$vars[$i][0]|$vars[$i][1]|$vars[$i][2]\n";

}

} elsif(PARGV[0] eq "whatis") {
SWHATIS="s/"\n =*/lg;
SWHATIS="s\n\ *\*\ * ?//g;
SWHATIS="s/\ *\*\x ?/lg;
SWHATIS="s\n *$//g;
print "$WHATIS\n";

} elsif(BARGV[0] eq "-h") {

print "whatis Kurzbeschreibung des Scripts\n®;
print “listparms Listet Variablen mit Default und Beschrei bung\n*;
print "-h Alle Parameter\n";
print "sonst Check-Script wird ausgefuehrt\n®;
} else {
init();
check();
}

F.2.6 unix-check-user-password

#!/usr/bin/perl

HHE AR R W R
# Kurzbeschreibung: "Dieses Script ($0) $WHATIS\n." (1 Zei le)

$SWHATIS='

*kk

+* Tested ob Passwort von User $LOGIN gleich $PASSWD_SHOULD (p  lain)

R I
# Parameter:
# [ "Variable", "Default, "Beschreibung der Variable" ]
#
@vars = (
[ "LOGIN", "test",
"Benutzer, dessen Passwort ueberprueft werden soll" ],
[ "PASSWD_SHOULD", "+",
"Plaintext-Passwort (unverschluesselt), gegen das gepru eft wird" ],

);

T T T T R R T R T R T T T T

79



# Check-Spezifisch:
sub check()
{
$passwd_is_e=(getpwnam($LOGIN))[1];
($salt) = ($passwd_is_e =" ["(..));
$PASSWD SHOULD u= $PASSWD_ SHOULD;
$PASSWD_SHOULD_e=crypt($PASSWD_SHOULD_u, $salt);

print "passwd_is_e=%passwd_is_e\n";

print "salt="$salt'\n";

print "PASSWD_SHOULD_u=$PASSWD_SHOULD_u\n";
print "PASSWD_SHOULD_e=$PASSWD_SHOULD_e\n";
print "\n";

if ( $SPASSWD_SHOULD_e ne "™ and $passwd_is_e eq $PASSWD_SHO ULD_e ) {
$rc="ok";

} else {
$rc="wrong";

}

print "$rc\n”;
}

TR R T R T R T R W R
### AB HIER NICHTS MEHR VERAENDERN !l

W R T T T TR R W R
### Common code:

# Variablen tbernehmen
sub init()

for($i=0; S$i<=$#vars; $i++) {
if(PENV{$vars[$i][0]}) {
${$vars[$i][0]} = SENV{$vars[$i][0]};
} else {

}

${Svars[$i][0]} = Svars[$i][1];

}

# "Hauptprogramm”
if(PARGV[0] eq "listparms") {
for($i=0;$i<=$#vars;$i++) {
print "$vars[$i][0]|Svars[$i][1]|$vars[$i][2]\n";

}

} elsif(PARGV[0] eq "whatis") {
SWHATIS="s/"\n =*/lg;
SWHATIS="s\n\ =\ *\* ?//g;
SWHATIS="s/\ *\*\x ?//g;
SWHATIS="s/\n *$//g;
print "$WHATIS\n";

} elsif(BARGV[0] eq "-h") {

print "whatis Kurzbeschreibung des Scripts\n®;
print “listparms Listet Variablen mit Default und Beschrei bung\n*;
print "-h Alle Parameter\n";
print "sonst Check-Script wird ausgefuehrt\n®;
} else {
init();
check();
}
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F.2.7 unix-check-process-running

#!/usr/bin/perl

HHEHH A R R W
# Kurzbeschreibung: "Dieses Script ($0) $WHATIS\n." (1 Zei le)

SWHATIS='

*kk

+»+ Tested ob PROCESS &uft (Reguéirer Ausdruck gegen ps(1)- Output)

BHBHH R R R R R R R BHEHHHH R
# Parameter:
# [ "Variable", "Default, "Beschreibung der Variable" ]
#
@vars = (
[ "PROCESS", "init",
"Regulirer Ausdruck, gegen den der Output von ps -elffaux v erglichen wird."

);

B HRHHHHH R
# Check-Spezifisch:
sub check()

print "PROCESS=$PROCESS\n";

$rc = "wrong";
if (open(P, "ps -elf 2>&1 || ps -auxwww 2>&1 |1) {
while(<P>) {
if (/$PROCESS/) {
print "Match: $ \n";
$rc = "ok";
last;

close(P);

}

print "$rc\n”;
}

W R T T T T T R W R
### AB HIER NICHTS MEHR VERAENDERN !l

HHIHHH HHIHHHHHHHHHHH
### Common code:

# Variablen tbernehmen
sub init()

for($i=0; S$i<=$#vars; $i++) {
if(SENV{$vars[$i][0]}) {
${$vars[$i][0]} = SENV{$vars[$i][0]};
} else {

}

${Svars[$i][0]} = Svars[$i][1];

}
# "Hauptprogramm”
if(BARGV[0] eq "listparms") {
for($i=0;$i<=$#vars;$i++) {
print "$vars[$i][0]|$vars[$i][1]|$vars[$i][2]\n";

}
} elsif(PARGV[0] eq "whatis") {
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SWHATIS="s/"\n =*/lg;
SWHATIS="s\n\ *\*\* ?//g;
SWHATIS="s/\ *\*\x ?//g;
SWHATIS="s\n *$//g;
print "$WHATIS\n";

} elsif(BARGV[0] eq "-h") {

bung\n*;

print "whatis Kurzbeschreibung des Scripts\n®;
print “listparms Listet Variablen mit Default und Beschrei
print "-h Alle Parameter\n";
print "sonst Check-Script wird ausgefuehrt\n®;
} else {
init();
check();
}

F.2.8 netbsd-check-rcvar-set

#!/usr/bin/perl

HHE AR R W
# Kurzbeschreibung: "Dieses Script ($0) $WHATIS\n." (1 Zei le)

$SWHATIS='

*kk

++ Testet ob Variable RCVAR in /etc/rc.conf gesetzt ist (NetBS D)

BB R R R R R R
# Parameter:
# [ "Variable", "Default, "Beschreibung der Variable" ]
#
@vars = (
[ "RCVAR", "rc_configured",
"Variable, die uberptift werden soll" ],

);

R
# Check-Spezifisch:

sub check()

{

$rc=system(". /etc/rc.subr;
". letc/rc.conf; .
"checkyesno $RCVAR; ".
"exit \$?");

print "RCVAR=$RCVAR\n";
print "rc=$rc\n";
print "\n";

if ($rc == 0 ) {
$rc="ok";

} else {
$rc="wrong";

}

print "$rc\n”;
}

B
### AB HIER NICHTS MEHR VERAENDERN !!!
B
### Common code:
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# Variablen ubernehmen
sub init()

for($i=0; S$i<=$#vars; $i++) {
if(SENV{$vars[$i][0]}) {

${$vars[$i][0]} = SENV{$vars[$i][0]};

} else {

${$Svars[$i][0]} = $vars[$i][1];

}
}

# "Hauptprogramm”
if(PARGV[0] eq "listparms") {
for($i=0;$i<=$#vars;$i++) {

print "$vars[$i][0]|$vars[$il[1]|$vars[$i][2]\n";

}

} elsif(JARGV[0] eq "whatis") {
SWHATIS="s/"\n =*/lg;
SWHATIS="s\n\ *\*\* ?//g;
SWHATIS="s/\ *\ =\« ?/[g;
SWHATIS="s/\n = $//g;
print "$WHATIS\n";

} elsif(BARGV[0] eq "-h") {

bung\n*;

print "whatis Kurzbeschreibung des Scripts\n®;
print “listparms Listet Variablen mit Default und Beschrei
print "-h Alle Parameter\n";
print "sonst Check-Script wird ausgefuehrt\n®;
} else {
init();
check();
}

G Database structure

This section describes the database tables used in thaMirix Lab, the SQL-
statements that were used to create the tables in the P8&tgrdatabase, and
example database records in a few selected cases.

G.1 Table: benut zer

This table describes a user in the Virtual Unix Lab.

CREATE TABLE benutzer (
user_id serial NOT NULL,
vorname varchar(50) NOT NULL,
nachname varchar(50) NOT NULL,
matrikel_nr numeric(10) NOT NULL,
email varchar(80) NOT NULL,
login varchar(80) NOT NULL,
passwort varchar(15) NOT NULL,
freischalt_secret varchar(30) NOT NULL,
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anmeldedatum date NOT NULL, -- sign-on date
typ varchar(80) DEFAULT ’user’ NOT NULL,

PRIMARY KEY (user_id),

UNIQUE (user_id),

UNIQUE (login),

UNIQUE (matrikel_nr)

G.2 Table:rechner
This table contains a list of all the lab machines.

CREATE TABLE rechner (
bezeichnung varchar(30) NOT NULL, -- hostname
PRIMARY KEY (bezeichnung),
UNIQUE (bezeichnung)

G.3 Table:i nages

This table contains a list of all possible images that camistailed on the lab
machines.

CREATE TABLE images (
bezeichnung varchar(150) NOT NULL, -- filename
PRIMARY KEY (bezeichnung),
UNIQUE (bezeichnung)

G.4 Table: uebungen

This table lists all possible exercises with their basiqprties.

G.4.1 Definition

CREATE TABLE uebungen (

uebung_id varchar(40) NOT NULL, -- exercise id

bezeichnung varchar(150) NOT NULL, -- description

nur_fuer varchar(40), -- user-restriction

vorlauf time NOT NULL, -- preparation time

dauer time NOT NULL, -- exercise duration
nachlauf time NOT NULL, -- time for checks
wiederholbar boolean NOT NULL, -- repeatable?

text varchar(150) NOT NULL, -- exercise text filename
mehr_info varchar(150), -- more information (unused)
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PRIMARY KEY (uebung_id),
UNIQUE (uebung_id)

G.4.2 Example records

vulab=> select uebung_id, bezeichnung, vorlauf, dauer, te xt from uebungen;

uebung_id | bezeichnung | vorlauf | dauer | text

et T +. +. +

pruefung | Verwalten von Benutzern mit Hilfe von NIS | 00:45: 00 | 01:00:00 | pruefung.html
pruefung2 | Verwalten von Benutzern mit Hilfe von NFS | 00:45 :00 | 01:00:00 | pruefung2.html
nfs | Aufsetzen von NFS Client und Server | 00:45:00 | 01:30:0 0 | nfs.php
solaris | Solaris konfigurieren | 00:45:00 | 01:30:00 | sola ris.php
nis | Aufsetzen von NIS Client und Server | 00:45:00 | 01:30:0 0 | nis.php
netbsd | NetBSD konfigurieren | 00:45:00 | 01:30:00 | netbsd .php
update-solaris | Solaris-Image updaten | 00:45:00 | 01:00: 00 | solaris.php

G.5 Table:uebung_set up
This table lists the machines and their images associatidavgertain exercise.

CREATE TABLE uebung_setup (

uebung_id varchar(40) NOT NULL, -- exercise id
rechner varchar(30) NOT NULL, -- hostname
image varchar(150) NOT NULL, -- image filename

CONSTRAINT pk_uebung_setup
PRIMARY KEY (uebung_id, rechner),
CONSTRAINT fk_uebung
FOREIGN KEY (uebung_id)
REFERENCES uebungen (uebung_id)
ON DELETE CASCADE
ON UPDATE CASCADE,
CONSTRAINT fk_rechner
FOREIGN KEY (rechner)
REFERENCES rechner (bezeichnung)
ON DELETE CASCADE
ON UPDATE CASCADE,
CONSTRAINT fk_image
FOREIGN KEY (image)
REFERENCES images (bezeichnung)
ON DELETE CASCADE
ON UPDATE CASCADE

G.6 Table:uebungs_checks

This table contains a list of checks to make at the end of aicegxercise. The
“parameter ”field is only available in implementation step II.
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G.6.1 Definition

CREATE TABLE uebungs_checks (

check_id serial NOT NULL,

uebung_id varchar(80) NOT NULL,

script varchar(150) NOT NULL,
parameter varchar(300),

-- check id
-- associated exercise

-- which script to run
-- parameters for script (Step Il o

rechner varchar(30) NOT NULL,

bezeichnung varchar(150) NOT
PRIMARY KEY (check_id),
UNIQUE (check_id),
CONSTRAINT fk_uebung

NULL,

FOREIGN KEY (uebung_id)
REFERENCES uebungen (uebung_id)
ON DELETE CASCADE

ON UPDATE CASCADE,

CONSTRAINT fk_rechner

FOREIGN KEY (rechner)

REFERENCES rechn

er (bezeichnung)

ON DELETE CASCADE
ON UPDATE CASCADE

G.6.2 Example records

vulab=> select * from uebungs_checks where uebung_id="netbsd’;

check_id | uebung_id | script
909 | netbsd | netbsd-check-installed-pkg |
910 | netbsd | unix-check-user-exists
911 | netbsd | unix-check-user-home
912 | netbsd | unix-check-user-shell
913 | netbsd | netbsd-check-user-shell
914 | netbsd | unix-check-user-password
915 | netbsd | unix-check-user-shell
908 | netbsd | admin-check-clearharddisk
(8 rows)

G.7 Table: buchungen

-- where to run script
-- text for feedback

bezeichnung | rechner

bash installie rt? (pkg_info -e bash) | vulabl
| Benutzer angelegt? (getpwnam(3)) | vulabl

| Home-Directory richt ig gesetzt? | vulabl
| Shell auf tcsh gesetz t? (getpwnam(3)) | vulabl
| Shell auch in /etc/ master.passwd gesetzt? | vulabl

| Passwort richtig gesetzt? (getpwnam(3)) | vulabl
| Shell des Users vulab auf bash gesetzt? | vulabl
| tesh installier t? (pkg_info -e tcsh) | vulabl

This table contains entries for exercises actually bookedsers, including time
and date of the exercise and which exercise to practice.

G.7.1 Definition

CREATE TABLE buchungen (
buchungs_id serial NOT NULL,

user_id int NOT NULL,

uebung_id varchar(40) NOT NULL,

-- booked exercise id
-- for which user
-- which exercise

datum date NOT NULL, -- when/date

startzeit time NOT NULL, -- when/time

freigegeben varchar(30) DEFAULT ’'nein’ NOT NULL, -- exerci se set up?
endzeit time, -- when/ended

at_id int, -- setup at(1) job id

at_id_end int, -- uebung_ende job id
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ip varchar(20),
PRIMARY KEY (buchungs_id),
UNIQUE (buchungs_id),
CONSTRAINT fk_uebung
FOREIGN KEY (uebung_id)
REFERENCES uebungen (uebung_id)
ON DELETE CASCADE
ON UPDATE CASCADE,
CONSTRAINT fk_user_id
FOREIGN KEY (user_id)
REFERENCES benutzer (user_id)
ON DELETE CASCADE
ON UPDATE CASCADE

G.7.2 Example records

vulab=> select * from

ngs_id | _id | id |

-------- U N S ——
114 | 33 | nfs
115 | 33| nis
116 | 33 | nfs
117 | 34 | nfs
123 | 35| nfs
124 | 35| nis
122 | 37 | nfs
120 | 35 | nfs
121 | 35 | nis
126 | 35 | nis
130 | 34 | nfs
127 | 37 | nis
129 | 38 | netbsd
131 | 44 | nis
134 | 43 | nfs
136 | 38 | netbsd
138 | 38 | netbsd
128 | 35 | nis
139 | 37 | nis
132 | 35| nis
141 | 38 | netbsd
140 | 38 | nfs
143 | 39 | nfs
144 | 38 | nfs
142 | 37 | nis
137 | 44 | nis
146 | 44 | nis
147 | 38 | nfs
149 | 50 | nis
145 | 44 | nis
150 | 48 | nis
155 | 44 | nis
152 | 33 | nfs
153 | 33 | nis
156 | 38 | nis
157 | 34 | nfs
154 | 48 | nis
158 | 48 | nis
159 | 44 | nfs
148 | 50 | nfs
160 | 52 | nfs
161 | 34 | nis

(42 rows)

buchungen;
datum

| 2004-05-03
| 2004-05-11
| 2004-05-18
| 2004-05-20
| 2004-05-21
| 2004-05-21
| 2004-05-22
| 2004-05-22
| 2004-05-23
| 2004-05-23
| 2004-05-25
| 2004-05-26
| 2004-05-26
| 2004-05-27
| 2004-05-28
| 2004-05-28
| 2004-05-29
| 2004-05-29
| 2004-05-29
| 2004-05-29
| 2004-05-30
| 2004-05-30
| 2004-05-31
| 2004-06-01
| 2004-06-02
| 2004-06-02
| 2004-06-02
| 2004-06-03
| 2004-06-07
| 2004-06-03
| 2004-06-03
| 2004-06-07
| 2004-06-04
| 2004-06-04
| 2004-06-05
| 2004-06-07
| 2004-06-07
| 2004-06-08
| 2004-06-08
| 2004-06-07
| 2004-06-08
| 2004-06-10

| startzeit | freigegeben | endz

| 15:00:00
| 21:00:00
| 11:45:00
| 18:00:00
| 15:00:00
| 21:00:00
| 12:00:00
| 15:00:00
| 12:00:00
| 15:00:00
| 21:00:00
| 15:00:00

| 18:00:00

| 18:00:00
| 12:00:00

| 21:00:00
| 12:00:00

| 15:00:00
| 18:00:00
| 21:00:00

| 12:00:00

| 15:00:00
| 21:00:00
| 21:00:00
| 15:00:00
| 18:00:00
| 21:00:00
| 12:00:00

15:00:00

18:00:00

21:00:00

21:00:00
| 09:00:00
| 12:00:00
| 00:00:00
| 18:00:00
| 09:00:00
| 12:00:00
| 15:00:00
| 12:00:00
| 21:00:00
| 15:00:00

eit | at_id | at_id
| atid | _end |
+ +

____________ T S S

nicht-mehr
nicht-mehr
nicht-mehr
nicht-mehr
nicht-mehr
nicht-mehr
nicht-mehr
nicht-mehr
nicht-mehr
nicht-mehr
nicht-mehr
nicht-mehr
nicht-mehr
nicht-mehr
nicht-mehr
nicht-mehr
nicht-mehr
nicht-mehr
nicht-mehr
nicht-mehr
nicht-mehr
nicht-mehr
nicht-mehr
nicht-mehr
nicht-mehr
nicht-mehr
nicht-mehr
nicht-mehr
nein

nicht-mehr
nicht-mehr
nein

nicht-mehr
nicht-mehr
nicht-mehr
nein

nicht-mehr
nein

nein

nicht-mehr
nein

nein

| 15:06:18
| 23:30:05
| 12:05:21
| 20:30:05
| 16:20:57
| 22:28:11
| 13:07:14
| 16:10:11
| 12:51:23
| 15:01:08
| 21:16:40
| 15:11:11
| 19:29:

| 19:25:03
| 14:30:04
| 23:30:

| 12:37:

| 16:28:02
| 19:38:45
| 22:25:28
| 14:30:

| 17:30:04
| 23:30:03
| 22:27:26
| 16:13:50
| 20:30:04
| 23:30:03
| 13:36:55

|
| 18:34:36
| 22:24:17
|

| 11:30:05
| 14:30:17
| 01:01:08

|

| 10:29:55
|
|

| 13:29:05

G.8 Table: ergebni s_checks

208 |

306 |

311 |

313 |
314 |

316 |
317 |

-- where user came from

ip

235 | 132.199.213.37
237 |

239 | 194.95.108.21
247 |

250 | 194.95.108.32
251 | 194.95.108.32
252 | 194.95.108.32
253 | 194.95.108.38
255 | 194.95.108.38
257 | 194.95.108.32
262 | 194.95.108.32
263 | 194.95.108.38

266 | 82.83.169.114
271 | 132.199.227.122
273 | 194.95.108.68
274 |
277 | 194.95.108.32
280 | 194.95.108.32
281 | 194.95.108.38
283 | 194.95.108.32
284 |
285 |
287 |
289 | 194.95.108.32
290 | 194.95.108.38
|
|

291 | 132.199.227.122
294 | 132.199.227.122
296 | 194.95.108.132

300 | 132.199.227.122
302 | 132.199.227.122

307 |
308 | 194.95.108.65
310 | 194.95.108.32

312 | 132.199.227.122

315 | 194.95.108.159

This table lists the results from the checks belonging tatacebooked exercise.
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G.8.1 Definition

CREATE TABLE ergebnis_checks (

buchungs_id int NOT NULL, -- booked exercise id
check_id int NOT NULL, -- check id
erfolg boolean NOT NULL, -- result

CONSTRAINT pk_ergebnis_checks

PRIMARY KEY (buchungs_id,
check_id),

CONSTRAINT fk_check_id
FOREIGN KEY (check_id)
REFERENCES uebungs_checks (check_id)
ON DELETE CASCADE
ON UPDATE CASCADE,

CONSTRAINT fk_buchungs_id
FOREIGN KEY (buchungs_id)
REFERENCES buchungen (buchungs_id)
ON DELETE CASCADE
ON UPDATE CASCADE

G.8.2 Example records

vulab=> select * from ergebnis_checks where buchungs_id=129;
buchungs_id | check_id | erfolg
_____________ R

129 | 908 | t
129 | 909 | f
129 | 910 | f
129 | 911 | f
129 | 912 | f
129 | 913 | f
129 | 914 | f
129 | 915 | f
(8 rows)
vulab=> select buchungs_id, ergebnis_checks.check_id, b ezeichnung, erfolg
vulab-> from ergebnis_checks,uebungs_checks
vulab-> where buchungs_id=129 and ergebnis_checks.check _id=uebungs_checks.check_id;
buchungs_id | check_id | bezeichnung | erfolg
+. GO S SO S —
129 | 908 | tesh installiert? (pkg_info -e tcsh) |t
129 | 909 | bash installiert? (pkg_info -e bash) | f
129 | 910 | Benutzer angelegt? (getpwnam(3)) | f
129 | 911 | Home-Directory richtig gesetzt? | f
129 | 912 | Shell auf tcsh gesetzt? (getpwnam(3)) | f
129 | 913 | Shell auch in /etc/master.passwd (via vipw(1l)) ge setzt? | f
129 | 914 | Passwort richtig gesetzt? (getpwnam(3)) | f
129 | 915 | Shell des Users vulab auf bash gesetzt? | f
(8 rows)
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