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Abstract—Intermediate-quality links often cause vulnerable on packet detection. Leveraging the half-duplex propefty o
connectivity in wireless sensor networks, but packet lossecaused common sensor radios, our reactive interferer followstaris
by such volatile links are not easy to trace. In order to equip before-send principle, locking to a packet flying over the ai

link layer protocol designers with a reliable test and debuging S ; L L.
tool, we develop a reactive interferer to generate packet ks and then destroying it before it reaches its intended cetibim.

patterns precisely. By using intentional interference to eulate Given a sufficient link margin, near-perfect detection and
parameterized lossy links with very low intrusiveness, ourtool —destruction rates can be attained, guaranteed by relizialeen

facilitates both robustness evaluation of protocols and fl detection by modern digital transceivers such as CC2420.
detection in protocol implementation. This leaves the control of packet loss rate and burstiness
lengths completely at the mercy of a jamming decision func-
tion defined by the user, a flexibility usually only available
Robustness of a low-power wireless sensor network canwi¢th software-based simulators. An additional merit of our
undermined by poor channel conditions, plagued by unprieterferer is its low intrusiveness to the rest of the nekyais
dictable noise and interference. Empirical studies ingashg it only transmits for a short interval when a packet is detéct
the relation between packet losses and channel parametei/e demonstrate how the interferer can be used to generate
have revealed volatile behaviors of intermediate qualitikd different loss patterns. The high precision and progranilihab
in realistic channel conditions [1], [2], [3]. The impact ofof our tool enable a protocol designer to evaluate protocol
volatile links to network connectivity can be evaluated inobustness against various interference sources. Harticu
a network simulator augmented by analytical or statisticabader decoding makes selective blocking possible, ailpwi
packet loss models, as shown by Lee et al. [4]. A more recaht user to emulate rare link statuses such as asymmetric
empirical research by Srinivasan et al. focuses on meagurhidirectional links. Furthermore, we show how protocoligas
individual links’ burstiness in a testbed [5]. They demoats flaws can be uncovered by using the interferer to explore
that relaxing link-layer retransmission time-outs canigaite protocol states.
bursty link failures, which in turn improves end-to-endk@ic ~ The rest of the paper is organized as follows. Section Il
delivery rates over a multi-hop network. Link failures cam bdiscusses related work; Section Il and 1V show our design
created with intentional radio interference, which allothe and implementation of the interferer; We show the use of our
user to study network operations under certain controlted ¢ tool in Section V. We discuss the limitation of the tool in
ditions. Boano et al. [6] has developed an interferer based 8ection VI and draw our conclusions in Section VII.
an |IEEE 802.15.4 radio transmitter, which can reliably kloc
a channel for arbitrary time intervals by injecting a strong
jamming signal. They show that duty-cycling the interferer A number of previous work studied jamming attacks
can yield precise packet loss rate (PLR), when the interfelaunched by normal sensor radios, a malicious form of in-
is configured with large blocking time intervals that esgglyt tentional interference, from a defender's perspectivew La
slices the channel into on-off time slots. This would howevet al.’s link layer jamming analysis showed that collection
result in unrealistically high link burstiness, causinyese of packet timing statistics allowed an intelligent jammer t
fluctuations in network performance, thus limiting the (serinfer the timing specification of a MAC protocol to carry
ability to investigate many intricacies caused by interiaed  out energy-efficient attacks [7], [8]. Xu et al. comparedrfou
quality links. Furthermore, because most mechanisms fMCA2-based jammers, including a reactive one based-on
recovering packet losses are implemented by the link layer signal strength sensing, and showed that the reactive jamme
the network layer, the ability to construct different segees posed a particularly high threat for its high blocking ratel a
of packet losses is often more useful than the ability tor@nt small energy footprint [9]. Wood et al. studied the threats
variations on the physical channel. by a number of IEEE 802.15.4 PHY layer jamming attacks,
We have conceived and developed a reactive interfeiacluding our SFD detection-based mechanism, and develope
that enables arbitrary packet loss pattern generationdbasespective defense measures [10].

I. INTRODUCTION

Il. RELATED WORK
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Boano et al. invented a convenient interference generatbe preamble sequence and the SFD (4 zero bytes followed
based on the CC2420 radio’s continuous transmission mobg, Ox7A) triggers the start of a packet reception procedure
shedding light on link behaviors at the presence of a strorthat writes the rest of the decoded data into an RX FIFO.
local interference [6]. Exploiting the same hardware téghe, When two receivers detect the same packet, both start this
JamLab [11] further enables the user to approximately repqarocess synchronously. The lowest time-line of Figure 2xsho
duce the power trace recorded from real interference seurdeow a second, unintended receiver, in this case our in@tfer
which facilitates repeatable testbed experiments. Réagns sniffs a incoming packet after successful synchronizatith
tion of the “crime scenario” requires fast, high-resolatgpec- the transmitter’s preambles and SFD. A necessary condition
trum scanning and precise transmission power control, whifor successful detection is that the received signal streizgg
JamLab achieves by utilizing the CC2420 radio transcedvegbove the sensitivity of the interferer (-95 dBm for CC2420)
maximum raw capacity and applying data compression Eigure 2 shows the timing of the interference generation.
power samples. Our reactive interferer enables the user to
manipulate individual packet receptions to control a sjeciB- Interference Transmission
link’s loss pattern, which can be used to answer hypothetica Generation of interference from a half-duplex radio reggiir
guestions related to robustness design of protocols. @pgrathe interferer to switch from receiving state into transiua
on an abstraction level above JamLab, our interferer does state. For CC2420, the RX-TX switch time is determined by
require intensive signal processing, and it is less intrugd the settling time of the frequency synthesizer. The tragsion

the rest of the network than an active interferer. of the interference signal only needs to overlap a portion of
the packet payload in order to cause a checksum error at the
I11. DESIGN receiver.

Our interferer is usually placed within the mutual transmis In principle, successful destruction of the target packet
sion range of two communicating nodes, to ensure a suffequires a sufficiently strong interference signal to degra
ciently large link budget for reliable detection and destian the receiver’s (SNIR) below its co-channel rejection thidd
of packets that travel over the link. It operates in sniffaxda (-3 dB for CC2420). In reality, due to a certain degree of
most of the time, listening to the channel; when a packdelay capture effect, the interference signal needs a sxiai
is detected, it queries a jamming decision function whighower margin, compared with the original transmitter, ider
determines whether to intervene the ongoing communicatida destroy the reception reliably.

Figure 1 illustrates the sniffer and interferer modes. _ . )
C. Jamming Decision Function

( ) Our interferer features a user customizable jamming deci-

Lo header detected sion function, which can selectively bypass certain detbct
. packets. The function can be used to implement an arbitrary
Recelver kind of loss model, turning a perfectly connected link into a
partially connected link characterized by certain lossbpro

bility and burstiness. We demonstrate the use of a humber of

. jamming decision functions in Section V.
G :1 \ ' D. Optional Header Decoding
/ }\ X\ In additional to SFD detection, our sniffer can choose to
' further decode the following PHY header, which provides
L ) more options for the user to be selective about which pat&ets
block. For IEEE 802.15.4, the PHY header consists of an 8-bit
Fig. 1. The interferer first sniffs a packet, before intefagnits reception packet length field. The interferer may even be used to decode
by sending a jamming signal. the following MAC header to intercept address information,

which enable more complex manipulation.

A. SFD Sniffer IV. IMPLEMENTATION

For incoherent digital receivers, frame synchronizatisn-u ~ The sniffing and interference generation functions of our
ally relies on detection of a synchronization header agwétid reactive interferer can be directly implemented as an rinpr
the transmitter before hand. For both IEEE 802.11b and IEEErvice routine (ISR) inside the radio driver. We have chose
802.15.4, the synchronization header consists of a preaminl add these additional functions to the Contiki operating
sequence followed by a fixed start-of-frame delimiter (SFD3ystem’s CC2420 radio driver. To enable fast packet detecti
SFD detection is the result of correct symbol demodulatiowe set CC2420s clear channel assessment (CCA) to the
thus is more reliable than carrier sensing methods pureD mode, by configuring CC24204DMCTRLOregister to
based on received signal strength. For an IEEE 802.15@cA MODE 2 Meanwhile, we enable the MCUs interrupt
compliant receiver such as CC2420, automatic detection \actor for the CCA pin, so that a distinct hardware interrupt



‘<7 128 us

‘32 us‘ 32 u}f

Sender ‘ Preamble ‘SFD‘ Len

Payload i ‘ FCS ‘

[ AR IR R

G EEC ey

Py oA e i ‘ FCS ‘
} 192 us } Fail

Interferer RX-TX switch Jam
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KEY PARAMETERS OF THE REACTIVE INTERFERER A. Unidirectional Link
Minimum PHY payload length of target packét 3 bytes In this experiment we show that it is possible construct a
a‘?”_def"”teffffe“?' d_e'ayb - ggpb lossy link between a transmitter-receiver pair, and trsldss
inimum effective jam burst lengtl Us . . . .
Inerferer TX Power margin over Sender = dB pattern can be precisely controlled by applying differemh;

ming decision functions to block portions of the transnaasi
The transmitter sends a sequence of packets to the receiver,
each embedding a unique sequence number; the receives print
is raised as soon as an SFD is detected. The interferer Carbbﬁthe seqgno. of received packets, Whereby a missing seqgno.
reversed to a normal receiver by disabling this special CGfentifies a unreceived packet.
interrupt. For convenience, we use tligentified broadcasprimitive
Within the CCA ISR, the user can optionally wait toprovided by Contiki's Rime stack to implement a unidirec-
retrieve extra data from the RX FIFO, before passing thefidnal link [12]. The packet sequence consists of frames of
to the jamming decision function. If the function returngo-byte sizes, sent at 128 Hz rate. The interferer is con-
true, the radio switches to TX state to transmit a continuogigured to react on SFD detection without additional header
jamming signal generated using CC2420’s modulated carrigcoding. Arbitrary PLR can be realized by insertion of a
transmission mode. We essentially reuse the power-ajestgamming decision function between the detection and iaterf
jammer by Boano et al. [6], but only enable the transmissi@hce transmission function to “filter out” specific packdts.
for a burst period of abous12ps, so as to minimize both demonstrate the potential diversity in achievable lostepas,
channel occupation and processing delay. The waveformeof fje implement 3 different jamming decision functions, all
jam signal is modulated carrier. To prepare for the nextffsnibmulating a link with a 25% PLR but suffering different
we flush the RX FIFO before re-enabling the CCA interruptiegrees of bursty losses. The first function emulates agtron
Because of its simplicity, the overhead in terms of cod@terference source emitting short, periodic power spikash
and memory space of the interferer is negligible, and thg a WiFi access point, which causes a one loss in every four
processing delay in largely determined by the complexifyackets. The second function emulates a similar interéeren

jamming decision function. o source, which emits at double intensity but at half freqyenc
~ We summarize the key parameters of the reactive interfef@gulting bursty losses of two packets in a row. The third
in Table I. function uses a pseudo random number generator to model a

link as a Bernoulli process with a 0.25 loss probability facke

] } ) individual packet. Figure 3 shows the receiver's obserirgd |
Our evaluation experiments consist of a set-up of 3 Tmofgnnectivity status over a period of 160 packets, when eqghos

Sky nodes: a sender, a receiver and an interferer, all plaggdne three emulated interference sources. Even underha hig

within mutual transmission ranges. When the interferer f:?acket rate of 128 pks/s, our interferer only requires anaae

in sniffer mode, the sender-receiver pair sees a perfeclifannel duty cycle of 1% to incur 25% losses. An active

connected link; when the interferer is in transmission Modgierferer would need to transmit on 25% duty-cycle in order

the link is blocked completely, due to the interferer's highy achieve the same PLR, regardless of the actual packet rate

power margin over the transmitter. We first showcase how a g6t 4 high duty-cycle transmitter potentially violates icegl
of basic jamming decision functions can yield partial uréd: 5\ pand regulations.

tional links with precisely-controlled packet loss rat®4 R).

We then further show how to manipulate partial failures on 8- Bidirectional Link

bidirectional link that runs a reliable link layer retrarisgion Data delivery over a multihop sensor network usually re-
protocol, which enables us to explore all protocol stated aquires a link layer unicast component to relay data packets
evaluate the protocol’s robustness. through each hop on the path. To enhance robustness against

V. EVALUATION
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i LEPEE SR i L EE acknowledgments are separated by 10-s intervals. In addlti
0 20 40 60 80 100 120 140 160 to this pattern, some data packets are clustered with one-
Packet Segeunce No. second intervals, indicating repeated transmissionseoéme
data. Because loss can occur on both directions, retrasiemis
Fig. 3. Three lossy unidirectional links between by the sdraesmitter- can be caused by a lost data packet or a lost acknowledgment.
receiver pair, whose loss patterns are emulated by diff¢aemming decision . .
functions. Throughout the period, all packets make to the receiver afte

at most two retransmission attempts.

occasional link failures due to local channel fluctuations, Symmetric link: 20% data packet loss and 20% ACK packet loss

a packet is usually buffered by an intermediate node andﬁ ackel triffed ™ o
retransmitted to its next-hop destination when an expeated ¢ Retransmissions 9 5
knowledgment packet from the latter does not arrive. Exghan ;% 40 | 18 8
of pairs of data and acknowledgment packets forms a traffic = |+++rsrrwmrrsrrrsrrirrisrirnss] 7 5
pattern, where a communication failure in either packatltss 2 le 8
in a further retransmission. Retransmissions of a datagtack % ls £
usually repeat a number of times up to a maximum count, then 2 0 | I g
the packet is dropped. Depending on when a failure occurs on§ *************************** @
the bidirectional link, this recovery mechanism can traeer - 132 5
along different paths of an internal protocol state machine = 12 B2
We want to demonstrate how a protocol designer can used 11 &
the interferer to explore such state traversals for delmgggi 0 * : : : : 0

0 50 100 150 200 250 300

purposes.

Contiki Rime’sreliable unicast (runicastinodule provides
a standard link layer retransmission scheme, with conflgararig. 5. An emulated symmetric link with loss rate of 20% ontbdirections
retransmission intervals and maximum retransmissiontcéun
runicast acknowledgment packet consists of 18 bytes, dAclu
ing packet type, sequence number and address informatior2) Asymmetric Link With Forward LossiWe emulate an
We run a runicast application between a transmitter-receiasymmetric bidirectional link, where the forward link issky
pair, where the transmitter sends data packets at 10 secbatlthe reverse link is perfect. The interferer identifies data
intervals, and up to two retransmissions are scheduled, greeckets sent via the forward link by PHY header decoding,
second apart. Figure 4a and Figure 4b show the transmitderd then uses a Bernoulli jamming decision function to block
and the receiver’s state diagrams respectively. Note thet ©5% of those packets; the acknowledgment packets sent via
receiver distinguishes a duplicate data packet by comgarithe reverse link are left intact. We show in Figure 6 a trace
its sequence number with the previous packet. We configuhat show the packets sniffed and retransmission count over
our interferer to decode the IEEE 802.15.4 PHY header, goperiod of 300 seconds. At the time 260 s, all the three
reveal the length of the packet being intervened. transmission attempts fail to reach the receiver, thusltregu

1) Symmetric link:We emulate a symmetric bidirectionalin no acknowledgment packet sent.
link, where both forward and reverse links are lossy. The 3) Asymmetric Link With Reverse Los#/e emulate an-
interferer uses a Bernoulli jamming decision function todd other asymmetric bidirectional link, where the forwardliis
20% of all detected packets. We show in Figure 5 a traperfect but the reverse link is lossy. We configure the ietenf
that indicate the packets sniffed by the interfere as well & cause 40% of acknowledgment packets to get lost. In the
the retransmission count observed from the transmitter oweace shown in Figure 7, lost ACK packets cause additional
a period of 300 seconds. Data packets and their respectiggansmissions of the buffered data packet.

Time (s)



Asymmetric link: 25% data packet loss and 0% ACK packet loss out that the problem had arisen from the transmitter's state
10 machine. Under normal conditions, the transmitter mairstai
packet sequence number and increments it upon every receive
acknowledgment. This is done in a callback function triggler
by the received ACK packet. When a packet fails all retrans-
missions because no ACKs are detected, the incrementation
should instead occur in the "time out” callback. In our cdse t
other increment statement was neglected by the programmer,
probably because that code branch had been visited rather
infrequently. The result was that while the ACKs were blatke
the transmitter kept transmitting the same sequence nuimber
new data packets. Only until an ACK was received then the

; ; . . . transmitter’s state machine would switch out of the fautigde
0 50 100 150 200 250 300 branch. Since such a persistent disconnection of the mvers
Time (s) link is rare in a dense testbed, this bug appears to havefa “sel
healing” property: when link layer retransmissions of aadat
packet occasionally fails, it incurs discarding of the néata
packet as well, resulting in a bursty loss of two packets at th
network layer, but no worse consequences. Under regression
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I I T A N

20 |

O I IR T A S T S T R S S

Sniffed packet length (bytes)
Sender retransmission count

O P N W b 01 O N 00 ©

Fig. 6. An emulated asymmetric link with 25% forward loss

Asymmetric link: 0% data packet loss and 40% ACK packet loss tests that only measure average end-to-end data deliviey, ra
_ T "Packet sniffed - 10 - occasional bursty disconnections due to such a flaw at the
] Retransmissions 9 § link layer is very unlikely to be detected. Our tool has shown
2 40} 8 3 its capability to assist state machine debugging at the fowe
| 7 &  protocol layers.

D 7]
c 6 .2
@ IS
3 5 2 VI. LIMITATIONS
ERE PSS + £
=3 3 “:’ An important limitation of the interferer is its minimum RX-
E > 2 TX switching time requirement of 192 us, which correponds
= ., @ to 6 data bytes. A radio transceiver with faster switching
@ 0 , i i . ; 0 @ time would allow us to block short packets such as the
0 50 100 150 200 250 300 IEEE 802.15.4 ACK packets and MAC layer strobes used by
Time (s) protocols such as X-MAC [13]. Moreover, concurrent packet
transmissions would be missed by the interferer. Another
Fig. 7. An emulated asymmetric link with 40% reverse loss. ||m|t|ng factor is the effective detection range and effext

inteference range of the transceiver, a compliant radiotfro
end module would improve the sensitivity and boost the

4) Debugging Protocol Flaws:The runicast module con- transmission power, thus increasing both ranges.

tains a relatively simple state machine, which we are able to

traverse fully in short time. To our surprise, despite tha-si VII. CONCLUSION

plicity of the protocol logic, we discovered two programigin

errors in the implementation. When we experimented with We have developed a reactive interferer to assist WSN

a fully blocked reverse link, the sniffer observed excessiprotocol testing and debugging, by emulating differentqeac

transmissions of packets after the maximum retransmissi®§s patterns with high precision. We show that not only

count was reached. After investigating the code, we foued tfPbustness can be evaluated by applying fine-controlled, in

problem was caused by redundant triggering of the retrassnientional interference, tricky implementation flaws in akli

sion timer, one from the runicast module and the other froR{otocols can be more easily uncovered using the tool.

the underlying stubborn unicast module. This “harmlessj bu

did not affect the overall function, and had escaped thetlyigh ACKNOWLEDGMENTS

automatic tests in the Contiki simulator, because the sitoul

only verified positive messages from the top applicatio®itay The research leading to these results has received funding
After fixing the excessive retransmissions, we discoveré@m the European Community’s Seventh Framework Pro-

that while only the reverse link was blocked, the receiveido gramme (FP7/2007-2013) under grant agreemér22%282.

receive all new data packets from the forward link, but nakto This work has been partially supported by CONET, the Co-

them as old redundant packets and discarding them. It turreggkrating Objects Network of Excellence.



REFERENCES 8]

[1] J. Zhao and R. Govindan, “Understanding packet deliygyformance

(2]

(3]

(4]

(5]

(6]

(7]

in dense wireless sensor networks,”Rmoceedings of the International

Y. W. Law, M. Palaniswami, L. V. Hoesel, J. Doumen, P. Hfrtand
P. Havinga, “Energy-efficient link-layer jamming attaclgamst wireless
sensor network mac protocolsRCM Trans. Sen. Netwvol. 5, no. 1,
pp. 1-38, 2009.

Conference on Embedded Networked Sensor Systems (ACMs}SenSPQ] W. Xu, W. Trappe, Y. Zhang, and T. Wood, “The feasibility/launching

(Los Angeles, California, USA), pp. 1-13, ACM, 2003.

M. Zuniga and B. Krishnamachari, “Analyzing the tramsital region

in low power wireless links,” inSensor and Ad Hoc Communications
and Networks, 2004. IEEE SECON 2004. 2004 First Annual IEEE
Communications Society Conference pp. 517-526, 2004. [10]
G. Zhou, T. He, S. Krishnamurthy, and J. A. Stankovic, piact of

radio irregularity on wireless sensor networks,” Rmoceedings of The
International Conference on Mobile Systems, Applicati@msl Services
(MobiSys) (Boston, MA, USA), pp. 125-138, ACM, 2004. [11]
H. Lee, A. Cerpa, and P. Levis, “Improving wireless siatidn through
noise modeling,” inProceedings of the 6th international conference on
Information processing in sensor networkgp. 21-30, ACM, 2007.
K. Srinivasan, M. Kazandjieva, S. Agarwal, and P. LeViEhe 3-factor: [12]
measuring wireless link burstiness,” Hroceedings of the International
Conference on Embedded Networked Sensor Systems (ACMsBenSy
(Raleigh, NC, USA), 2008.

C. A. Boano, Z. He, Y. Li, T. Voigt, M. Zuniga, and A. Willig
“Controllable Radio Interference for Experimental andtifesPurposes
in Wireless Sensor Networks,” iRroceedings of the 4th International
Workshop on Practical Issues in Building Sensor Networkliégtions
(SenseApp)(Zurich, Switzerland), Oct. 2009.

Y. Law, P. Hartel, J. den Hartog, and P. Havinga, “Linlgéa jamming
attacks on S-MAC,” inProceeedings of the Second European Workshop
on Wireless Sensor Networksp. 217—-225, 2005.

(23]

and detecting jamming attacks in wireless networks,Pimceedings
of the 6th ACM international symposium on Mobile ad hoc nétimg
and computingMobiHoc '05, (New York, NY, USA), pp. 46-57, ACM,
2005.

A. Wood, J. Stankovic, and G. Zhou, “DEEJAM: Defeatingnefgy
Efficient Jamming in IEEE 802.15.4-based Wireless NetwbiksThe
IEEE Communications Society Conference on Sensor, MesAaiftbc
Communications and Networks (IEEE SECOM3)ne 2007.

C. Boano, T. Voigt, C. Noda, K. Romer, and M. ZifiigalaiLab:
Augmenting Sensornet Testbeds with Realistic and Coettdihterfer-
ence Generation,” ifProceedings of the 10th international conference
on information processing in sensor networks (IPS2011.

A. Dunkels, FOsterlind, and Z. He, “An adaptive communication archi-
tecture for wireless sensor networks,"Rnoceedings of the International
Conference on Embedded Networked Sensor Systems (ACMsfenSy
(Sydney, Australia), Nov. 2007.

M. Buettner, G. V. Yee, E. Anderson, and R. Han, “X-MAC:short
preamble MAC protocol for duty-cycled wireless sensor meks,” in
Proceedings of the International Conference on Embeddeddiked
Sensor Systems (ACM SenSyBpulder, Colorado, USA), 2006.



