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Preface

The European Citizens® Initiative introduced by the Treaty of Lisbon promised the direct
engagement of citizens in the Union’s affairs and a valuable contribution to the building of a
European identity. In Regulation 211/2011 however, the entire burden of collecting support
declarations was left with the organizers of an Initiative — both on paper and online. Literally
the only contribution to be made by the Union is the online collection software: “The
Commission should make available an open-source software incorporating the relevant
technical and security features necessary in order to comply with the provisions of this
Regulation as regards online collection systems” (Recital 16 leg cit). This piece of software is
to be installed by the organizers on their own infrastructure and to be run on their own
resources. The question arose how appropriate this software would be for its intended use.

Two master students at the Department of Information Systems and Process Management,
Margarita Starskaya and Ozgiic Cagdas, were tasked to analyze the software from the point of
view of the organizer of an Initiative as their master thesis. They conducted the analysis
independently from one another without knowing that a second student had been given the
same task and yet arrived at the same results. Only after the results were presented their work
was merged into one document. This Working Paper is the result. Both students have
produced a technical report up to the highest professional standards and as their supervisor I
have to both congratulate them.

Sadly enough, such praise cannot be conferred to the software under inspection. Here a short
summary of the issues found:

= The installation process is complex and cumbersome; the same applies to the current
administration (cf. for example the “login” procedure for administrators on pp. 421f);

= Inconclusive error messages without any information as to what went wrong following
the pattern on p. 54;

= Not even rudimentary duplicate checks (cf. the examples on p. 55);

= The software is not usable by the visually impaired thereby violating the Union’s own
goal of inclusiveness (p. 60), if this software was part of Austrian eGovernment it
would hence not meet the legal requirements (81(3) E-GovG based on Art 7 of the
Constitution);

= Annex IlI, which is the core of the collection process, is not correctly implemented in
that combinations of nationality and location of the supporter are technically possible
which are not admissible, eg, a U.K. subject entering a support declaration on the
Austrian quota (see the examples on pp. 60ff);

= The minimum age to submit a support declaration is 18, except for Austria where it is
16 — the software implements 16 for all Member States.

On a more general note, there is no indication how the update and patch process is to be
envisaged. Due to rapidly changing threat patterns on the Internet, it is common — and good —
practice to issue regular patches and security updates for any software offered on the Internet,
in addition to normal bug fixing. Such a complete absence of any kind of maintenance
considerations is rather exotic for an Internet platform.

The Commission has recognized the issue and has apologized for the software, see also
http://www.democracy-international.org/eci-software.html, promising a “solution” in the near
future.



http://www.democracy-international.org/eci-software.html

The main issue, however, still remains the “privatization” of what is essentially a citizen right.
It seems doubtful whether the consumption of a citizen right can be made dependent on the
provision of substantial financial means and the acceptance of massive civil, penal and
administrative liabilities (see Art 13 and 14 of the Regulation). The solution can therefore
only be a collection process under the responsibility of the “State” — ie, the Member State for
the local paper collection (as is currently the case in Austria, Germany and other MS for
national initiatives) and the Union for a central online collection system (not just a
downloadable piece of software) to be offered free of charge for all registered Initiatives.

Then, and only then, will the European Citizens’ Initiative become what it was obviously

intended to be by the authors of the Treaty of Lisbon: A unifying instrument of pan-European
citizen engagement.

Alexander Prosser, Vienna, September 2012
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1. Introduction

1.1. Research question

The European Parliament and the Council of the European Union introduced in February
2011 the European Citizens' Initiative, a new form of public involvement in developing EU
policies. The European Citizens' Initiative is set to make the EU more democratic by giving
its citizens a possibility of a more direct say on political matters, as well as influence
Commission’s decisions on the new legislation once a million signatures from a specified
number of member states is collected. In order to collect the signatures, the Commission

developed free Online Collection Software.

The Online Collection Software will be used by the organizer of the proposed initiative to
collect statements of support from European nationals over the Internet. A successful and
effective implementation of the new software requires a close analysis and testing of the
correct functioning of the application, which are the main research areas of this thesis. A
detailed analysis of the following issues in this work should be considered to gradually

improve the usability and flexibility of the software:

e Installation of the software

e Overview of the system (provided interfaces, features, statement of support forms,
country & language codes of the software)

e Submission of statements of support

e Process of the collected data (export)

e Access of the homepage of the initiative by another computer over an established
network

e Analysis of technical specifications

e Analysis of developers’ support

e Summary of the findings and recommendations for the improvement



1.2. Structure of the work

The analysis begins with a short description of the European Citizens’ Initiative (ECI), its
goals and steps that should be considered in order to start the initiative. Chapter 3 covers
analysis of the software specific issues, including the installation of the software, overview of
the system, input and export of the sample data (statements of support). The final section of
chapter 3 analyses the rules regarding the use of the software, set out in Regulation (EU)
211/2011 on the citizens’ initiative and technical specifications specified in Regulation (EU)
1179/2011. The final chapter of this work summarizes observations and results, as well as

recommendations to be considered.



2.

2.1

The European Citizens' Initiative was set out in February 2011 by the European Parliament
and the Council of the European Union (1). The project will allow EU citizens to amend or
repeal an existing EU law, or propose a new one (e.g. in the area of environment, agriculture,
transport or public health) to the European Commission. The proposed initiative has to be in
the Commission’s sphere of influence, whereas the citizens believe that a legal act on part of
the Union is required. All EU individuals, who are eligible to vote in the European Parliament
elections, are able to participate in the program. The minimum age to vote is set at 18 in all

Member States except Austria, where the voting age is 16 (2).

Figure 1 shows the homepage of the European Citizens’ Initiative which provides detailed

information about the project and the procedure. It should be mentioned that the project is not

European Citizens' Initiative

About

expected to be launched before April 1 2012.

IMPORTANT HOTICE: It is not possible to launch a European citizens' initiative before 1st April 2012, when the Regulation setting out the procedures and conditions for the citizens'
initiative wil begin to apply.
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Figure 1: Homepage of the European Citizens' Initiative (3)
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The whole activity of the European Citizens’ Initiative is shown in Figure 2. The

implementation of the initiative requires following steps to be taken by the organizers:

Step 1:
First of all a proposed initiative has to be provided by the organiser which:

- *“does not manifestly fall outside the framework of the Commission’s powers to submit
a proposal for a legal act of the Union for the purpose of implementing the Treaties;”
(1 p. L 65/4 Article 4(2b))

- “is not manifestly abusive, frivolous or vexatious” (1 p. L 65/4 Article 4(2c))

- “Is not manifestly contrary to the values of the Union as set out in Article 2 TEU.” (1
p. L 65/4 Article 4(2d))

Detailed information on whether a proposed initiative meets the requirements can be found on

the homepage of the European Citizens’ Initiative (3).

Organisations cannot launch an initiative but “should be able to promote a citizens’ initiative,
provided that they do so with full transparency.” (1 p. L65/2 (9)). Next step is the
establishment of a citizens” committee, also called “organizers”, who will be “responsible for
the preparation of a citizens’ initiative and its submission to the Commission.”” (1 p. L65/4
Avrticle 2(3)). This committee should consist “of at least seven persons who are residents of at
least seven different Member States.” (1 p. L 65/4 Article 3(2)) and are old enough to vote in
European Parliament elections (1 p. L 65/4 Article 3(1)).

The committee should have ““one representative and one substitute (‘the contact persons’),
who shall liaise between the citizens’ committee and the institutions of the Union throughout
the procedure and who shall be mandated to speak and act on behalf of the citizens’
committee” (1 p. L 65/4 Article 3(2)). After the fulfillment of Step 1, Step 2 and 3 can be

applied simultaneously.

Step 2:
The proposed initiative should be registered by the European Commission, in order to begin

with the collection of the statements of support. Information of the proposed initiative, such as
subject matter and objectives, are required for the registration (1 p. L65/4 Article 4(1)). A

detailed list of information that needs to be provided is shown in Figure 3. The language



chosen for the registration of the proposed initiative has to be one of the official languages of
the European Union (1 p. L65/4 Article 4(1)).

The organizers are asked to provide regularly “updated information on the sources of support
and funding for the proposed citizens’ initiative.” (1 p. L65/4 Article 4(1)) on the online
register or if available on their website. If the funding is worth €500 or more per year and per

sponsor it needs to be indicated (2 p. 17).

The Commission has to reply within two months from the receipt of the registration request.
If the registration request was successful, a unique registration number will be given for the
proposed initiative and a confirmation will be send to the organizers (1 p. L65/4 Article 4(2)).
The initiative then will be made public on the online register provided by the Commission (4).
The organizers can have their own account on the European Citizens’ Initiative website where
they will be able to get information on the procedure and manage their initiative. The
translation of the initiative into other official languages falls within the responsibility of the
organizers and has to be equivalent to the original version (1 p. L65/4 Article 4(1)). If the
initiative is refused by the Commission, the organizers will be informed of the reasons and all

possible judicial and extrajudicial remedies (1 p. L65/4 Article 4(3)).

ANNEX [

REQUIRED INFORMATION FOR REGISTERING A PROPOSED CITIZENS' INITIATIVE
The following information shall be provided in order to register a propozed citizens® initiative on the Commission's online
register
1. The title of the proposed citizens’ initiative, in no more than 100 characters;
2 The subject matter, in no more than 200 characters;

3. A description of the objectives of the proposed citizens' initiative on which the Commission is invited to act, in no
more than 500 characters;

4. The provisions of the Treaties conzidered relevant by the organisers for the propaosed action;

3. The full names, postal addresses, nationalities and dates of birth of the seven members of the citizens' committee,
indicating specifically the representative and the substitute as well as their e-mail addresses ('),

6. All sources of support and funding for the proposed citizens' initiative at the time of registration {1).

Organisers may provide more detailed information on the subject, objectives and background to the proposed citizens'
initiative in an annex. They may also, if they wish, submit a draft legal act

Figure 3: Required information for registering a proposed citizens' initiative (1 p. L65/11 Annex Il))

The registered initiative can be withdrawn by the organizers any time before the collected
statements of support are sent to the national authorities for verification in Step 5 (1 p. L65/5
6



Article 4(5)). In this case the initiative cannot be resumed and all collected statements of
support become futile. The withdrawn initiative will be viewable on the European Citizens’
Initiative website (5). The website also provides information regarding the registration and

registration form (6).

Step 3:
The collection of the statements of support for the intended initiative can be carried out in

paper form or through Online Collection System (1 p. L 65/5 Article 5(2)). If the application
is to be submitted through the latter option, the Online Collection System needs to be certified
by a competent authority in the member state, where the data is to be stored (1 p. L 65/5
Article 6(1)). As the certification takes time, since the national authority has one month to
respond to the request of certification (1 p. L 65/5 Article 6(2)), it makes sense to send the
request before the registration of the proposed initiative is completed to avoid unnecessary

waiting time.

The certification verifies that the system fulfills adequate security and technical features (1 p.
L 65/5 Article 6(2)). Figure 4 illustrates a sample form for such a certification. After
obtaining the certification “The organisers shall make a copy of that certificate publicly

available on the website used for the online collection system.” (1 p. L 65/5 Article 6(2)).
ANNEX IV

CERTIFICATE CONFIRMING THE CONFORMITY OF AN ONLINE COLLECTION SYSTEM WITH
REGULATION (EU} No 211/2011 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL OF
16 FEERUARY 2011 ON THE CITIZENS' INITIATIVE

.. (mame of competent authority} of ... (name of Member Stare) hersby cemifies that the online collection system _.
(website address) used for the collection of statements of support for .. (title of proposed citizens’ initiative) complies
with the relevant provisions of Regulation (EU) Mo 2112011,

Date, signature and official stamp of the competent authority:

Figure 4: A sample of certification form for Online Collection Systems (1 p. L 65/19 Annex IV)

A list of competent authorities of EU Member States should soon be available on the
European Citizens’ Initiative homepage.

The Online Collection Software, which is being analyzed in this work, already complies with
the mentioned requirements. However, since the software is only a part of Online Collection

System, it also needs a certificate. In this case the certification process is facilitated (2 p. 19).
7



Information about the open source software and download link can be found on the website of
the European Citizens’ Initiative (7).

Technical features of the Online Collection System should ensure that:

“only natural persons may submit a statement of support form online* (1 p. L65/6
Article 6(4a))

- “the data provided online are securely collected and stored, in order to ensure, inter
alia, that they may not be modified or used for any purpose other than their indicated
support of the given citizens’ initiative and to protect personal data against accidental
or unlawful destruction or accidental loss, alteration or unauthorised disclosure or
access;” (1 p. L65/6 Article 6(4b))

- ““the system can generate statements of support in a form complying with the models
set out in Annex Il1, in order to allow for the verification by the Member States in
accordance with Article 8(2).”” (1 p. L65/6 Article 6(4c))

Step 4
As mentioned in Step 3, the collection of statements of support can be carried out in paper

form or through an Online Collection System. In order to start the collection, the initiative has
to be registered by the Commission and the Online Collection System should be certified. The
signatories can also sign the initiative electronically under Directive 1999/93/EC of the
European Parliament and of the Council of 13 December 1999 on Community framework for
electronic signatures. The electronically signed statements of support will be treated ,,in the
same way as statements of support in paper form.* (1 p. L 65/5 Article 5(2)).

For each online or paper form “Only forms which comply with the models set out in Annex |11
and which are in one of the language versions included in the register for that proposed
citizens’ initiative may be used for the collection of statements of support.* (1 p. L65/5 Article
5(1)). The models set out in Annex Ill of the Regulation (EU) 211/2011 on the citizens’
initiative will be discussed in detail below. The organisers have twelve months from the time
of registration of the proposed initiative to collect statements of support (1 p. L65/5 Article

5(5)).



Annex I

Annex Il of the Regulation (EU) 211/2011 on the citizens’ initiative specifies the details of
the statement of support forms. The European countries are divided into two categories.
Signatories who selected a country from the first category require personal identification
number/personal identification document number to validate the statement of the support
form. Signatories who selected a country from the second category do not explicitly require
personal identification. For this purpose two types of statement of support forms were
designed.

The countries which do not need the provision of a personal identification number are listed in
Figure 5, among them are: Belgium, Denmark, Germany, Estonia, Ireland, Netherlands,
Slovakia, Finland and United Kingdom. Nationals of Belgium, Denmark and Germany, if
residing outside the country, have the possibility to make statements of support by selecting
their country only if they have informed their national authorities of their current place of
residence. Nationals of Estonia, Slovakia and Finland in this case do not need to inform their

national authorities of their current place of residence.

An example for the support statement form for the listed countries above can be found in
Figure 6. In the first section of the form the country (only one per list) of all collected
signatories and the information of the proposed initiative can be found. The organizer has to
provide information of the proposed initiative “prior to initiating the collection of statements
of support from signatories.” (1 p. L65/5 Article 5(1)). The information stated in the form has
to comply with the information in the online register (1 p. L65/5 Article 5(1)). Furthermore,
the signatory has to certify that he/she has supported the proposed initiative only once (1 p. L
65/5 Article 5(3)) and that the provided information is correct.

In the second section of the form a signatory has to enter personal information (with concern
of additional notes) and a signature. A privacy statement at the button informs the signatory

about handling of his/her personal data during the support procedure.



FART C

L. List of Member States which do not require the provision of a personal identification number/personal
identification document number {statement of support form — Part Aj:

Member Stare Signatories whose statement of zupport iz to be submitred to the Member State concerned

Belgium — residents in Belgium
— Belgian nationals residing outside the country if they have informed their national
authorities of their place of residence

Denmark — residents in Denmark
— Danish nationals residing outside the country if they have informed their national
authorities of their place of residence

Germany — residents in Germany
— German nationals residing outside the country if they have informed their national
authorities of their place of residence

Estonia — residents in Estonia
— Estomian mationals residing outside the country

Ireland — residents in Ireland
Netherlands — residents in the Netherlands
Slovakia — residents in Slovakia

— Slovak nationals residing outside the country

Finland — residents in Finland
— Finnish nationals residing outside the country

United Kingdom — residents in the United Kingdom

Figure 5: List of countries which does not require personal identification number/document of the signatory (1 p. L 65/16
Annex lll Part C)

The countries which require provision of personal ID number/personal ID document number
are listed in Figure 7, among them are: Bulgaria, Czech Republic, Greece, Spain, France,
Italy, Cyprus, Latvia, Lithuania, Luxembourg, Hungary, Malta, Austria, Poland, Portugal,
Romania, Slovenia and Sweden. A list of the acceptable personal documents or personal

numbers is provided in national language for each country.

The statement of support form for the countries which require provision of personal
identification number/document is illustrated in Figure 8. According to the commission
customised and pre-completed forms will be available in organisers’ account which will
provide (2 p. 20):

- the EU country where one wants to collect statements of support
- name fields available in all official languages of the European Union

- different language versions of the initiative that were registered for the initiative

10
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BULGARIA

— Emumen rpasnasckyn somep (personal number)
CZECH REPUBLIC

— Obcansky prikaz (national identity card)

— Cestovni pas (passport)

GREECE

— Agkrio Aowwvouwrjc Tavtomrac (identity card)
— Awfiampio (passport)

— Befoiwon Eyypaenc Mokmdv E.L[Eyypape motoneimong poviuye buspovic nohimy EE. (residence certificate/ permanent
residence certificate)

SPAIN

— Documento Nacional de Identidad {identicy card)
— Pasaporte (passport)

FRANCE

— Passeport (passport)

— Carte nationale didentité (national idendty card)
— Titre de séjour (residence permit)

— Permis de conduire {driving licence)

— Autre (other):
— Carte didentité de parlementaire avec photographie, délivrée par le président d'une assemblée parlementaire
{parliamentarian's identity card with photo, issued by the president of a parlismentary assembly),

— (Carte d'identité d'élu local avec photographie, délivrée par le représentant de |'Etat (elected local officials
identity card with photo, issued by the State representative),

— Carte du combattant de couleur chamois ou tricolore (war vereran’s card, buff-coloured or tricoloured),
— Carte d'invalidité civile ou militaire avec photographie (civilian or military invalidity card with photo),
— (Carte d'identité de fonctionnaire de I'Etat avec photographie (State civil servant’s idendty card with phota),

— (Carte d'identité ou carte de circulation avec photographie, délivrée par les autorités militaires (identity card or
free movement permit with photo, issued by the military authorities),

— Permis de chasser avec photographie, délivré par le représentant de ['Erat (hunting permit with photo, issued by
the State representative),
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— Livret ou carnet de circulation, déliveé par le préfet en application de la loi n® 69-3 du 3 janvier 1969
{traveller's movement permit, issued by the Prefect pursuant to Law No 69-3 of 2 January 1969),

— Récépiszé valant justfication de lidentité, délivré en échange des pigces d'identité en cas de controle judiciaire,
en application du neuviéme alinéa (7%) de l'article 138 du code de procédure pénale (receipt counting as proof
of identity, issued in exchange for identitv documentation in cases of judicial supervizsion pursuant to the ninth
paragraph (numbered paragraph 7) of Article 138 of the Code of Criminal Procedure),

— Attestation de dépdt dune demande de carte nationale d'identité ou de passeport, délivrée depuis moins de
troiz mois par une commune et comportant une photographie didentité du demandeur authentifiée par un
cachet de la commune (certificate of lodgement of an application for a national identity card or passport, issued
not more than three months previously by a municipality and bearing a photo of the applicant authenticated
by a municipal stamp).

ITALY

— Passaporto (passport), inclusa l'indicazione dell'autoritd di rlascio (including issuing authoricy)

— Carta di identitd (identity card), inclusa l'indicazione dell'autoritd di rifascio {including izsuing autherity)
CYPRUS

— Adktio Tavrémyras (identity card of national or resident)

— Awfampo (passport)

LATVIA

— Personas kods (personal identification number)

LITHUANIA

— Asmens kodas (personal number)

LUXEMBOURG

— Numeére didentification national {numeéro inscric sur la carte didentfication de la Securité sociale) (national
identification number appearing on the social security identity card)

HUMNGARY

— személyazonositd igazolvany (identity card)

— utlevél (passport)

— személyvl azonositd szdm (személyi szam) (personal identification number}
MALTA

— Karta tal-ldentita (identity card)
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AUSTRIA

— Reisepass {passport)

— Personalausweis (identity card)

POLAND

— Mumer ewidencyjny PESEL (PESEL identification number)

PORTUGAL

— Bilhete de identidade (identity card)

— Passaporte (passport)

— Cartio de Cidadio (citizen's card)

ROMANLA

— carte de identitate (identity card)

— pasaport |passport]

— certificat de inregistrare (registration certificate)

— cartea de rezidenta permanenta pentru cetatenii UE (permanent residence card for EU citizens)

— Cod Mumeric Personal (personal identification number)
SLOVENIA

— Osebna izkaznica (identity card)

— Potni list {passport)

SWEDEN

— Personnummer (personal identification number) in identity card

— Personnummer (personal identification number) in passport

Figure 7: List of countries which require personal identification number/document of the signatory (1 pp. L65/16-18
Annex lll Part C)
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Total number of signatories

The total number of signatories has to be one million, collected from at least seven EU
member states. Furthermore, each member state has a minimum number of signatories which
should sign the form. The defined number for each country is shown in Figure 9 and depends
on the “Members of the European Parliament elected in each Member State, multiplied by
750* (1 p. L 65/6 Article 7(2)).

AMNNER T

MINIMUM NUMBER OF SIGNATORIES PER MEMBER STATE

Belgitim 16 500
Bulgaria 13 750
(Czech Republic Ly 5000
Denmark 9 750
{sermmany 74 250
Estomia 4 SdHd
Ireland 9 R
Lareece 16 S04
Spam 37300
France 54 000
ltalv 24 M
Cyprus 4 304
Latvia £ ChOey
Lithuania o Ch
Luxemhourg 4 5Hd
Hungary 16 500
Malta 3750
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Metherlnds 18750
Ausria 12750
Poland 37 S04
Partugal 16 50
Romania 24 750
Slovenia 5350
Clovakia 5750
Fnland 9 750
Sweden 13 500
{mited Kinpdom 54 ()

Figure 9: Minimum number of signatories per country (1 p. L 65/10 Annex I)

Collected signatories from countries where the threshold was not reached can also be used in

order to reach one million statements of support (2 p. 20).

Step 5
Competent national authorities should certify statements of support after the collection is

completed. The certification needs to be done by every country’s competent national authority
where the statements of support were collected. The statements of support can be sent to the
competent national authorities in paper form or electronically. Figure 10 illustrates the form
for the submission of statements of support to the national authorities. The enclosed collected
statements of support need to be separated depending on their collection form: paper form or
through an Online Collection System and electronically signed (1 p. L65/6 Article 8(1)).

In case the statements of support were collected through an Online Collection System, they
can be printed out and sent in paper form or in a secured/encrypted electronic form, e.g. on a
CD. The Online Collection Software provided by the Commission allows exporting the
statements of support in XML format (2 p. 22). List of competent national authorities should

be soon available on the homepage of the European Citizens’ Initiative (8).

National Authorities have three months from the day of request submission to verify the
statements of support and deliver the certification to the organizers with the valid number of
statements of support (1 p. L65/6 Article 8(2)). In Figure 11 the form of certification by a

national authority is shown.
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ANNEX ¥

FORM FOR THE SUBMISSION OF STATEMENTS OF SUPPORT TO THE MEMBER STATES" COMPETENT
AUTHORITIES

1. Full names, postal addresses and e-mal addresses of the contact persens:
2 Title of propoeed citzens” mibiative:
3. Commmission repiEtmtion number;
4. Date of registration:
3. Mumber of signatories coming from (name of Manber Staick
B Anneces;
(ndude all statements of support from signatories io be verified by the mlevant Meanber State

If applicable, indude the relevant centificate(s) of confommity of the onfine colledion svstem with Regulition (EU)
Mo 2112011 of the Ewopean Parliament and of the Coundl of 16 Februarny 2011 on the dtizens” mitiative

. Date and signatire of the contact persons:

Figure 10: Form for the submission of statements of support to national authority (1 p. L 65/20 Annex V)

ANNEX ¥]

CERTIACATE CONARMING THE NUMBER OF YALID STATEMENTS OF SUFPORT COLLECTED FOR ...
{NAME OF MEMBER STATE)

wie Aname of compeent authodty) of ... (name of Member State), havmg made the necessary veriitions wequired by
Article 8 of Regulaton (EU} No 2112011 of the Eoropean Parliament and of the Comdl of 16 Febroary 2011 on the
citimens mitative, hereby cenifies that ... statements of suppon for the proposed citizens” minanve having the registranon
number _.. are valid m accordance with the provisions of that Regulation,

Date, signature and offidal stamp of the competent authority:

Figure 11: Example form for the certification of statements of support by a national authority (1 p. L 65/21 Annex VI)

Step 6
After competent national authorities confirm that at least one million statements of support

from at least seven EU Member States was submitted, the proposed initiative needs to be
presented to the Commission indicating the number of signatories, support and funding
received, as well as copies in paper or electronic form of the certificates from the competent
national authorities (1 p. L 65/7 Article 9). Figure 12 illustrates the form for the submission of

a citizens’ initiative to the Commission.
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ANNEX VI

FORM FOR THE SUBMISSION OF A CITIZENS' INITIATIVE TO THE COMMISSION

1. Tile of citizens" mitiative:

. Commission registralion number:
3. Date of registration:
4. Number of valid statemenis of support received (most be at least one mullionk

5. Sumber of signatories cenified by Member States:

B L CE LK | X H i H L] FR IT Y LY k)

Number of sipnaiories

Hi MT o | AT A T ROY 2 X R 3 UK TOITAL

Number of signatories

tr. Full names. postal addresses and e-mall addresses of the contact persons{ 9.

. Indicate all sources of suppont and funding recetved for the initistive, induding the amount of fnandal suppon at the
time of submission (")

8. We herndby dedare that the miormaton provided m this lorm = eorred.
Date and signature of the contact persons:
I, Annexes;

(Indode all certificates)

Figure 12: Form for the Submission of a citizens' initiative to the Commission (1 p. L 65/22 Annex VII)

Step 7
The citizens’ initiative will be examined by the Commission, which should take further steps

such as:

- ,.publish the citizens’ initiative without delay in the register;* (1 p. L 65/7 Article
10(2))

- ,.receive the organisers at an appropriate level to allow them to explain in detail the
matters raised by the citizens’ initiative;* (1 p. L 65/7 Article 10(1))

- Give an opportunity to organizers to present their initiative at a public hearing in the
European parliament where “The Commission and the European Parliament shall
ensure that this hearing is organised at the European Parliament, if appropriate
together with such other institutions and bodies of the Union as may wish to
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participate, and that the Commission is represented at an appropriate level.** (1 p. (L
65/7 Article 11)

- ,,within three months, set out in a communication its legal and political conclusions
on the citizens’ initiative, theaction it intends to take, if any, and its reasons for taking
or not taking that action.” (1 p. L 65/7 Article 10(1))

The procedure pointed out in the third statement, has to become public and the organizers as
well as the European Parliament and the Council need to be notified (1 p. L 65/7 Article
10(2)). In some cases the response may demonstrate the preliminary opinion of the
Commission which may imply further studies for a final decision (2 p. 26). A list of initiatives
which were submitted and viewed by the Commission can be found on the homepage of the

European Citizens’ Initiative (9).

Step 8
The Commission may decide to carry on the initiative by launching a legislative proposal. In

this case the legislative procedure begins when the proposal is submitted to the European
Parliament and the Council or only the Council. To become a law the initiative needs to be
adopted first (2 p. 26).

Handling of personal data

All parties, organizers of the initiative and the competent authorities of the European
countries have to comply with the current legislation (Directive 95/46/EC) on protection of
personal data. They control the data during the initiative activity (1 p. L 65/7 Article 12(1))
and need to ensure that the collected data will be not used for any other purpose than the
indicated support of the initiative (1 p. L 65/7 Article 12(3)). The organisers “may be required
to notify the data protection authority(ies) in the EU country(ies) where the data will be
processed (2 p. 12) . A list of data protection authorities can be found on the homepage of the
Commission (10).

The data has to be destroyed by the organisers 18 months after the registration of the proposed
initiative or one month after the submission of the initiative to the Commission (Step 6) (1 p.
L 65/7 Article 12(3)). As specified they need to implement “appropriate technical and
organisational measures to protect personal data against accidental or unlawful destruction

or accidental loss, alteration, unauthorised disclosure or access, in particular where the
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processing involves the transmission of data over a network, and against all other unlawful
forms of processing.” (1 p. L 65/7 Article 12(3)).

The competent authorities should not use the data of signatories for other purposes and need
to destroy it one month after issuing the certificate to the organisers (Step 7) (1 p. L 65/7
Article 12(4)). Legal or administrative proceedings regarding the proposed initiative could
cause a delay. In this case the data needs to be deleted “at the latest one week after the date of

conclusion of the said proceedings by a final decision.” (1 p. L 65/7 Article 12(5)).
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3. Online Collection Software

3.1. Installation of Online Collection Software

Requirements for the installation of the software (11 p. Annex I):

e J2EE5 compliant application server

e Relational database, SQL 99 compliant
e File system

e Javal5JDK

The system requirements (hardware and software) of the host environment depend on the
selected application server and relational database used for the installation. It is recommended
to check the system requirements before installing the software as misleading errors could
hinder the installation procedure. Furthermore, the file system should support the
recommended storage capacity of 10 GB for the collected data (11). The software, analyzed in

this research, was installed on the computer that runs Windows 7 Professional

3.1.1. Download of software components

At first, all the components of the software need to be downloaded from the software
provider’s website. Figure 13 illustrates the downloadable software components for the
installation.

Submitted by Cristian DOEEE on December 22, 2011
Rating: 05 (hased on 0 votes) | 596 reads

ocs 1.0.0
Compenent: eci-ocs-v1.0.0

Download Size mid5 hash

oct-app-gerver-scripts. zip™ 586 KB 2e5c52dad/e3157d330e55d1 c83d4d9%6

oct-db-oracle. zip = 53 kKB 3::5eeS?c;BQtlh4369d4.74d6d2a8432152
cldbmycizie  ABIKE  ThSTARGETHETA GRS
oct-crypto-wind2. zip = 1292 MEB  eelc3cl1252eda3dbb2ad a7 4db32310
oet-crypto-linus. zip 1292 MB  572b1220b173dd3d18314035c4fd13%¢
eciocsvl.0.0. ear  zipE 2117 MB 97 af2c5B0211 ce21 boBd55 2414897 49

Figure 13: Download of the software (12)
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3.1.2. Installation of database

To install and run the software a database either Oracle Database 11g or MySQL has to be
installed on the host system (11). MySQL is an open source database and can be downloaded
for free. Oracle Database 11g is a commercial database but there is a light version called
Oracle Database 11g Express Edition which can be downloaded for free and is sufficient for

the purpose of using the software.

In this work MySQL database was installed. There are different versions of MySQL, in order
to guarantee the compatibility, version 5.5 or above is needed to run the software (11). In this

work was used version 5.5.16 (Figure 14).

E\ MySQL 5.5.16 ® Download (31.11 MB)

Dafe adced: Sapimber, 165 2071 - (Open Soukce)
106 Safe Software

[=| Features (=]l Screenshots i Change Leg & O1d Versions
Latest version: MyS0L 5.5.20 Ant!-S_pw-fare
Anti-virus
Reguirements: windows 9/ 2000/ 2P /2003 4 Vista S Windows 7 Benchrmarking
futhor § product: Oracle £ MysgQL Browsers and Pluging
G0 and DVD Toaols
File size f license: 3111 MBS Open Source

Cleaning and Tyweaking
0ld versions: LSiIect_a\i-’Er_ngn_ | Compression and Backup
Deskiop Enhancemerits
Developer Tools

Drvivers

MySOL is an open source RDBMS (Relational Database Management Systems),

Figure 14: Download MySQL 5.5.16 (13)

The downloaded installation file was executed according to the installation instructions.
Specific configurations that were chosen during the installation procedure are listed below.
The first configuration is the setup type. Since only most common features are needed, the

setup type was chosen Typical as shown in Figure 15, step 1.

The next configuration step was the server configuration which was selected as standard as
shown in step 2. Then bin directory of MySQL was set in Windows path in order to call the
server easily from the command line — that’s step 3, shown in Figure 15. The final step in the

configuration procedure was to create a protected login for the database user.
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1) MySOL Server 5.5 Setup m* e

Choose Setup Type
Choose the setup type that best suits your needs

Installs the mosi#Bmmon program features, Recommended for most users.

Allows users to choose which program features will be installed and where
they will be installed. Recommended for advanced users,

Complete
All program features will be installed. Reguires the most disk space.

ot

MySQL Server Instance Configuration Wizard H

MySQL Server Instance Configuration
Configure the MySQL Server 5.5 server instance,

Please select a configuration type.

| " Detailed Configuration

Choaose this configuration type to create the optimal server
L setup for this machine.

Use this only on gfachines that do not already have a MySQL
sepver installz#@n. This will use a general purpose configuration
erver that can be tuned manually.

< Back | Mext = I Cancel l

MySQL Server Instance Conﬁguratfun Wizard I 2 I
Bl

MySQL Server Instance Configuration

Configure the MySQL Server 5.5 server instance,

Please set the Windows options.

¥ Install As Windows Service

This is the recommended way to run the MySQL
server on Windows,

Service Name: IMysoL] -

¥ Launch the MysSQL Server automatically

——
(ﬂdﬂdﬂﬂiﬂ Directory in Windows PATH

Check this option to include the dir§ctory containing
the server / client executables in Windows PATH
variable so they can be cal m the command line,

= Back l Mext = Cancel
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MySQL Server Instance Configuration Wizard @

MySQL Server Instance Configuration

Configure the MySQL Server 5.5 server instance,

Modify Security Settings

l MNew root password: I Enter the ro%t password,
[rogt § ;

Confirm:

[T Create An Anonymous Account

This option will create an anonymous account on this server,
Please note that this can lead to an insecure system.

< Back ‘ Mewts I Cancel

=

Figure 15: MySQL server configuration procedure

3.1.3. Preparation of the database

After the installation of MySQL database there are some steps that need to be taken in order
to use the Online Collection Software. First of all, MySQL monitor has to be started, which
can be done in the command line by typing mysgl or through Windows Start directly (Start >
All Programs - MySQL - MySQL Command Line Client). After the start a login window

appears and the password that was set in step 4 (Figure 15) has to be entered (Figure 16).

v~ MySQL 5.5 Command Line Client

Enter password: s

elcome to the MySQL monitor. GCommands end with ; or “g.
our MySQL connection id is 2

erver version: 5.5.16 MySQL Community Serwver (GPLY

'upyl‘ight (c) 2ABA. 2611, Oracle andsor its affiliates. All rights reserved.

l0racle is a registered trademark of Oracle Corporation andsor its
affiliates. Other names may be trademarks of their respective

Type *help;’ or *“h' for help. Type *“c’ to clear the cuprrent input statement.

Figure 16: Start of MySQL monitor

The downloaded component oct-db-mysqgl.zip in Figure 13 includes a SQL script named oct-

mysgl-schema-create.sql which has to be executed in order to create some software relevant
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tables on the database (11). In order to execute the SQL script, first, a database needs to be
created which can be done through create database command. In Figure 17 a database named
test was created and then shown through the command show databases. Furthermore, after the
creation of the database, the command use ““name of database” ensures that the database is
selected. For the execution of the SQL script the command source “path of the script™ is
used. In this case the SQL script was extracted to the C: drive of the computer and the name
was changed to schemacreate.sql. It should be mentioned that wrong SQL commands can be
corrected using \c on the command line.

ysgl? create database test;
Query 0K, 1 row affected C(A.A7 zeck

vegl> show databases;

information_schema
mysgl
performance_schema

rows in set (B.BA sec?
mysgl> use test;
Databhaze changed

ysgl» source c:sschemacreate.sgls
Query 0K, B rows affected (B.86 sech
Query 0K, B rows affected (B.81 szeck
Guery 0K, B rows affected (B.88 zeck

Juery 0K, B rows affected (B.84 zeck

Figure 17: Execution of the SQL script

While using the software, personal data of signatories will be collected and saved in the
system. In a further step this data has to be exported to the file system on the computer. As
mentioned at the beginning of this chapter, the file system has to provide a recommended
capacity of 10 GB. In order to export the data on the file system, a path for the storage needs
to be defined and inserted into the column FILE_STORE of the table oct_system_prefs which
was created by the SQL script and holds only one row (11). The path for the storage of data in
the file system was chosen as D:/eci/storage/. The path will be set by the update command as

shown in Figure 18.

mysql> update-uct_system_prefs zet FILE_STORE='D: ecisstorages’ ;
Query 0K, B rows affected <H.73 sec?

Rows matched: 1 Changed: B Warnings=: @

Figure 18: Initialisation of data storage
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3.1.4. Setup of system security

For security reasons the system needs to be protected. This protection is necessary for the
collected data of signatories as well as for the authentication process (administrator login). In
order to ensure the security of the system, a Cryptography Tool written in Java is provided in
the downloaded component oct-crypto-win32.zip (Figure 13). It is located in the bin folder in
the zip file and called launcher. The crypto tool can be started by unpacking oct-crypto-
win32.zip and executing the launcher file (11).

Figure 19 shows the start window of the Cryptography Tool. For the first use the tool

provides security keys (public and private) and a feature to hash password.

Hash password U8 Froceed
Decrypt exported data ' FProceed |

Cloze

Figure 19: Start window of cryptography tool

The key generation can be done by selecting Menu->Initialize. After the selection a window
opens and the button (Re-) Initialize has to be clicked (Figure 20, step 1). The tool first
demands a master password, which will be used for the next login of Crypto Tool and also for
the login to the interfaces (administrator and public) once the system is set up. It is important

not to forget the password, as there is no possibility to reset it (11).

After the confirmation of master password the tool generates a public key and a hashed
password (step 2). It also generates inside the data folder in the directory of the unpacked
Cryptography Tool, the encrypted private key, the file for decrypting it and the hashed
password (Figure 21). It is recommended to back-up the data directory, as in case of
mistakenly deleting the Cryptography Tool, the tool can be installed again with the same

master password by copying the back-up files into the new data folder again (11).
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(Re-) Initialize

Generated logs

MNOTE: This is the r.:uassiunr_d that will be usedfor crypto tool start-up

Pasgword: l"""""‘""‘"’

Caonfirm

Hashed pas sward

Close

Figure 20: Initialization of crypto tool

§ Crypto initialization

{Re-1Initialize

Generated logs

Successfully initialized. Please copy the Public Key in the
Cnline Collection System.

Pulilic Key.

308201 22300d06092a864886f70d010101050003820 K
10f00308201 02028201 0100d4ae5dhBassdS6relhida
26d2d5645h 2 ahbcalhBe 24fAf7h 2490087 266520038
3cchar4ed2T9e3aer7731ec40543 206241 afl aBedd 36
136 5a656M3h0eel 1abfBBiTeTel a9784650712232d8
c2cefd26d695e2h0f3f2dB4ccald3b4add P 2cEiE 07 eed 2f
f2fd7desecdd729h24de64fe7Bdd04930basaelbedat
ecThac2l 29ed44eatbdihdh 2891 281320f0ac2ehBabff
226728650844 0hcA0dTETdE11e26de5106132841d7
1184305¢cd8chBbaaalddaleesdaet6033edhchal7led [y

Hashed password

97349662054 2efhelaf2e 14123504 37 c99fc 054029804 Det

CIE:?

o e o B ==
DATA(D:) » eci » DCS » oct-coypto » data
ek aufnehmen = Freigeben fiir = Brennen Meuer Ordner
Marme Enderungsdatum Typ Grofie
| 2] crypto 09.02.201 2 18:54 KEY-Datei 2KB
| 2] erypto 09.,02.2012 18:54 SALT-Dater 1KB
| &) oct 09.02.2012 18:54 KEY-Datei 1KE

Figure 21: Keys and hashed password provided by the crypto tool

The next step is to insert the value of the public key shown in Figure 20, step 2, into the
column publicKey of the single row of the table oct_system_prefs (11). This again can be
done by the SQL command update oct_system_prefs set PUBLICKEY="Public Key value’;.
Furthermore the initial administrator account needs to be set up by inserting one row into the
table oct_account with values for login (account name and hashed password). The SQL

command is the following insert into oct_account (username, passHash) values (‘username’,

"Hashed password value’);. The detailed progress is illustrated in Figure 22.

30




. My5QL 5.5 Command Line Client
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Figure 22: Initialization of admin account and public key

To change the password for the administrator login the cryptography tool should be started
again (login with master password) and then to Menu -> Hash password (11). The new
password needs to be inserted and by clicking on Hash password button, the system generates
automatically a new hashed password. The procedure is illustrated in Figure 23 . Finally the
new hashed password needs to be updated into the oct_account table by the command update

oct_account set passHash="new value of the hashed password’;

nto O e Toa , Hash password
Passwird:
% . ) % poues
Please enter the Crypto Tool password = "W | Proceed
y —_—y Hashed password
Fanciibd: ! i Decrypt exported data | 5330411 h2h0ha2 21 Sd6e1 5hOM0A0E
Confirm | | Exit Hash password
| Close | Close &J

Figure 23: Change administrator password for login

3.1.5. Installation of application server

The online collection software needs to be deployed on an application server. Any server that
is compliant with Java Enterprise Edition (JEE) version 5 and provides services such as
Enterprise Java Beans 3.0, Servlet 2.5, JMS and Java Persistence API 2.0 can be used for this
purpose (11). After the installation of the preferred application server, some JEE resources
need to be created. The detailed list of the resources can be found in the user manual of the

Online Collection Software (11). The developers of the Online Collection Software also

31



provide scripts for the Oracle Weblogic Application Server and GlassFish Server in order to
facilitate the creation of JEE resources (11).

In this work GlassFish Server was preferred as it is an open source application server. The
version of GlassFish Server has to be 3.1.1 or above (11). System requirements for the use of
GlassFish Server are specified in release notes (14). The use of GlassFish Server requires
installation of Java Development Kit (JDK) on the computer (14 p. 15). If JDK is not installed
on the computer the latest version can be downloaded from Oracle’s website as shown in
Figure 24.

Here are the Java S5E downloads in detail:

Java Platform, Standard Edition

Java SE Tu3d JDK JRE
This release includes security fixes. Learn more #

"What Java Do | Need?" You must have a copy of the
JRE (Java Runtime Environment) on your systemtorun | JOK 7 Docs JRE 7 Docs
Java applications and applets. To develop Java

* Installation * Installation
applications and applets, you need the JDK (Java inSEcars instrcions
Development Kit), which includes the JRE.

* RBeadie * ReadMe

* ReleaseMotes * ReleaseMotes

* Oracle * Oracle

License License
* lava 8E * Java SE
Products Products
* Third Party * Third Party
Licenses Licenses
* Cetified * Cedified
System System

Configurations Configurations

Figure 24: Download of Java Development Kit (15)

After the installation of JDK was successful, it is necessary to customise the environment
variables of the operating system for the proper use of JDK (14 p. 17). Figure 25 illustrates
the procedure step by step. Environment variables of Windows 7 can be found in System
Properties. System Properties can be reached through Start->Control Panel->System-
>Advanced system settings->Environment Variables. First, a new system variable named
JAVA_HOME with the value of the home directory of JDK installation needs to be created (14
p. 18). Then the path to the bin archive in JDK home directory has to be edited into the system
variable Path. Finally the changes have to be saved by clicking OK button.
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System Properties | 29

Environment Variables

Computer W Hardware | Advanced | 5 Protecti
HIEEE EImEI = | Ve | ieacin I F{Bmot&| User variables for XATA
You must be logged on as an Administrator to make most of these changes. Variable Value
Performance TEMP 94 /SERPROFT E%\AppDatal acal\Temp
Visual effects, processor scheduling, memory usage, and virtual memaorny T™P %USERPROFILE%:\AppData'Local iTemp
User Profiles Mew | [ Edit., | [ Delete
Desktop settings related to your logon
System variables
Variahle Value e
0s Windows_NT | :‘
Startup and Recovery ( Path Ciloracexe\applorade\producti11.2.0\...
System startup, system failure, and debugging information PATHEXT OM; EXE;.BAT; CMD;, VBS; VBE:. 355 ..
PROCESSOR_A... xB6 \ A =
[ Setings... | ——
1 ] 2 New... g Edit... > Delete
Environment Variables... :’
L [ con |
ok ] [Lcned ][ oo A
L / -
r - R . —
Edit System Variable 3 &~ S| kit system varisble 5 e
Varisble name: JAVA_HOME Variable name: Path
\ 4

Variable value: C:'\Program Files\Javaljdk1,7.0_02

[_ Ok, l l Cancel

Variable value: sgram Files\JavaYjdk 1. 7.0_02%in;D: eci‘ala:

[ ok || cancel

Figure 25: Customisation of Environment Variables for the use of Java Development Kit on GlassFish Server

After the environment variables were customised, GlassFish Server can be downloaded as

shown in Figure 26. In order to deploy the application afterwards in GlassFish, Full Platform

of GlassFish Server is needed. They are two ways for installing GlassFish: one through

windows installer and the other through zip file. For this analysis Zip file was used as it needs

only to be unpacked on the computer in order to be installed (16 p. 26).

In order to facilitate the start of GlassFish Server, it is recommended to set the path to the bin

archive of the GlassFish installation directory (e.g. D:\eci\glassfish3\bin) by editing the Path

variable as shown before in Figure 25, step 4.



GlassFish Server Open Source Edition 3.1.1 Downloads

Confused? Mot sure which version to use? Try the simple ZIF archive ;
Unzip and go!
/
Distribution Windows [1] Size Linux!Uﬂ?xfhhcfAlX[Z] [4] Size |Zip archive [3] / Size
lassfish-3.1.1-windows.exe 53 |glassfish-3.1.1-unix.sh 53 ((alassfish-3.1. 1.2 78
GlassFish Senver 3.1.1| (g (EN) <.‘gE” P )

Open Source Edition glassfish-3.1.1-aix.sh 55 |glas ————t. 21D 87
Full Platform * glassfish-3.1.1-windows-ml.exe 61 |glassfish-3.1.1-unix-ml.sh 61 |glassfish-3.1.1-ml.zip a3
(multilingual) (multilingual) (multilingual)

glassfish-3.1.1-aix-ml.sh 65 |glassfish-3.1.1-aix-ml.zip 107
lassfish-3.1.1-web-windows.exe |32 |glassfish-3.1.1-web-unix.sh 32 |glassfish-3.1.1-web.zi 44
GlassFish Senver 3.1.1| (g (EN) N i
Open Source Edition glassfish-3.1.1-web-aix.sh 35 |glassfish-3.1.1-web-aix.zip |53
Web Profile * glassfish-3.1.1-web-windows-ml.exe|38 |alassfish-3.1.1-web-unix-ml.sh |35 |glassfish-3.1.1-web-ml.zip 56
(multilingual) (multilingual) (multilingual)
glassfish-3.1.1-web-aix-ml.sh |65 |glassfish-3.1.1-web-aiz-ml.zip|70
1]: GUI-based installer for Windows. Can be used in silent mode.
2]: GUI-baszed installer for Solaris, Linux, MacO5 X, and AI¥. Can be used in silent mode.
[3]: Platform-independent downlead file. Simply unzip and start default domaini.

[4]: The generic —unix archives will not wark on AIX, so make sure you get the —aix bits.
Required JDK Version
Installations require J0K G or JDK 7. The minimum and cerified versions required version are Oracle's JOK 1.6.0_26 and JDK 1.7.0. Check outthe Release Notes for more details.

Figure 26: Download of GlassFish Server 3.1.1 (17)

The next step is to establish a connection to MySQL database, so that a communication can
take place between the application server and the database (11). The connection will be
ensured by the JDBC MySQL Connector. The latest version 5.1.18 can be downloaded from
MySQL website as shown in Figure 27.

Generally Available (GA) Releases

Connector/] 5.1.18

Looking for previous GA

e
Select Platform: versions

Platform Independent E Select
Platform Independent (Architecture Independent), 5.1.18 3.7M
Compressed TAR Archive
[mysqgl-cennector-java-5.1.18tar.gz) MDS: e15235238877b58E28 7703530200726 | Signaturs
Platform Independent (Architecture Independent), ZIP 5248 3.9M
Archive
[mysgl-connector-java-5.1.18.zip MDS: #2351

a We suggest that you use the MDS checksums and GnuPG signatures to verify the integrity of the packages you download.

Figure 27: Download of JDBC MySQL Connector (18)

The downloaded zip archive includes a Jar file named mysql-connector-java-*“version”-bin,
which has to be copied into the lib folder located in the domain folder of GlassFish directory
(e.g. D:\eci\glassfish3\glassfish\domains\domain1\lib) (19).
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MySQL Connector zip file

docs
sre
=] build
| CHANGES

mysql-connector-java-5.1.18-binjar

e

_ README

D:\eci\glassfish3\gJassfish\domains\domain1\lib

MName . Anderungsdatum Typ Grofie
applibs
classes
databases teio
ext \\/ Dateiordne
=] mysgl-connector-java-5.1.18-bin.jar Executable lar File T2 KB

Figure 28: Adding JDBC driver to GlassFish Server

3.1.6. Initialisation of application server and deployment of the application

The database has to be started in order to be accessible by the application. It can be started by
entering the command mysqld --console in the command line in Windows as shown in Figure

29 or through the start of MySQL Command Line as already shown in Figure 16 (20).

C:islUzers“BATA>mysgld —console

20317 22:51:57 [MNotel Plugin ‘FEDERATED' iz disabled.

20317 22:51:57 InnoDB: The InnoDB memory heap iz disabled

20317 22:51:57 InnoDB: Mutexes and »w_locks use UWindows intewvlocked functions

2317 22:51:57 InnoDB: Compressed tables use =z1libh 1.2.3

InnoDB: Initializing buffer pool. size = 47_.0M

InnoDB: Completed initialization of buffer pool

20317 22:51:57 InnoDB: highest supported file format is Barracuda.

nnoDB: The log sequence numbher in ibdata files does not match

nnoDB: the log sequence number in the ib_logfiles?t

2m317°7 22:51:57 InnoDB: Database wasz not shut down normallyt

ilnnoDB: Starting crash recovery.

I InnoDB: Reading tablespace information from the _ibhd files...

iInnoDB: Restoring possible half-written data pages from the doublewrite
nnoDB: buffer...

2M317 22:51:57 InnoDB: Waiting for the background threads to staprt

120317 22:5%1:58 InnoDB: 1.1.8 started; log seguence number 1778727

20317 22:51:58 [Motel Event Scheduler: Loaded @ ewvents

120317 22:51:58 [Motel mysgld: ready for connections.

Uersion: '5.5.16" socket: *' port: 3306 MySQL Community Server (GPL>

Figure 29: Start of MySQL database

When the database is not needed anymore, it can be shut down anytime by the command

Mysqgladmin —u root —p shutdown, where the user has also to provide the database password

35



(20). GlassFish Server can be started through the command asadmin start-domain on

Windows command line illustrated in Figure 30 (21 p. 6).

W LR T LET ITTITTNN e L .

B C\Windows\system32icmd.exe |£‘ﬁ

C:sUzersslserrasadmin start—domain

Successfully started the domain : domainl

domain Location: D:isecivglassfishisglassfishhwdomainssdomainl

Log File: D:secisglassfishisglassfishhdomainssdomainislogssserver. log
Admin Port: 4848

Command start—domain executed successfully.

C:sUsersslser>

%

Figure 30: Start of GlassFish Server

The GlassFish server can anytime be stopped through the command asadmin stop-domain (21
p. 6). After the start of GlassFish server the admin page can be launched by typing the URL
http://localhost:4848 in the web browser (21 p. 7). Figure 31 shows the administrator page of

GlassFish server.

& C | ® localhost4848/common/index.sf it 8

E& Diese Seite ist auf ‘ Englisch vi Soll sie tibersetzt werden? | Ubersetzen | | Nein ‘ ‘ Optionen vi

“Home' ABout
User: admin Domain: domaint | Server: localost

GlassFish™ Server Open Source Edition
&

(=] common Tasks

@ Domain

Common Tasks

server (Admin Server)
58 Clusters
Standalone Instances
* @ Nodes
> O] Applications
s Lifecycle Modules
v Igp Resources
» & JoBC
> g3 Connectors
3 Resource Adapter Configs
> 3-_—? JMS Resources
[ JavaMail Sessions
> [ duDl
v [g% Configurations
» [Bd] default-config
* g3 server-config

(3 Update Tool

GlassFish News
Registration
GlassFish News

Support

Deployment

* Jointhe GlassFish Server commmmnity.

® Learn about GlassFish Server deployments.
* Get community support or production support.

Documentation
Quick Start Guide
Administration Guide
Application Development Guide

Application Deployment Guide

Stay Connected

S

Figure 31: Administrator page of GlassFish server



As mentioned before, some JEE resources for the application server need to be created. They
can simply be created by the script that is provided for GlassFish server in the downloaded
installation component project_oct-app-server-scripts of the Online Collection Software in
Figure 13. Two scripts are provided for GlassFish: one script for Oracle database and one for
MySQL database. The scripts are XML files which can be edited (e.g by Notepad).

In order to create the JEE resources, the script for MySQL needs to be loaded into the
GlassFish server. Before loading, the script needs to be customised by replacing the
placeholders $DB_USER, $DB_PASSWORD, $DB_HOST, $DB_PORT, $DB_NAME in the
file (11). Some of the values for the placeholders can be obtained by starting MySQL

Command Line Client and typing \s as shown in Figure 32.

L &
¥ MySQL 5.5 Command Line Client = B s

C:=sProgram FilessMySGQL~HMySGL Server 5.5%binmysgl.exe Ver 14.14 Distrib 5.5.21.
for Wintd C(xB6>

129

Current usep: root@localhost

ReL: Mot in use

Using delimiter: 5

Server version: 5.5.21 MySQL Community Server (GPL>
i8

Protocol version:
Connection: localhost via TCPAIP
Server characterset: latini
1)) characterset: latini
Client characterset: latini
Conn. characterset: latini
3386
4 days 6 hours 11 min 38 sec

: ? Questions: 1269 Slow gueries: B Opens: 33 Flush tables: 1 Open t
: B Queries per second avg: H.863

.

Figure 32: Status of MySQL database

The provided window provides information about the user name root, host localhost, port
3306. The name of the created database is test and the password is the same as the user’s login
password for the database. The obtained values need to be entered in the XML file and the file
needs to be saved (Figure 33).

37



-

<resources>
<!-— JDBC Datasource -->
<jdbc-connection-pool datasource-classngme="com.mybql. jdbc. jdbc2.optional.Mysglxapatasour
type= ]avax sql.xaDatasource” name="0ctldbfConnectionfool” transaction-isolation-Tlevel="read-
gl wER CUSTOMISE START BRR
<property name="user" wvalue="root" />
<property name="password"” value="Enter here DB password” />
<property name="ur1" value="jdbc:mysqgl://localhost:3306/test"” />
<l—— ®%% CUSTOMISE END ¥*%% —_x
<property name="characterencoding” value="utfg8" />
<property name="useUnicode” wvalue="true" /=

<!-— to check what we really need of this: -->
<property name="AllowLoadLocalInfile” value="true” />
<property name="AllowMultiqQueries"” value=' FaTse /=

~nrnnarty Aaomoa—"ATTrekanAandTef " valua_"Falca™

Figure 33: Customisation of MySQL database script used for the creation of JEE resources on GlassFish server

The customised XML file can be now loaded into the GlassFish server, this can be done in
Windows command line by entering the command asadmin —H ““GlassFish AdminHost” —p
“GlassFish AdminPort” -u “GlassFish AdminUser” add-resources “Location of the
customised XML file”. The default values in GlassFish for AdminHost, AdminPort and
AdminUser are localhost, 4848 and admin. Figure 34 illustrates the successful creation of

JEE resources.

C:slUsersslserrasadmin —H localhost —p 4848 —u admin add-resources D:iseci 0G5 BHL

: JDBC connection pool OctJdbcConnectionPool created successfully.
: JDBC rezource Jjdbcrsoct created successfully.
: Connector connection pool OctExportQueueConnectionFactory created.
: Connector resource OctExportQueuveConnectionFactory created.
: Administered object OctExportQueue created.
: Administered object OctExportDispatcherQueue created.
Command add-resources executed successfully.

C-Uzepsslzsepr> =

Figure 34: Execution of script for creation of JEE resources in GlassFish server

The added resources can be found left in section Resources on the admin page of GlassFish
server illustrated in Figure 35. Furthermore the connection to MySQL database can be tested

by “pinging” the JDBC Connection Pool OctJdbcConnectionPool.

After the resources were added and the ping succeeded, the ear file (application) provided in
the installation component project_eci-ocs-v1.0.0.ear_ in Figure 13 can be deployed (11).
Before deployment the persistence.xml file which is located in the directory lib\oct-
persistence-1.0.0.jar\META-INF\ of the ear file has to be altered. As shown in Figure 36 the
value <property name=""hibernate.dialect” value=""org.hibernate.dialect.Oracle10gDialect”
/> cited in the file which is originally set for Oracle database has to be changed to <property
name="hibernate.dialect” value=""org.hibernate.dialect. MySQLDialect”” /> since MySQL

database will be used and the modified file has to be saved (22).
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User: admin Role: domain1  Server: localhost

GlassFish™ Server Open Source Edition

Total # of available updates - 46

Tree :
| General ‘ Advanced ‘ Additional Properties

& Lifecycle Modules [
v [ Resources 0 Ping Succeeded
v [g JoBC
v [ JDBC Resources Edit JDBC Conngction Pool

[&] jdbe/__TimerPool — 1 Modify an existing JOBC gfnne®on pool. A JDBC connection pool is a group of reusable conne
=
[&) jdbcloct
v JDBC Connection Poals General Settings
Pool Name: OctJdbcConnectionPool
& _TimerPool Resms Tree: |javax sql XADataSource [=]
v & Connectors Must be specified if the datascurce class implements more than 1
v [[@ Connector Resources / Datasource Classname: | com.mysql.jdbe. jdbc2.optional. Mysql¥ADataSource |
& OctExportQueueConnectionFactory Vendor-specific classname that implements the DataSource and/t
v Connector Connection Pools Driver Classname: |
& OctExportQueueConnectionFactory  — .Vendclr—speciﬁc classname that implements the java.sgl Driver inte
v Admin Object Resources Ping: [7] Enabled
(£ OctExportDispatcherQueue When enabled, the pool 1s pinged during creation or reconfiguratiol
i OctExportQueue Description: |

Figure 35: Added resources on GlassFish server

<class>eu. europa.ec.eci.oct.entities.signature. signature</class>
<class>eu. europa. ec. eci.oct. entities. CountryProperty</class>
<class>eu.europa.ec.eci.oct.entities.Property</class>

<class>eu. europa, ec. eci.oct. entities. PropertyGroup</class>
<Class»eu. europa.ec.eci.oct.entities.rules. RuleParameter</class>
<class»eu. europa. ec.eci.oct.entities.rules.validationRule</class>

<shared-cache-mode>NONE</shar ed-cache-mode>
<validation-mode>NONE<,/validation-mode>
<properties>

<!-- MysQL variant start --=

%)‘w bernate.dialect” value="org.hibernate.dialect.MysqLDialect” /——
<l-- MysQL varial end ——

operty name="hibernate.dialect” value="org.hibernate.dialect.oraclelOgbpialect’
—u i
-

<property name="hibernate.show_sgl" value="false’
<property name="hibernate.connection.release_mode" value="auto" />
<property name="hibernate.current_session_context_class”
value="jta" /=
<property name="hibernate.transaction.flush_before_completion"” value="true"

>
<property name="hibernate.transaction. auto_close_session”
value="true" />
<property name="hibernate.order_updates"” value="true" />
snrnnarty name="hihernate nenerate statistirs”" wvalune="trua" /~

Figure 36: Customization of Persistence.xml file for MySQL database

For the deployment, the section Applications on the admin page will be used. The ear file will
be selected through Browse button and through OK button, the application will be deployed
(Figure 37).
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User: admin Reole: domain1 = Server: locathost

GlassFish™ Server Open Source Edition

otal # of available updat

Tree

Deploy Applications or Modules

Specify the location of the application or module to deploy. An application can be in a packaged fie or specified as a directory,

Common Tasks w

0 Domain

semver (Admin Server)

Clusters

E| Standalone Instances
> [ Nodes

(, Local Packaged File or Directory That Is Accessible from GlassFish Server

[ Il Browse Flies.. | | Browss Folders... |

a7s Lifecycle Modules
¥ g Resources

| #*
T
v [g Josc =]
v JDBC Resources 4
[ jdbc/_TimerPaol Application Name: * [eciocsvi00
B igbcl. defankt Virtual Servers: -
[ idbeloct

server

v JDBC Connection Pools

=4 MarkiBnnl

Figure 37: Deployment of application
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3.2. Analysis of Online Collection Software

3.2.1. Main features

The software possesses of two user interfaces (11):
e One for the administrator

e One for the collection of public signatories

The administrator interface allows the organizer of the initiative to manage the system and the

public interface to collect signatories.

Furthermore the system provides two different modes:
e Offline Mode
e Online Mode

In Offline Mode the organizer has the ability to configure and test the software prior to its
start of the collection activity. After the set up procedure the system needs to be configured
into Online Mode in order to start with the campaign. The important aspect here is that once
the system was set up for Online Mode, for the organizer it is impossible to reconfigure the
system to Offline Mode (11).

Each of the features mentioned above and the general functionality of the software will be

analysed more in detail in the following chapter.

3.2.2. Launch of interfaces

After successful deployment of the application, the interfaces can be launched by clicking on
the application name. The software consists of two interfaces, one for the administrator and
one for the public. Each page can be launched by clicking on the Launch button. After the
click two web application links appear, each of them can be chosen in order to launch the
login page. The difference between the links lies in the type of the protocol, one protocol is
http the other https, which stands for secure http and should provide a more secure connection

than the usual http. The procedure is illustrated in Figure 38.
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Applications

Applications can be enterprise or web applications, of various kinds of modules. Restart an application or module by clicking an
the reload link, thig action will apply only to the targets that the application or module is enabled on,

Deployed Applications (1)

[E_?J LE_J | Undeploy | | Enable| | Disable | | Filter: '__ :
|.Name | Enabled | Engines |Ac1i0n
h@—ocs—\ﬂ 0.00rc > v gar, weh, ejb | Redeploy | Reload
1

Modules.and Components [17)

Module Name + | Engines 4 | Component Name 4 | Twpe 4 | Action |
oot-business. jar [ejb] e | |
oct-business. jar ExportWWorkerDB MessagelrivenBean |
oct-business. jar Signaturesericelmpl StatelessSessionBean |
oct-business. jar InitiativeServiceBean StatelessSessionBean |
oct-business jar | ExponterSenicelmpl | StatelessSessionBean |
oct-business jar ExpontDispatcheforkeriDEB MessagelrivenBaan |
oct-business. jar SystemhanagerBean StatelessSessionBean [
oct-dataaccess jar [eib] | swmwey | |
oct-datagccess jar DACBean StatelessSessionBean |
T ey pees
oct-web-adrin.war | default Senvdet |
oct-web-admin war jsp Sendet 2 [
oct-web-gdmin.war spring Sendet |
foeb) [— [
oct-web-public war default Senvlet |
oct-web-public. war isp Sendet i
oct-web-public.war spring Sendet |

Web Application Links

I the server ar listener iz not running, the-link may not wveork. Inthis event, check the status ofthe sepver instance, After launching the web spplic

Application Hame: eci-ocz-v1.0.00rc

Links: [server] bt dfoezo B0S00ct-web-admin

[zerver] hitps: foezo 8181 oct-web-adm)

Figure 38: Launch of interfaces

3.2.3. Overview of administrator interface

On the page of the administrator, the organizer can manage the system. In this chapter the

features of the admin page will be discussed in detail.
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After clicking on the Launch button for the admin page the login page appears. In this page,
account specific information such as username and password, needs to be inserted. The
username is the name which was inserted into the oct_account table in Figure 22 and the
password — if it was not changed (Figure 23) - is the same password which is used for the
Cryptography Tool. The next step is the start of the Cryptography Tool (execution of the
launcher file in bin folder of the Cryptography Tool installation directory), copy the displayed
hexadecimal character on the login page into the Cryptography Tool and decrypt it by
clicking on the Decrypt button. The decrypted hexadecimal code needs to be copied into the
result field on the login page (11). Finally by clicking on the Login button, the page can be
accessed. The whole procedure is illustrated in Figure 39.

) e i ; ;
) 4 European Citizens’ Initiative - Online Collection System

English (en)

Username |oezo
Pazssword | sesunans

Please use your private key to (o862 7dbfd49235c4fei42ctlebli2el2 70 ediadehalcIc0575ae9eEhE03 73 A
decrypt [offline] the sample text 47e7{8beabdddfedelaldef2OV00£641800d9f14d£78851918d3460655eeh
below and then paste the result 3laccflShialfidchelaadflfacifleadhelofie374d7a7bie881deifelele =

into the result field, 17cc87463eibel016238481d7fc43d0266e627120bae7395cc9014a098 468
1004814338 425543de7fd6a9589a3578 fecadbdb0f6c72a3 6el6bZ80cha32 1
716ead7dShi40baa518d4c01e1989e8a14054b0bfadd608070b 78 celeffelbn v
167hf960af0c7al873calildbei3f4db7522166d% 252 672}31:#5 6304075120

Result 073355b0-c84b-4a5d-9a6d-0eb2389818 3dl /
4

A

3 . Crypto Offline Tool l;[ E[ » Decrypt login challenge

Menu 1
c8627dbfd49235¢c4fe542c40eb152e22791 cd2adebadcdc0575ae9e6

l b6837347e7Bbeab2dd8bg4c1aldc62970964189cd 9 4df78851 918

S— d8460655eeb31accl05b243596be0aadf1 fac2f cadbe8ar2c374d7ar
Decrypt exported data Proceed ] b26881dc2fe8es5e17cc87463e2be1016238481d71c43d0266e62712
Obae7395cc9014a098c46p100481d33e8425543de71d6a9589a3578
fecadhdh0M6c72a36e06b2B3ch332716ead7d9b04%haas18d4c91 e

Please insert here the login

Decrypt login challenge

" Close_ 99e8a14954b9hfa436089F 0b78ceS5ciic06c167b@60allc7a1873cal
23dbc23f4db7522166d9bf5267 2bbas630d075120460c8546628910
£25¢336cc01e7dddd58b0E4r35783ai7db5bhb5d1 a593aac21 hdabe
20128210

i3 ‘ i
4 3 \\ Decrypt
Challenge response

|0?3359b0—cE4b-4a§d@a56—99b233931 83d |

Close I

Figure 39: Login procedure of the admin interface
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The admin page shown in Figure 40 provides features such as language option (section 1),
Initiative Setup, Monitor and Export, and System Status (section 2). Each of them will be

discussed in detail.

‘English (en)

x European Citizens’ Initiative - Online Collection Sys,
Grarapckur (ba)

:
Cesdtina (cs)

’ Dansk (da)
Deutsch (de)

eesti (et)

Edhnvikd (el

/1 Home 2

" Initiative Setup Welcorme to your online collection system administration interface.
e

i . espafiol (es)
L Monitor and Export This interface allows you to: Francais (fr]
- B . Gaeilge (ga)
> System Status ( Initiative Setup ( Monitar and Expart (‘system Seatus| | 2120 (it}
\ ; ; ; F ; B Latviesu (v
configure wyour  online collection | monitor the collection of | change the sks lietuniy (it
4 Logout system  for your specific citizens' | statements of support submitted | the statemen magyar (nu)
initiative (Initiztive Setup), through the public interface of the  the public intelf pay (mt)

system and export the required data ON), upload th§ nMederlands (nl
for certification by the relevant  into online mod8ypolski (pl)

EXp

il

The system is currently in offline mode. In this mode, the public interface of the system is password-protecte
prevent public access. This mode therefore alloves ywou to prepare and test your system in view of its certification
to starting the collection.

In order to configure your system, you first need to provide the initial setup data [information on your citi
initiative) via the "lnitiative Setup" entry in the menu.

Once your system has been configured and certified, you may officially start collecting statements of support vig
public interface. For that, youwill need to go into online mode via the "System Status" entry in the menu.

Figure 40: Start-up window of the admin interface

Language setting
The language setting allows the user to change the display language of the user interface. All

official languages of the EU member countries are supported (23). Figure 41 shows the admin
interface after changing the language to Spanish, as an example. All language options were

tested to confirm the proper switch of the languages.

Initiative Setup

After clicking on the Initiative Setup button on the left side, the initiative setup page appears
(Figure 42). In this area the organizer is able to upload the proposed initiative into the
system. This information is needed in order to certify the system by a competent national

authority and also to be able to launch the system in Online Mode (11).
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)

Iniciativa Ciudadana Europea - Sistema de recogida web

e —

L Inicio

Configuracion de la
' dniciativa

Seguimiento v
exportacion

_: Estado del sistema

Modo sin conexion
Recogida ACTIVADA

Le damos la bienvenida a la interfaz de administracidn de su sistema de recogida web.

Estainterfaz le permite:

e
Configuracidn de la iniciativa
configurar su sistema de recogida
web para su iniciativa ciudadana
{Configuracicn de la intciativa),

¢ i s
Segmm!en:a Y EXEQTHCIOH

supervisar la recogida de las
declaraciones de apoyo presentadas
a través de la interfaz publica del

Estado del sistema
modificar el estado del sistema:

habilitar el formulario de dedaracion
de apoyo en la interfaz publica

“ Cerrar sesion sistema y exportar los datos @ (ACTIVAR la recogida), cargar el
requeridos a efectos de certificado y pasar al modo con
certificacion por las autoridades conexion (Eztado del sistemal.
nacionales competentes

(Secuimiento y exportacion),

El sistema esta en modo sin conexion. En este modo la interfaz publica del sistema esta protegida por contrasena para
impedir el acceso publico. Ello permite a los organizadores preparar y probar el sistema, al objeto de obtener su
certificacion antes de iniciar la recogida de dedaraciones.

Para configurar el sistema, primero se deben facilitar los datos de configuracion iniciales (informacion sobre la iniciativa
ciudadana) a traves de la opcion "Configuracion de lainiciativa" que aparece en el menu.

Figure 41: Change of display language of the admin interface

Offline mode
Collection OFF

L)

Please complete or upload the information on your citizens’ initiative below.

INITIATIVE SETUP

= |f you are requesting certification before registering your initiative in the European Commission’s website (“ECI
register”):

You do not have to complete al information straight away. However you will need to indicate the exact title of your
initiative prior to requesting certification of your system by the relevant national authority. This title should be exactly
the same as what you intend to register in the ECI register. Please also indicate the language in which you will be
registering the initiative.

Before goinginto online mode and starting to collect statements of support for your initiative online, all fields below will
have to correspond to the information registered in the ECI register. For that purpose you will need to upload the file
which will be available in your organiser account in the ECI register.

e |f you have already registered your initiative in the EC| register, please upload the file available in your organiser
2 3

Upload file )| Enter/Edit information manually »

account.

Title of your initiative
Subject matter

Description of its objectives

Figure 42: Initiative setup on the admin interface
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The software is set by default to be in Offline Mode (Figure 42, 1). Furthermore, the page has

two options to insert specific information on the initiative:

After the approval of the initiative by the European Commission, a XML file will be available
in the organizer’s account, which can be uploaded as shown in Figure 42, 2. This feature will
be also available in Online Mode, in order to be able to update provided information of the
initiative regularly (e.g. new language versions of the initiative, funding). However, once the

system is in Online Mode, the initiative cannot be altered anymore (11).

By entering the information manually, in case the initiative has not been confirmed yet
(Figure 42, 3), it is not necessary to fill in all required information. The exact title of the
initiative (the same that is used for registering the initiative) and the language in which the
initiative will be registered would be enough to certify the system by a competent national
authority. The feature for providing the info is only available in Offline Mode and can also be

used for test purposes (11).

Monitor and Export

In the Monitor and Export section the collected statements of support from the public
interface can be monitored, exported and deleted (Figure 43). This feature can be used both in
Online and Offline Mode (11).

Current signature distribution part (Figure 43, 1) of the page displays all allocated statements
of support categorized by country and they can be exported by clicking the Export all button
any time. Report by period and/or by country section (Figure 43, 2) allows the user to make
queries about collected data. The queries can be defined by country and/or by period of

signature date and can also be exported by clicking the Export button (11).

Specific statements of support can be deleted on request as shown in Figure 43, 3. For
deletion, the field Signature identifier is mandatory unlike Date of signature, which serves
only as additional information. If the statement of support is submitted successfully, the
signatory will get a notification with a signature identifier. Moreover, once the statement of
support is exported and decrypted, the signature identifier can also be found in the consequent
XML file (112).
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/ MONITOR AND EXPORT

|
L

Offline mode
Collection OFF

Through this page you can obtain figures relating to your signature collection and export the statements of support. You

can also locate and delete unwanted statements of support.

Current signature distribution (TEST)

Report by period and/or by country (TEST)

Statements of support collected between [ and

Result

Your initiative has received 0 statements of support in All countries so far.

Delete specific statements of support

Signature identifier *

E Stgnature identifier *

Signature identifier *

Figure 43: Monitor and Export section of admin interface

System Status

Total: 0

in  All countries

Date of signature
Date of signature

Date of signature

(o)

- Count »

i

System Status section supports two features. The main feature is that the system can be

switched to Online Mode here (Figure 44, 3) and the other characteristic is that the user can

decide whether the support form should appear in the public interface (Figure 44, 1).

In order to switch to Online Mode (11):

o the software needs to be certified by a competent national authority and the certificate

to be uploaded

e the XML File should also be uploaded into the system; it will be available after the

approval of the proposed initiative by the European Commission

The upload of the conformity certificate issued by the national authority can be seen in Figure

44, 2. As mentioned at the beginning of this chapter, once the system is in Online Mode, it is

not possible to go into Offline Mode again.

The appearance of the statement of support form in the public interface can be enabled and

disabled in Online- and Offline Mode. By disabling the feature, signatories will not have the

possibility to submit statements of support but the public interface will be still accessible. By
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default, the statement of the support form is enabled for the Online Mode and disabled for the

Offline Mode. In order to test some data in Offline Mode the statement of the support form
needs to be enabled (11).

e —
> SYSTEM STATUS

Collection {enable/disable the statement of support form)

You can enable or disable the statement of support form on the public interface using the ON/OFF buttons,
independently of the system mode.

) ON
@ OFF

Certificate E

Upload a copy of the certificate issued by the relevant national authority confirming the conformity of your system

with the Regulation on the citizens'initiative (Regulation (EU) No 211/2011). This is mandatary in order to go into
online mode.

I T [T

System mode E

Your system is currently in offline mode. To officially start collecting statements of support via the public interface
of the system, you need to go into online mode.

You can only go into online mode once your initiative setup has been finalised and your system has been certified
by the competent authority.

In online mode, the public interface of your system will be publicly available and citizens will be able to submit
statements of suppoert for your initiative.

[C] Go into online mode (IRREVERSIBLE)

Continue »

Figure 44: System status section on the admin interface
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3.2.4. Overview of public interface

The public interface can be launched as described in Figure 38 by clicking on the Launch link
of the module name oct-web-public.war. Figure 45, 1, illustrates the login page of the public
interface. The language of the interface can be changed anytime into another EU official
language as in the admin interface. In order to login, the same procedure as described in
Figure 39 needs to be run through. The public interface is protected during the Offline Mode,

once the system is in Online Mode, it can be accessed without login (11).

If the login was successful, the page as shown in Figure 45, 2 appears. It informs the user that
the system has not been configured yet. In order to configure the system, first initiative needs
to be entered into the system as illustrated in Figure 42. After the submission of the initiative,
the support form will be available in the public interface. This process will be discussed in

detail in the following section.

By clicking on View conformity certificate, the system informs the user that the certificate has
not been uploaded yet (Figure 45, 3). The option View privacy statement informs the user

about the processing of his/her personal data during the initiative (Figure 45, 4).

Online Collection System

W |

ﬂ Home r View conformity certificate . View privacy statement

Username

Password

Plaase use your private key to decrypt 016a8fd4e0cd5T788a7cd68ed9371614305aede8e8d10af24d9cfbb55
{offline) the sample text below and then 1164aSf407d2fcédbab2od0edsdeles12£2b£562302989492220a270
pasta the result into the result field, 3T7250245633067a11206341382d043304630a03a00b4df71d5b4398
9184ba9834436a930c51435b9ed70a80714E3fc0cdBEe10T7e2B861975
BE9Bd97bIE0cee4E5cd50b23d095097£2dfh72£09973cb978a5cca3a
eE5356L51bec338e81bble3ad29c304fe0c22cciT0306018041d06801
5766da53b80af8f4b7361289333d209deb0f025d444b958cadeTlebs
ebe227e43f3bacef3952cE831e4c0b5c4543dd1898600d03e6d92286
e715589740dfe37eSb3dad486efacibi4aTaalBcif0B8534T72ee231a5

dagd0773

Result
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x\% B Online Collection System

ﬂ Home r View conformity certificate ‘ View privacy statement

!

The cerificate files has not been uploaded yet!

English (en)

System not yet configured

4

}x\% E Online Collection System

ﬂ Home r ‘iew conformity certificate . View privacy statement

English (en) -

Privacy statement: in accordance with article 10 of Directive 95/46/EC of the European Parliament and of the Council of 24 October
1995 on the protection of individuals with regard to the processing of personal data and on the free movement of such data, the
personal data provided on this form will only be made available to the competent authorities for the purpose of verification and
certification of the number of valid statements of support received for this proposed citizens’ initiative (see Article 8 of Regulation
{EU) No 21172011 of the European Parliament and of the Council of 16 February 2011 on the citizens® initiative) and, if necessary,
further processed for the purpose of administrative or legal proceedings relating to this proposed citizen’s initiative (see Article 12 of
Regulation (EU) Mo 211/2011). The data may not be used for any other purpose. Data subjects are entitled to obtain access to their
personal data. all statements of support will be destroyed at the latest 18 months after the date of registration of the proposed
citizens' initiative, or, in the case of administrative or legal proceedings, at the latest one week after the date of conclusion of the
said proceedings.

Figure 45: Overview of the public interface

3.2.5. Input of data

Enabling the statement of support form in Offline Mode

In order to test the system in Offline Mode, an initiative has to be entered manually into the
system. The initiative can be entered manually in the Initiative Setup section in the admin
interface as already shown in Figure 42, 3, after clicking on Enter/Edit information manually.
As mentioned before in chapter 3.2.3., in order to set up an initiative in Offline Mode, it is not
mandatory to fill in all the required information, the title and the language of the initiative

would be enough to set it up.

The title of the initiative was setup as TEST, the language English and the initiative was saved
(Figure 46). The statement of support form in the public interface can now be enabled in the
System status section of the admin interface as already illustrated in Figure 44, 1. The

activation is shown in Figure 47.
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Title of your irril‘.iatg TEST >

Subject matter

Description of its objectives

Your website for this initiative

Registration languag

European Commission registration

number

Date of registration
LURL of your initiative on the European

Commission register

Names of organisers

Mames of contact persons

E-mail addresses of contact persons

Figure 46: Manual set up of an initiative

Collection {enable/disable the statement of support form)

‘You can enable or disable the statement of support form on the public interface using the OM/DFF buttons,

NOEPELESIEL,

ENABLE THE STATEMENT OF SUPPORT FORM ON THE PUBLIC
INTERFACE (COLLECTION ON)

By pressing the ‘Confirm' button below, the statement of support form on the
public interface of your system will be enabled allowing you to test the submission
of statements of support.

Figure 47: Activation of the statement of support form
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The proposed initiative appears now in the public interface as illustrated in Figure 48.

e TEST
)‘x Online Collection System

ﬂ Home r View conformity certificate . View privacy statement English (en) =

Proposed European Citizens' Initiative:
TEST

Subject matter:
Main objectives:

Information en this proposed initiative is
available in the following languages: English

European Commission registration number:
Date of registration:

‘Web address of this proposed initiative on
the European Commissicn register: Jen

Mames of organisers:
Mames of contact persons:
E-mail addresses of contact persons:

Website of this propesed citizens” initiative
{if any):

Te support a European Citizens' Initiative, you muskt be an EU citizen (naticnal of an EU member state) and be old encugh to votein
Europesan Parliament elections (18 except Austria where the voting age is 16).
For more information on the rules and conditions for the European Citizens' Initiative: htip:/ fec.europa.eu/citizens-initiative

'

Figure 48: Display of the proposed initiative

Statement of support form

In order to give a statement of support, the signatory has to click on the Support button on the
homepage of the public interface (Figure 48). In the statement of support form, illustrated in
Figure 49, two links can be found with information for the signatory. The first link provides
information on the necessary personal data depending on the selected country and the other,
on the sign up procedure. Besides, after selecting the country, the system provides an
information link to Annex Ill-Part C of the Regulation (EU) No 211/2011 on the citizens’

initiative.
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TEST
Online Collection System

English {en -

certificate ‘ View privacy statement

ﬁ Home r View conformi

Support the proposed European Citizens' Initiative:
TEST

Statement of support form
Please select your country, complete the required information and submit.

You should select the member state you come from. The data you will be asked to fill in will depend on the country you select.
The requirements for each country can be found here: http:/ /ec.europa.eu/citizens-initiative/files / requirements-en. pdf

For further information on signing up to a European Citizens’ Initiative go to:
http: / /www. ec. europa.eu/ citizens-initiative / public/ how-to-signup

Selected country Austria

In accordance with Annex 11l - Part C of Regulation (EU) No 211/2011 on the citizens' initiative, by selecting this country you

have to provide one of the following personal identification document numbers issued by Austria:

Document/Number type *
Number *

Full first names

=

Familv names

Personalausweis

AT12345677

Max

Meier

*

Date of birth (dd/mm/yyyy)
Place of birth

Mationality *

—Permanent residence

®

Address (street, number, other)

®

Postal code
City *
Country *

citizens' initiative.

I have read the privacy statement.

—Enter the characters you see in the picture-

-

| hereby certify that the information provided in this form is correct and that | have not already supported this proposed

12/02/1385

Vienna

Austrian

Exsuzgasse 2/7

1180

Vienna

Austria

25y4

Figure 49: Submission of a statement of support
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Submission of a statement of support

In order to test the public interface of the system a fictive statement of support was submitted
in Figure 49. Austria was selected as signatory’s country, ID card was chosen and some
fictive number was entered. Later, name, date of birth, place of birth, nationality and
residence of the signatory were filled in. Next, the signatory needs to confirm two statements:
that the provided information was correct and that he/she had not already supported the
proposed initiative, and he/she already read the privacy statement. Finally, a set of characters

displayed in the captcha needs to be typed in.

After the successful submission of the statement of support a confirmation window is to show
up with the information about the date of signature and signature identifier as illustrated in
Figure 50.

el TEST
)"x Online Collection System

ﬂ Home r View conformify certificate . View privacy staternent English (en) *

Thank you for supporting the proposed European Citizens’ Initiative: TEST

Your statement of support has been submitted successfully.

Date: 20/02/2012
Signature identifier: c4ab6525-8c67-410f-b154-4886c1415f65

Figure 50: Confirmation about the successful submission of statement of support

After the successful submission of the statement of support, it is not possible for the signatory
to sign up for the same initiative twice. If the signatory tries to sign up for the same initiative

again:

1. By entering the same data as shown in Figure 49, the system displays an error (Figure
51).

An error has occurred.

There was an error while dispatching your request. Please contact the system administrator. The error message was: 287909
We apologise for any inconvenience.

Figure 51: Error message if the signatory wants to sign up for the same initiative twice
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Different number of passport:

Field Value Comment
Successful submission of
Number AbB472846
statement of support
Second first name:
Field Value Comment
) Successful submission of
First name Max Miuller

statement of support

. Additional space between the first names:

Field Value Comment
_ Successful submission of
First name Max Mauller
statement of support
Second family name:
Field Value Comment
) ) Successful submission of
Family name Meier-Grass
statement of support
Different date of birth:
Field Value Comment
Date of birth Successful submission of
12.06.1964
(dd/mm/yyyy) statement of support
Different place of birth:
Field Value Comment

Place of birth

Graz, Austria

Successful submission of

statement of support

Different nationality:

Field

Value

Comment

Nationality

German

Successful submission of
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statement of support

9. Different address:

Field

Value

Comment

Address

Ldwen Gasse
8, 34

Successful submission of

statement of support

10. Different kind of ID document:

Field Value Comment
ID document Passport
Number 17634567 Successful submission of
statement of support
11. Different permanent residence:
Permanent residence
Field Value Comment
Address BachstralRe 11
Postal code 13629
City Berlin
Country Germany Successful submission of
statement of support
12. Different countries:
Field Value Comment
Selected country Austria
Place of birth Berlin
Nationality German
Permanent residence
Address Rue de
I'Imprimerie 12
Postal code 44220
City Couéron
Country France Successful submission of statement of
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support

If a signatory enters the same data for the second time, as illustrated above, the system
mistakenly submits this statement of support. Other cases where the signatory is able to
successfully submit a statement of support are:

e While having a dual citizenship

e or entering nationality and the permanent residence as two different countries,

e or using additional space, abbreviation etc.

As a result, there is a need for an appropriate data check. At least for the countries which
require ID personal/document number, the number should be checked for uniqueness.

For the test reason another statement of support was submitted. The next fictive signatory was
chosen from Italy (Figure 52). After the successful submission of the support form, the

confirmation window appeared again with the date and signature identifier (Figure 53).

-. Elll TEST
,’\x Online Collection System

ﬂ Home r View conformity certificate l View privacy statement English (en) hd

Support the proposed European Citizens' Initiative:
TEST

Statement of support form
Please select your country, complete the required information and submit.

You should select the member state you come from. The data you will be asked to fill in will depend on the country you select.

The requirements for each country can be found here: http://ec.europa. eu/citizens-initiative/files/requirements-en. pdf

For further information on signing up to a European Citizens' Initiative go to:
http: / /www.ec.europa.eu/citizens-initiative/public/ how-to-signup

Selected country Italy

In accordance with Annex Ill - Part C of Regulation (EU) Mo 211/2011 on the citizens' initiative, by selecting this country you
have to provide one of the following personal identification document numbers issued by Italy listed below.

Document/Number type * Carta di identita -
Number * 1123456

Issuing authority * Authorita ltaliana

Full first names * Mario
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%

Family names * Tozzi
Date of birth (dd/mm/yyyy) * 04/02/1975

Place of birth * Venice

Mationality * lalian -

Permanent residence -

*

Address (street, number, other) * Crossra 3

Postal code * 30121

City * Venice

Country * laly -
| hereby certify that the information provided in this form is correct and that | have not already supported this proposed
citizens' initiative.
| have read the privacy statement.

Enter the characters you see in the picture

* aubd

Figure 52: Submission of a second statement of support

| TEST
)x Online Collection System

1 Home r View conformity certificate . View privacy statement English (en) ~

Thank you for supporting the proposed European Citizens' Initiative: TEST

Your statement of support has been submitted successfully.

Date: 20/02/2012
Signature identifier: 11b3095b-21b5-4ee1-874a-8b4e94ff8fc7

Figure 53: Confirmation of successful submission of the second statement of support

Entering of a new initiative into the system:

It should be mentioned, if a new initiative is entered into the system, as shown in Figure 46,
all the collected statements of support will be deleted from the folder where the data is stored.
This action seems to be redundant in Offline Modus while the system is being tested. At least

it would be desirable that the system displays a notification before the data disappears.
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Input analysis

The table below analyses in detail the required fields for data in a statement of support form.

Field

Type

Comment

Selection of country

List of EU countries

It is possible to provide country specific

information:

e By selecting the county in the statement
of support form

e By selecting the nationality

e By selecting the country of the permanent
residence

Currently it is possible to select different

countries for each field. It would be

preferable, if the selected country in the

statement of support form would match the

selected nationality or the selected country of

residence.

Date of birth
(dd/mmlyyyy)

manual or calendar

The date format is being displayed correctly:

e Invalid date format or useless data is
recognized while providing a
corresponding error notification.

e |If a date of birth is entered manually,
there is a lack of automatic
transformation or sample of the date
format.

The minimum age to vote for the selected

country should be:

e Austria— 16,

e Other countries - 18.

If a signatory has an inappropriate age to

vote, the system displays the message

“invalid format”, without providing any error

explanation.
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Postal code manual Postal codes are not verified for correctness.

Any alpha numeric combination can be
ID personal/document

manual entered. Validation of the most known
number )
formats is not supported.
Captcha Captcha field is supported in order to prevent

automatic submission of a statement of
support. Unfortunately, there is no possibility
for the signatory to create a new combination
of characters in case of difficulties to
recognize them. Furthermore, there is no
audio playback of characters which is needed

for blind people.

Table 1: Field analyses of statement support form

It will be tried on purpose to submit a statement of support with unacceptable data of the
signatory (data which do not comply with the Regulation (EU) No 211/2011 on the citizens’

initiative).

First a German signatory was chosen who lives in Austria and has an Austrian nationality as
illustrated in Figure 54, 1. According to Annex lll-Part C of the Regulation (EU) No
211/2011 on the citizens’ initiative the signatory has to be a permanent resident in Germany
or — when residing outside the country — a German national. Consequently the statement of
support was submitted successfully although the system should not be able to submit it. The
same procedure was carried out for signatories from the United Kingdom and Belgium. By
selecting the United Kingdom, the signatory has to be a permanent resident of the UK. In
Figure 54, 2 the signatory lives in Austria and is able to submit a statement of support. The
same issue applies for Belgium. The signatory has to be a permanent resident of Belgium or,
when residing outside the country, a Belgian national. In Figure 54, 3 the signatory who
selected Belgium is an Austrian and lives in Austria. According to the findings it can be

assumed that the system does not check the conformity of data.
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TEST

L)
1
)x Online Collection System
ﬂ' Home r View conformity certificate . View privacy statement English (en s
Support the proposed European Citizens' Initiative:
TEST

Statement of support form
Please select your country, complete the required information and submit.

You should select the member state you come from. The data you will be asked to fill in will depend on the country you select.

The requirements for each country can be found here: http:/ /ec.europa.eu/citizens-initiative/files/requirements-en. pdf

For further information on signing up to a European Citizens' Initiative go to:
hittp: / /www. BC.europa. eu/citizens-initiative/ public/ how-to-signup

Selected country Germany

In accordance with Annex Il - Part € of Regulation (EU) Mo 211/2011 on the citizens initiative, by selecting this country you
must be a permanent resident in Germany or 3 German national residing outside Germany provided you have informed the
German authorities about your place of residenca.

®

Full first names * Emanuel

Family names * Schmid
Date of birth {dd/mm/yyyy) * 06/03/1956
Place of birth * Vienna

Nationality = Austrian -

Full first names * Emanuel

Family names * Schmid
Date of birth {dd/mm/yyyy) * 06/03/1956
Place of birth * Vienna

Mationality * Austrian -

| Permanent residence-

Address (street, number, other) * Kreuzgasse 6/5

Postal code * 1170

City * Vienna

Country * Austria -

| hereby certify that the information provided in this form is correct and that | have not already supported this proposed
citizens' initiative.
I have read the privacy statement.

Enter the characters you see in the picture

sgvp
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.‘1 Test
}x Online Collection System

r View conformity certificate ' View privacy statement English {en) A

Support the proposed European Citizens' Initiative:

Test E

Statement of support form
Please select your country, complete the required information and submit.

You should select the member state you come from. The data you will be asked to fill in will depend on the country you select.

The requirements for each country can be found here: http://ec.europa. eu/citizens-initiative/files/requirements-en. pdf

For further information on signing up to a European Citizens' Initiative go to:
http: / Swww. ec.europa. eu/citizens-initiative / public/how-to-signup

Selected country United Kingdom

In accordance with annex 11l - Part C of Regulation (EU) Mo 211/2011 on the citizens' initiative, by selecting this country you
must be a permanent resident in the United Kingdom. UK nationals living in another member state should select that member
state.

Full first names * Gabriel

Family names ° Akins

Date of birth (dd/mm/yyyy) * 17/05/1366

Date of birth (dd/mm/yyyy) * 17/05/1966

Nationality * British -

Permanent residence -

Address (street, number, other) * Rotenturmstrasse &8/5

Postal code * 1020

City * Vienna

Country * Austria -

I hereby certify that the information provided in this form is correct and that | have not already supported this proposed
citizens' initiative.

| have read the privacy statement.

Enter the characters you see in the picture
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A Test
) Online Collection System

£ Home r View conformity certificate . View privacy statement English (en) -

Support the proposed European Citizens' Initiative:
Test

Statement of support form |E|
Please select your country, complete the required information and submit.

You should select the member state you come from. The data you will be asked to fill in will depend on the country you select.

The requirements for each country can be found here: http:/ /ec.europa.eu/citizens-initiative/files frequirements-en. pdf

For further information on signing up to a European Citizens' Initiative go to:
http: / fwww. ec.europa.su/ citizens-initiative/public/ how-to-signup

Selected country Belgium | Change

In accordance with Annex 11l - Part C of Regulation (EU) Mo 211/2011 on the citizens initiative, by selecting this country you
must be a permanent resident in Belgium or a Belgian national residing outside Belgium provided you have informed the
Belgian authorities about your place of residence.

*

Full first names * Nicolas

Family names * Pesters
Date of birth (dd/mm/yyyy) * 09/05/1973
Date of birth (dd/mm/yyyy) = 09/05/1579

Place of birth * Vienna

Mationality ® Awustrian -

—Permanent residence-

Address (street, number, other) * Marishilferstrasse 12/6

Postal code * 1060
City * Vienna

Country * Austria -

| hereby certify that the information provided in this form is correct and that | have not already supported this proposed
citizens' initiative.

I have read the privacy statement.

Enter the characters you see in the picture

Figure 54: Invalid statement of support
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Specific case:

The signatory may have no possibility to submit a statement of support, which has nothing to
do with the functionality of the Online Collection Software but is worth mentioning. The
countries were free in specifying the requirements for supporting an initiative, which led to
unpredictable conflicts of interests. For example, a citizen of Ireland, Netherlands or Great
Britain should have a permanent residence in his home country; otherwise, a signatory has to
select the country of residence. However, when an Irishman lives in Austria, he/she cannot

support the initiative because he/she has not the required ID document for this country.

The next test case is an attempt to submit a statement of support where the signatory is of an
ineligible age to support the initiative. The reference date for the test was 14/05/2012. For
example, in Austria the age of the signatory has to be minimum 16 in order to give a
statement of support. When a 15 year old signatory from Austria tries to submit a statement of
support, the system correctly does not accept it and displays an error message Invalid format
as shown in Figure 55, 1. Likewise, when a 16 year old signatory from Germany, where the
minimum age of the signatory has to be 18, tries to submit a statement of support, the system
mistakenly accepts it (Figure 55, 2). However, when the age of the signatory is under 16, the
system informs about the invalid format. The test was also carried out for Denmark with the
same result (Figure 55, 3). It seems that the system detects an error only, if a signatory is

under the age of 16, regardless of the country.
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Selected country Austria

In accordance with Annex 11l - Part C of Regulation (EU) Mo 211/2011 on the citizens' initiative, by selecting this country you
have to provide one of the following personal identification document numbers issued by Austria:

Document/Mumber type * Reisepass hd

Number * A12384

Full first names * Agneé

Family names * Miller

Date of birth (dd/mm/yyyy) 2 15/05/1396 ) B invalid format

Place of birth * Vienna

Mationality * Awustrian -

selected country Austria | Change

In accordance with Annex 11l - Part € of Regulation (EU) Mo 211/2011 on the citizens initiative, by selecting this country you
have to provide one of the following personal identification document numbers issued by Austria:

Docurment/Number type * Personalausweis -

Number * A123435435

®

Full first names Agnes

Family names * Stifter

Date of birth (dd/mm/yyyy) € 14/05/1996 )

Place of birth * Vienna

Mationality * Austrian -

El Selected country Germany | Change

In accordance with Annex Il - Part C of Regulation (EU) Mo 211/2011 on the citizens' initiative, by selecting this country you

must be a permanent resident in Germany or a German national residing outside Germany provided you have informed the
German authorities about your place of residence.

Full first names * Stefanie
Family names * Meier

ey —
Date of birth (dd/mm/yyyy) €_14/05/1996 )

Place of birth * Frankfurt

Nationality = German -
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Selacted country Germany | Change

In accordance with Annex 11l - Part C of Regulation (EU) Mo 211/2011 on the citizens’ initiative, by selecting this country you
must be a permanent resident in Germany or a German national residing outside Germany provided you have informed the
German authorities about your place of residence.

Full first names * Stefanie

Family names * Zweig
Date of birth {dd/mm/yyyy) C 45051996 D @ nvalid format

Place of birth * Frankfurt

Mationality * German hd

E Selected country Denmark | Change

In accordance with Annex 1l - Part C of Regulation {EU) Mo 211/2011 on the citizens' initiative, by selecting this country you
must be a permanent resident in Denmark or a Danish national residing outside Denmark provided you have informed the
Danish authorities about your place of residence.

Full first names * Mathilde

Family names * Mielsen

Date of birth (dd/mm/yyyy) QJ4/05/1996 )

Place of birth * Kopenhagen

Mationality * Danish -

Selected country Denmark | Change

In accordance with Annex 11l - Part C of Regulation (EU) Mo 211/2011 on the citizens’ initiative, by selecting this country you
must be a permanent resident in Denmark or a Danish national residing outside Denmark provided you have informed the
Danish authorities about your place of residence.

Full first names * Mathilde

Family names * Nielsen2
Baloukbudnpdannting) g 15}ﬁ5ﬂ‘§§6 ) B nvalid format

Place of birth * Klopenh.agen

Mationality * Danish -

Figure 55: Invalid age of the signatory

3.2.6. Monitor, export and deletion of data

After input of some data it would be interesting to have a look at the Monitor and Export

section of the admin interface shown in Figure 56. The Current signature distribution shows
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the distribution of statements of support per country, in our example Italy and Austria each

one including one signature, and the total amount of signatures.

Offline mode
| Home

Collection ON
. Initiative Setup
.» Manitor and Export =¥ 4 MONITOR AND EXPORT
. System Status Through this page you can obtain figures relating to your signature collection and export the statements of support. You

can also locate and delete unwanted statements of support.

« Logout

Current signature distribution (TEST)

Report by period and/or by country (TEST)
Statements of support collected between :  and in All countries ~ Count »

Figure 56: Monitor and Export section of the admin interface after input of data

For the purpose of analysis, the collected data can be reported. For example, if the organizer
wants to look at the collected signatures in Austria, the organizer has to select Austria in the
report section and click on the Count button (Figure 57, 1). The result shows that one

statement of support has been received from Austria so far.

Another possibility to query data is by defining a time period as shown in Figure 57, 2. Both
statements of support in the previous chapter were created on 20/02/2012. For example by
defining a time period between 19/02/2012 and 22/02/2012 for all countries, the system

outputs two statements of support that have been received so far.
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A
urrent signature distribution (TEST)

Italy Austria
1 1

Total: 2 Export all »

Report by period and/or by country (TEST) 1 2

Statements of support collected between and in ‘@

Result
3
<Eourinitiative has received 1 statements of support in Austria so faD

2

Current signature distribution (TEST)

Italy Austria
1 1

1

Report by period and/or by country (TEST) 2
and 22/02/2012 in Al countries hs ’

our initiative has received 2 statements of support in All countries between 19/02/2012 and
10272012

/02/2012

Statements of support collected between

Result

Figure 57: Report of statements of support

Export of data
The collected data so far exists only in the system, in order to make the data available it has to

be exported. The system supports two ways to export the data, one by exporting all statements
of support in Current signature distribution section and the other by exporting specific

statements of support in Report section (11).

By exporting all statements of support by clicking on the Export all button in Figure 57, the
system displays a message about the successful export of data (Figure 58, 1). The exported
data should be located in the storage folder D:/eci/storage/, which was set in Figure 18 during
the installation. The system should create a subfolder named export (Figure 58, 2). The export
folder includes subfolders for the countries Italy (IT) and Austria (AT) named after their

country codes and each country folder contains a subfolder for the registered language of the
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initiative selected by signatories. Finally, the encrypted XML files are located in the folders

with the language code.

By selecting statements of support for Austria and exporting the data (Figure 57, 1), the
system again displays a message about the successful export (Figure 58, 1). This time no
changes were made in the storage folder since the last data export. It seems that the export
feature of the Report section does not work properly. During the runtime of the system it is
possible to export data anytime. This means, e.g. when all statements of support will be
exported again additionally a new subfolder will be created in the export folder named with

information of date and time of export.

|'= MONITOR AND EXPORT

Through this page you can obtain figures relating to your signature collection and export the statements of support. You
can also locate and delete unwanted statements of support.

Current signature distribution (TEST)

Italy Austria
i i

Report by period and/or by country (TEST)

Statements of support collected between and in All countries - Count » |

D:/eci/storage/export |Z|
- ki e 2

a4 012402-23 10-37-39-34

AT (2] 00LIT_en_55620e38-ecif-#fcd-Dead Dalf.. 23000002 10:37 XML Docurent Tke
F

Figure 58: Export of statements of support

Decryption of exported data

The exported statements of support (XML files) are encrypted in order to protect the data in
case of theft or other security reasons (Figure 59). However, the exported data needs to be

decrypted to be readable.
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In Figure 60 the decryption process is represented step by step (11). The decryption will be
done by starting the Cryptography Tool and clicking on the Decrypt exported data button
(step 1). After the window for decryption opens, the data for decryption can be selected by
clicking on Add files or Add folders button (step 2). During the test phase the export feature
was tested several times, therefore the storage folder includes various export folders. The
folder which was created for export in the previous section (Figure 57) was selected for
decryption in step 3. In step 4, output folder D:\eci\DecryptedData and the file format XML
for the decrypted data was defined. It is also possible to define the file format as PDF, but this
may cause difficulties in deletion of data as described in the next section. Finally the
decryption was started in step 5 by clicking on the Start decryption process button.

<?xml weraicn="1.0" encoding="UIF-8" atandalone="yea"?><supportForm><f
<initiativeDatax»<title>TEST</titlex/initiativeData><signatureax><signa
<gignatureldentifier>cdabfs25-8chT-4101-L154-4886c1415565</ aignatureld:
name<propertieax<property><key>oct. property. countey</ key><value>
Jcbiled0f40fdodcibal26ndlbi2didelcloali4lbe?bialfa?89ccldfbaE342206530’
0E£754606e73005ccd3falidotele941096956E8023615cTeebeld752762ea34848a20c59C
f58bebfa7l60d7ebcal 27634098 6ecTTeablefalfScdb04268d402007ed44cEbefal29dh]
B26dc24£4dfid7el8e895239a 72848187 T1e35dc6380632ccaTo8d0Eb001dE617854ed
><keyroct.property.podtal. coded/keyr<valuer
2542b63d038ae730aaE91555141681 38178542 763al6b3e087etbifiTcaradETha644b
11876305545c36150905cafabcald3sfdcBslda2e8c059789bdef1dE85e8clTe39fates;
312f2e3l9% e ccbcb2Tc2lb?BdE54e9cdc2adf 7108210760617 Tab9cdf9d205£308E62
6750biE5369efaffgel357d03603c3d1bT7210998a628a7E55683£60b00EE0dE1c36eb79%¢cC
> keyroct.property.addreas</key><valus>
08558453dcocdesTalfidTa59866fadefl favadi2046a5e840chdienabbicisdcdc3ifd2
ba9llaiecccldTabcd 0815478 £09591£7d8690401355832502ab4dd5b0e32057faclieT
072bdasbfadcddfbdaaced0odilifataZadidibTbds99]leddacelfa2Eoabd03£220ces
£f0740ad72827e95b4de541936c83e88d45c7d01205c334448b6dciceb8494d623670Ea1,

Figure 59: Encrypted data (XML file)

The tool decrypted the data and informed as soon as the process was completed. The

Details button in step 6 provided the summary of the decryption process and informed that
two files were successfully processed without any failure. After the decryption process, the
decrypted data could be found in a readable form in the defined output folder (Figure 61).
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r
E} Crypto Cffline Tool | TS

Menu |

Decrypt login challenge 1 i Proceed
Decrypt exported data ‘

Close

- I E—
Decrypt exported data 9 ﬂ
addfiies | ( Addfolders ) File selection summary
2 - Selected files: 2
Files to be processed File{s) size: 13.13 KB
‘ (B 2012-02-23_10-37-39-39¢
4
Sutput folder: ID:\eci\DecryptedData "
Outputfite type: | XML v
| |
|
i
' 5
: [Remw&J [ Remaove all J C | Start decryption process b
Decryption progress summal 6
|| status: Waiting for the decryption process to start.. Details
Elapsed time: 00:00:00
I 0% .
' Minimize Fause Cancel
| ——
|| Close
=
i3 Open e

tostin (@ ewon 'Ejuiuffaui]lﬁhij_ ?

| 2012-02-23_10-37-35-354
[ 2012-02-23_10-54-53-970
(8 2072-02-27_16-42-47-58
(8§ z092-02-27_16-56-33-15
2002-02-27_20-35-18.727

Folger name:  DHecisioragderpon

Files of Type: | Al Flias |

(o | o |
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-

| ¥ Decryption files details

Overall progress
Processedfiles: 2
Successful: 2

Failed: 0
File name | Exectime (se. . | Success | Additional message
Diecilstorageexpo.. 1.97 true Decrypted data; 10
Diecilstorageexpo.. 200 true Decrypted data: 11

| Hide || Movetobattom |

by

Figure 60: Decryption procedure of exported data

4 | DecryptedData |_T|

4 | 2012-02-23_10-37-39-384
4 AT

En

IT

Mame

=] 001_AT_en_2b683d06-de58-4b72-99ed-4..,

Date modified

28/02/2012-17:00

Type

XML Document

<xml version="1.0" encoding="UTF-2" standalone="vesa"?><supportForm<forCountry>at</forCom
<initiativeDatar<title>TEST</titlex</initiativeData><signaturearx<signature><submisaicnbate:
<signatureldentifier>cdabfs2t-8cf7-410I-b154-4886cl415f65</3ignatureldentifier><signatoryls
name<propertiesxproperty><key>oct.Property. country</ key<value>at</value</property><pro
<value>l1lB80</valuer{/property><property><keyroct.property.addreas</key<value>Kreuzgasse 2,
oCh.property.city</key><value>Vienna</value></property></propertiesx</group><group><name>o-
<keyroct.property.date.of.birth</key><value>12/02/1980</value></property><property><key>oc
</property><properoy><keyroct.property.naticnality</key><valuerat</valuexZ/property<propel
Max</values</property><property><keyroct.property.place.cf.birth</key><value>Vienna<,/value:
>oct.group.id</name><propertieax<property><key>oct.property.id. card</kev><valuexhAl12345677<,
groups></asignatoryInforx</signature></signaturea></suppcrtForm:>

Figure 61: Decrypted data (readable)
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Deletion of specific statements of support

In order to test the deletion of specific statements of support, the Austrian signatory, which
was created in the previous section, will be deleted from the system. The deletion of the
signatory effects only the system, it means when the signatory once was exported, the data

will still be available in the storage folder of the file system.

In order to delete the Austrian signatory, the Signature identifier is needed, which is
c4ab6525-8c67-410f-b154-4886¢c1415f65 as illustrated in Figure 50. By entering the
signature identifier and clicking on the Delete specific statements of support button shown in
Figure 62, 1, the system verifies the intention of deleting the form (Figure 62, 2) and finally

displays information about the successful deletion (Figure 62, 3). In the current signature

distribution section the signatory is not displayed anymore.

Delete specific statements of support

m Signature identifier

Signature identifier
Signature identifier
Signature identifier
Signature identifier
Signature identifier
Signature identifier
Signature identifier
Signature identifier

Signature identifier

Are you sure you want to delete this/these statement(s) of support (deletion is

irreversible)?

%

40924232ce%ad
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—
< Delete specific statements of support » >

Cancel

Date of signature
Date of signature
Date of signature
Date of signature
Date of signature
Date of signature
Date of signature
Date of signature
Date of signature

Date of signature




- E MONITOR AND EXPORT

Through this page you can obtain figures relating to your signature collection and export the statements of support. You
can also locate and delete unwanted statements of support.

(— of statement of suppert c4ab6525-8c67-410f-b154-4886c1415165 su >

Current signature distribution (TEST)

Italy
1

Report by period and/or by country (TEST)

Total: 1 Export all »

Statements of support collected between . and in All countries ~ | Count»

Figure 62: Deletion of the Austrian signatory

Exception PDF files:

There is an exception when it comes to decryption of the exported data in PDF format. The
signature identifier, which is needed in order to delete a specific statement of support, cannot
be found in the PDF file. It is also not possible to obtain it from the exported data as the data

is encrypted. This fact can cause difficulties in deleting of the data.

74



3.3. Country and language codes

Short name, source
lanouaaels) (oecaranhical

Short name in Enalish

Country code

naie) {geographical name)
Belgique/Belgié Belgium BE
Bwnarapua Bulgaria BG
Ceska republika Czech Republic CZ
Danmark Denmark DK
Deutschland Gemany DE
Eesti Estonia EE
Ereﬂ reland Ireland IE
EAAGBE Greece EL
Espania Spain ES
France France FR
Italia Italy IT
Kinpog Cyprus cY
Latvija Latvia Ly
Lietuva Lithuania LT
Luxembourg Luxembourg Lu
Magyarorszag Hungary HU
Malta Malta MT
Mederland MNetherlands ML
Osterreich Austria AT
Polska Paland PL
Portugal Partugal FT
Romania Romania RO
Slovenija Slovenia 51
Slovensko Slovakia Sk
Suomi/Finland Finland FI1
Sverige Sweden SE
United Kingdom United Kingdom LUK

Table 2: List of EU member states (11 p. not stated Annex Il)
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Source language title English title IS0 code
Genrapoxm Bulgarian bg
espafiol Spanish 5
cestinag Czech cs
dansk Danish da
Deutsch German de
eesti keel Estonian et
EA N VIKG Greek el
English English en
frangais French fr
Gaeilge Trich aa
italiano Italian it
latviesu valoda Latvian Iv
lietuviy kalba Lithuanian It
magyar Hungarian hu
Malti Maltese mt
Mederlands Dutch nl
polski Palish pl
portugués Portuguese pt
romans Romanian o
slovenéina (slovensky jazyk) Slovak sk
slovensdina (slovenski jezik) Slovenian |
SUQMmi Finnish fi
svenska Swedish sV

Table 3: List of official EU languages (11 p. not stated Annex lll)

In Table 2 and Table 3, the member states and official languages of the European Union are
listed and used in the software (11). The lists correspond with the country and language
specifications of the European Union (24). The language and country codes will be used for

the export of data as already illustrated in Figure 58, 2.
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3.4. Conformance to requirements of the statement of support
forms in Annex |11 of Regulation (EU) No 211/2011 on the
citizens® initiative

The Online Collection Software has to guarantee the accurate implementation of the statement
of support forms specified in Annex Il of Regulation (EU) No 211/2011 on the citizens*
initiative (1 p. L65/6 Article 6(4c)). In this chapter resulting requirements and the

implementation on the software are discussed.
General requirements

First of all the system has to provide information regarding the proposed initiative (1 pp. L
65/12-15 Annex I11):

e Commission registration number

e Date of registration

e Web address of the proposed citizens’ initiative on the Commission register

e Title of the proposed citizens’ initiative

e Subject matter

e Main objectives

e Names of organisers

e Names and e-mail addresses of contact persons

e Website of the proposed citizens’ initiative (if any)

In section Initiative Setup on the admin interface the proposed initiative can be set up. The

provided information fields in Figure 63 comply with the points above.

Title of your initiative ~ TEST
Subject matter
Description of its objectives
Your website for this initiative
Registration language  English

European Commission registration
number

Date of registration

URL of your initiative on the European
Commission register

Names of organisers
Names of contact persons

E-mail addresses of contact persons

Figure 63: Information fields of the initiative
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=) Information about the proposed initiative v/

The collected statements of support have to be classified by country, in order to assign the
competent national authorities to process the data. This issue can also be observed on both
statement of support forms, as only one country can be selected per form. The form also
allows the usage of only one language, since the information fields of the initiative need to be
filled in by the organiser (1 pp. L 65/12-15 Annex III).

The Monitor and Export section on the administrator interface displays signatories per
country (Figure 56) and the data will be exported and classified by country and by the

selected language of the initiative (Figure 58).

=) Classification of countries and selected language of the initiative v/

On the statement of support forms shown in Figure 6 and Figure 8, there is a notice for the
signatory, that he/she certifies the correctness of the provided information and has not
supported the initiative before. Additionally, in the second section of the forms there is an
info-box with a privacy statement.

The statement of support form of the system provides two small boxes, which comply with
the requirement above and need to be confirmed by the signatory (Figure 64).

City *
/ Country * Please select country -

[Z] 1 hereby certify that the information provided in this form is correct and that | have not already supported this proposed
citizens’ initiative.

[T 1 have read the privacy statement.

Enter the characters you see in the picture

Boos

« Back Submit »

Figure 64: Confirmation of the signatory

=)  Confirmation of the signatory v/
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Requirements for the statement of support form

As already discussed in step 4, chapter 2.2, the European countries are classified according to
the statement of support form into two categories. In order to accomplish this requirement, the

system has to make sure that:

e countries are classified and the required personal data of the signatory on the form
changes appropriately
e information, illustrated in Figure 5, for countries which do not require a provision of

personal identification number/document is provided on the support form

For test purpose, one country was selected from each category. The Netherlands was chosen

as a country, which does not require a provision of personal identification number/document.
By selecting Netherlands on the support form it could be noticed that (Figure 65, 1):

e information regarding Netherlands was provided for the signatory
e the required personal data Full first names, Family names, Date of birth, Place of
birth, Nationality, Adress, Postal code, City, Country and Name at birth, is in

accordance with the specification of the statement of support form in Figure 6

Bulgaria was selected in order to test the category which requires the provision of personal

identification number/document number.
By selecting Bulgaria it could be noticed that (Figure 65, 2):

e personal number as determined in Figure 7 was provided
e the required personal data personal number, full first names, family names, father’s
names, nationality, is in accordance with the specification of the statement of support

form in Figure 8
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selected country Metherlands

In accordance with Annex Ill - Part C of Regulation (EU) No 211/2011 on the citizens' initiative, by selecting this country you
must be a permanent resident in the Metherlands. Dutch nationals living in another member state should select that member
state.

Full first names

Family names

MName at birth *

Date of birth (dd/mm/yyyy) *
Place of birth ~

Nationality * Select -

Permanent residence

#

Address (street, number, othar)

Postal code *
City *

Country * Please select country -

E Selected country Bulgaria

In accordance with Annex 11l - Part C of Regulation (EU) Mo 211/2011 on the citizens' initiative, by selecting this country you
have to provide the following personal identification number issued by Bulgaria:

%

Document/Number type * EnuHed rpaxoaHcky Homep

Number *

*

Full first names

Family names

]

Father's narme

Nationality * Select -

[7] 1 hereby certify that the information provided in this form is correct and that | have not already supported this proposed
citizens’ initiative.

[T 1 have read the privacy statement.

Enter the characters you see in the picture

Figure 65: Analysis of statement of support form

In Table 4 all countries were tested.
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Category A Information Support | Personal data Support
Belgium - residents - full first names
- if outside national - family names
authority informed \/ - permanent residence \/
- date and place of birth
- nationality
Denmark - residents - full first names
- if outside national - family names
authority informed \/ - permanent residence \/
- date and place of birth
- nationality
Germany - residents - full first names
- if outside national - family names
authority informed \/ - permanent residence \/
- date and place of birth
- nationality
Estonia - residents - full first names
- outside the country - family names
\/ - permanent residence \/
- date and place of birth
- nationality
Ireland - residents - full first names
- family names
\/ - permanent residence \/
- date and place of birth
- nationality
Netherlands - residents - full first names
- family names
\/ - name at birth \/
- permanent residence
- date and place of birth
- nationality
Slovakia - residents - full first names
- outside the country - family names
\/ - name at birth \/
- permanent residence
- date and place of birth
- nationality
Finland - residents - full first names
- outside the country - family names

- permanent residence
(only the country)

- date of birth

- nationality

United Kingdom

residents

- full first names

- family names

- permanent residence
- date of birth

- nationality
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Category B Pers. identification Support | Personal data Support
number/document
type and number

Bulgaria - personal number full first names

family names
father’s name
nationality

Czech Republic

national identity

full first names

card family names
- passport \/ nationality \/
Greece - identity card ‘/ full first names ‘/
- passport family names
- residence father’s name
certificate name at birth
date of birth
nationality
Spain - identity card full first names
- passport family names
\/ permanent residence \/
nationality
France - passport full first names
- national identity family names
card \/ permanent residence \/
- residence permit date of birth
- driving licence nationality
- other
Italy Including issuing full first names
authority: family names
- identity card \/ permanent residence \/
- passport date and place of birth
nationality
Cyprus - identity card of full first names
national or resident family names
- passport \/ nationality \/
Latvia - personal full first names
identification family names
number \/ name at birth \/
date and place of birth
nationality
Lithuania - personal number full first names
family names
\/ nationality \/
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Luxembourg

national
identification
number on the
social security

full first names
family names
place of birth
nationality

identity card
Hungary identity card full first names
passport family names
personal \/ nationality
identification
number
Malta identity card full first names
family names
\/ date of birth
nationality
Austria passport ‘/ full first names
identity card family names
permanent residence
date and place of birth
nationality
Poland PESEL full first names
identification family names
number \/ permanent residence
nationality
Portugal identity card full first names
passport family names
citizen’s card \/ date of birth
nationality
Romania identity card full first names
passport family names
registration permanent residence
certificate date of birth
permanent \/ nationality
residence card for
EU citizens
personal
identification
number
Slovenia identity card full first names
passport family names
\/ date and place of birth
nationality
Sweden personal full first names

identification
number (ID card or
Passport)

v

family names
date and place of birth
nationality

Table 4: Analysis of the statement of support form for all countries
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3.5. Access to application server over a network

Once the software is in Online Mode, signatories may want to access the homepage of the
initiative and submit statements of support. In order to test the proper function of the server, it
makes sense to try to access to the server from another computer. As the Online Collection
Software runs on a computer, the computers need to be in a network, so that they are able to
communicate with each other. The network can simple be established by connecting the PCs
with an Ethernet (Network) cable as shown in Figure 66.

PC Server/OCS PC Client/Signatory
Network cable

/

Figure 66: Access to OCS from another computer

The status of the established network can be found in Windows 7 Control Panel -> Network

and Sharing center as shown in Figure 67.

View your basic network information and set up connections

P | : . e See full map
R <

t%XATA—PC Multiple networks Internet

(This computer)
View your active networks Connect or disconnect

Access type: Internet

TP-LINK HomeGroup: Joined
\ I_‘ Home network Connections: ! Wireless Network Connection

(TP-LINK)

%’ Unidentified network Access type! Mo Internet access
Public network Connections: U Local Area Connection

Figure 67: Established network between two computers

After the network connection was established, both interfaces (admin and public) could be
launched from the Client-PC by the provided URLSs of the application in Figure 38.
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3.6. Analysis of technical specifications

In this chapter, technical specifications will be described which are prerequisite for the use of

an Online Collection System. The chapter includes two points: first point specifies

requirements which were derived from the Regulation (EU) 211/2011 on the citizens’

initiative and the second point - technical specifications of the Regulation (EU) 1179/2011,
which were originally derived from Article 6(4) of the Regulation (EU) 211/2011 on the

citizens’ initiative (25).

Requirements that were derived from Regulation (EU) 211/2011 and are supported by the

software:

The software needs to be certified by a competent authority in the Member State
where the data will be stored (1 p. L 65/5 Article 6(1)).

‘ SUPPORTED: The software needs to be certified, in order to be able to switch

into Online Mode.

After obtaining the certification “The organisers shall make a copy of that certificate
publicly available on the website used for the online collection system.” (1 p. L 65/5
Article 6(2)).

‘ SUPPORTED: The certification needs to be uploaded into the system and will

be available on the public interface.

The organiser has to provide information of the proposed initiative “prior to initiating

the collection of statements of support from signatories.” (1 p. L65/5 Article 5(1)).

‘ SUPPORTED: In order to collect statements of support and switch into Online
Mode, the registered initiative needs to be uploaded into the system with a help

of a provided file.

The organisers are asked to provide regularly “updated information on the sources of
support and funding for the proposed citizens’ initiative.” (1 p. L65/4 Article 4(1)) on
the online register or if available on their website.

‘ SUPPORTED: Once the system is in Online Mode, the organiser is able to

update information regarding the initiative anytime.
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Technical specifications from the Regulation (EU) 1179/2011 were originally derived from
Article 6(4) of the EU Regulation on the citizens’ initiative and specify security and technical
matters (25). They are based upon the findings of Open Web Application Security Project’s
(OWASP) Top 10 2010 project which worked out “the most critical web application security
risks as well as tools for addressing these risks;” (25 p. L 301/3 (4)).

The implementation of the technical specifications will assure the certification of the online
collection system by the EU Member States’ authorities (25 p. L301/3 (5)). It should also
ensure the right implementation of technical and organisational measures defined by Directive
95/46/EC of the European Parliament and of the Council “on the security of the processing
activities, both at the time of the design of the processing system and at the time of the
processing itself, in order to maintain security and thereby to prevent any unauthorised
processing and protect personal data against accidental or unlawful destruction or accidental

loss, alteration, unauthorised disclosure or access.” (25 p. L301/3 (5)).

The Online Collection Software of the Commission can be seen as a part of the Online
Collection System. This fact will be understandable by the definition since an Online
Collection System “is an information system, consisting of software, hardware, hosting
environment, business processes and staff in order to accomplish the online collection of
statements of support.” (25 p. L301/3 (2)). Consequently, in this chapter only specifications
will be described, which fall within the framework of an Online Collection Software.
Moreover, only specifications can be analysed, which fall within the perspective of user
knowledge determined through the analysis of the software in this work. Specifications which
fall within development-specific matter were omitted and can be answered by the developers.

System requirement:
“only natural persons may submit a statement of support form online** (1 p. L65/6 Article
6(4a))

Resulting technical specifications:

,»L. In order to prevent automated submission of a statement of support using the system, the
signatory goes through an adequate verification process in line with current practice before
submission of a statement of support. One possible verification process is the use of strong
‘captcha’.” (25 p. L 301/5 (1))
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‘ SUPPORTED: When the signatory wants to submit a statement of support, he/she has
to enter a set of characters shown by the captcha on the support form.

System requirement:

*“the data provided online are securely collected and stored, in order to ensure, inter alia,
that they may not be modified or used for any purpose other than their indicated support of
the given citizens’ initiative and to protect personal data against accidental or unlawful
destruction or accidental loss, alteration or unauthorised disclosure or access;” (1 p. L65/6
Avrticle 6(4b))

Resulting technical specifications:

“2.3. The online collection system consists of a web-based application instance set up for the

purpose of collecting statements of support for a single citizens’ initiative.” (25 p. L301/6

(2.3))

‘ SUPPORTED: The Online Collection Software is a web-based application and only a
single citizens’ initiative can be set upped for collecting statements of support. In case

the system is in Online Mode, the entered initiative cannot be changed anymore.

“2.5 The publicly accessed features are clearly separated from the features destined for
administration purposes. No access control hinders reading of the information available in
the public area of the system, including information on the initiative and the electronic
statement of support form. Signing up for an initiative is possible only via this public area.”
(25 p. L 301/6 (2.5)).

‘ SUPPORTED: Two interfaces are provided by the Online Collection Software, one
interface for the administrator and the other for the publicity where signatories are able
to submit statements of support. The interfaces are clearly separated from each other,
where each has a separate URL. Once the system is in Online Mode, there will be no

login for the public interface which exists in Offline Mode.

“2.6. The system detects and prevents submission of duplicate statements of support.” (25 p. L
301/6 (2.6))
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‘ SUPPORTED: The system displays an error when the same signatory tries to support

the initiative twice.

“2.7.3. The system has strong authentication and session management, which requires at least
that: (25 p. L 301/6 (2.7.3))

,.credentials are always protected when stored using hashing or encryption. The risk
that someone authenticates using ‘pass-the-hash’ is mitigated;* (25 p. L 301/6
(2.7.3.3))

‘ SUPPORTED: The password of the administrator, as illustrated in Figure 22, is stored
in a hexadecimal form in the database.

“credentials cannot be guessed or overwritten through weak account management
functions (e.g. account creation, change password, recover password, weak session
identifiers (IDs));* (25 p. L 301/6 (2.7.3.b))

‘ SUPPORTED: The system does not support account management.

»Session IDs and session data are not exposed in the uniform resource locator (URL);"
(25 p. L 301/6 (2.7.3.c))

‘SUPPORTED: No information about session ID could be obtained in the URL

on the web browser.
»Session I1Ds timeout, which ensures that users log out;* (25 p. L 301/6 (2.7.3.e))

‘SUPPORTED: After a certain inactive time the user’s session on the interface

expires.

“the administration part of the system is protected. If it is protected by single-factor
authentication, then the password is composed of a minimum of 10 characters,
including at least one letter, one number and one special character. Alternatively two-
factor authentication may be used. Where only single-factor authentication is used, it
includes a two-step verification mechanism for accessing the administration part of
the system via the Internet, in which the single factor is augmented by another means
of authentication, such as a one-time pass-phrase/code via SMS or an asymmetrically

encrypted random challenge string to be decrypted using the
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organisers’/administrators’ private key unknown to the system.”“ (25 p. L 301/6
(2.7.3.h))

‘ SUPPORTED: The administrator interface is protected through authentication,
for which admin’s username and password are necessary. Also a hexadecimal

text is provided which can be decrypted only by the private key.

“2.7.6. Proper security configuration is in place, which requires, at least, that:** (25 p. L
301/7 (2.7.6))

“all software components are up to date, including the OS, web/application server,
database management system (DBMS), applications, and all code libraries;* (25 p. L
301/7 (2.7.6.a))

‘ SUPPORTED: The required versions of the application and database server

were up to date according to the release date of Online Collection Software.

“2.7.7. The system provides for encryption of data as follows:* (25 p. L 301/7 (2.7.7))

»personal data in electronic format is encrypted when stored or transferred to the
competent authorities of the Member States in accordance with Article 8(1) of
Regulation (EU) No 211/2011, the keys being managed and backed up separately;*
(25 p. L 301/7 (2.7.7.a))

‘ SUPPORTED: The keys can be found in the data folder of the Crypto Tool.
Once exported, the personal data of signatories are stored encrypted on the file
system. They need to be transferred by the organiser in an encrypted form to

the competent authorities.

,»strong standard algorithms and strong keys are used in line with international
standards. Key management is in place;* (25 p. L 301/7 (2.7.7.b))

‘ SUPPORTED: Strong keys are used and are managed by the Cryptography
Tool.

»passwords are hashed with a strong standard algorithm and an appropriate ‘salt’ is

used;* (25 p. L 301/7 (2.7.7.c))
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‘ SUPPORTED: The password of the administrator is hashed with a strong
algorithm.

»all keys and passwords are protected from unauthorised access.” (25 p. L 301/7
(2.7.7.d))

‘ NOT SUPPORTED: The data folder of the Cryptography Tool which archives
the keys is not protected by the system. The protection falls therefore into the
responsibility of the administrator.

»2.1.9. The system uses sufficient transport layer protection. For this purpose, all of the

following measures or measures of at least equal strength are in place:*

“the system requires the most current version of the hypertext transfer protocol secure
(HTTPS) to access any sensitive resource using certificates that are valid, not expired,
not revoked, and match all domains used by the site;* (25 p. L 301/7 (2.7.9.2))

‘ SUPPORTED: The URLSs of the interfaces can also be launched through https.

“2.10. The data provided by the signatories is only accessible to the database
administrator/organiser.” (25 p. L 301/8 (2.10))

‘ SUPPORTED: The access to the database is protected through a password of the

organiser/administrator.

“2.12. Signatories only have access to the data submitted during the session in which they
complete the statement of support form. Once the statement of support form is submitted the
above session is closed and the submitted data is not accessible anymore.” (25 p. L 301/8
(2.12))

‘ SUPPORTED: Once a statement of support is submitted, the entered data is not
accessible anymore. The statement of support form expires after a certain time period

of inactivity of the user.

“2.13. Signatories’ personal data are only available in the system, including the backup, in

encrypted format. For the purpose of data consultation or certification by the national
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authorities in accordance with Article 8 of Regulation (EU) No 211/2011, organisers may
export the encrypted data in accordance with point 2.7.7(a).” (25 p. L 301/8 (2.13)).

‘ SUPPORTED: The personal data of signatories first exist in the system. Once the data
is exported on the file system, it can be found in an encrypted form. As already
mentioned in 2.7.6 the organisers may export the data in an encrypted form to the

competent national authorities.

“2.14. ,, The persistence of the data entered in the statement of support form is atomic. That is,
once the user has entered all required details in the statement of support form, and validates
his/her decision to support the initiative, the system either successfully commits all of the form
data to the database, or, in case of error, fails by saving no data at all. The system informs
the user of the success or failure of his/her request.” (25 p. L 301/8 (2.14))

‘ SUPPORTED: The system saves the data only after the successful submission of
statement of support. If the system does not successfully submit the data an error will

be displayed.
“2.19.3. Administrator access to the management interface of the online collection system
has a short session time-out (maximum 15 minutes).” (25 p. L 301/9 (2.19.3))
‘ SUPPORTED: The session time-out was observed for less than 15 minutes.
System requirement:
““the system can generate statements of support in a form complying with the models set out in

Annex Ill, in order to allow for the verification by the Member States in accordance with
Article 8(2).”” (1 p. L65/6 Article 6(4c))

Resulting technical specifications:

“3.1. The system provides the possibility to extract for each individual Member State a report
listing the initiative and the personal data of the signatories subject to verification by the
competent authority of that Member State.” (25 p. L 301/9 (3.1))

‘ SUPPORTED: The software allows the extraction of statements of support for each
country in the Monitor and Export section of the admin interface. Furthermore the

exported data is classified by country and selected language of the initiative.
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“3.2. Exporting of signatories’ statements of support is possible in the format of Annex Il to
Regulation (EU) No 211/2011. The system may in addition provide for the possibility of
exporting the statements of support in an interoperable format such as the extensible mark-up
language (XML).* (25 p. L 301/9 (3.2))

‘ SUPPORTED: The statements of support are exported as XML files. The XML files
comply with the format of Annex 11l of Regulation (EU) No 211/2011 on the citizens*
initiative.
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3.7. Analysis of user support

In this chapter the user support for the software provided on Commission’s website will be

analysed.

In order to submit an inquiry for support a user account had to be created. During the analysis
of the software two issues emerged that needed support forum. The first one was regarding an
error that occurred during the deployment of the application. The comment was posted in the
forum on February 2. Next day in the morning two users replied, who had already some
experience with the problem (Figure 68). The second issue was regarding the dysfunction of
the export feature, as already discussed in chapter 3.2.6. This issue related to the basis
function of the software was posted on February 23. After five days only one comment was

posted and till March 13, it was read 64 times but no helpful reply was received (Figure 69).

i lefate D1
Re: Welcome to Help edit  delster
_ Posted by Ozgic CAGORAS on February 02, 2012 at 2342

(WU Vienna University of Economics and Businese, Austrial - Joinad: 0310252012

L& Hi,

| use the full platform of glassfish Open Source edition 3.1.1 (build 12). | carried out all the necessary steps ofthe
installation process so far . But when | want to deploy the application, | get a error message: Emror occurred during
depioyment Exceplion while preparing the app - Unabie to find colurmn with logical name: /D in

org. hibermate mapping TablefQCT_COUNTRY) and its related supertables and secondary tables

| guess itis a problem about case sensitivity because the attribut /0 is written in lower case in the table cct_country which
is existing in the database.

I'would be glad if you could help me with this issue.

Regards

Re: Welcome to Help

— Posted by Josef HRUSKA on February 03, 2042 2t 10:02
[Ministry of the Interior, Czech Republic - Jofned: 04/04/2012
L& HiOzgic,

| think there is already a related issue for you - http Vjoinup.ec.europa.eu/s oftware/ocslizsuaftachnical-issue-when-
deploying-ocs.

Unfortunately, there is no information available to the project community if the issue is followed by developers.
Josef

Re: Welcome to Help
—_r Posted by Cristian OBRE on February 03, 2012 at 10:42

[Eurcpean Commission, European Countries) - Joined: 3202

L. Hellg,

Currently it is possible to use the application with MySQL database but this requires:

- change persistence xml (set correct dialect for hibernate)

- set case sensitivity for MySCQL (setthe lower_case_table_names global variable from 0 1o 1)

We are now already testing a solution that will allow you to use the application with MySCQL without having to do any of the
above mentioned changes.

Figure 68: First issue posted in the support forum (26)
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Submitted by Ozaglic CAGDAS on February 23, 2012
G4 reads

Export statements of support
Hi,

Im running the software and have created some “test” signatories in Offline Mode. However when | export the signatures the system
confirms of successful export and that | should check my file system. When | check the “storage-folder” on my file system, the folder
is empty. During the preparation ofthe software | updated the oct_systerm_prefs table with the value "D\eciistarage’ as the storage-
folder for export. When | check the table in SCL the values is inserted, so what am | doing wrong?

| would appreciate any help.

Project: Online Collecticn Software for ECI
Versien: 1.0.0
Component: Miscellanecus

Category: Task

Priority: Critical

Assigned: Unessigned
Status: Active
Identifier: 45140

B Comments

#1 Login or register to post
Fosted by Xavier DUTOIT on February 28, 2092 at 21:54 comments

Can the userthat runs glassfish (or whatever you are using) write ta D)\ecitstorage 7

Figure 69: Second issue posted in the support forum (27)

After the analysis of the support forum, it is worth mentioning, that the main topic with which
the developer and user were struggling, was the installation of the software, particularly the
deployment of the application. The users received errors when they tried to install the
software on Unix-like systems, such as operating system Linux. Furthermore when MySQL
database was used, the persistence.xml file located inside the ear file of the application, should
be customised as already shown in Figure 36. Problems that occurred while using the
software received were of secondary importance in the forum. Moreover, it could be noticed

that there were active users, who regularly posted software related comments in the forum.
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4. Conclusion

This study is focused on the critical evaluation of the Online Collection Software (version
1.0.0), which was developed by the Commission to collect online statements of support for
the European Citizens’ Initiate. Following features of the software were tested to verify the
compatibility of the software’s functionality with the expected requirements: online collection
of statements of support, data export for certification by the competent national authorities,
storage and encryption of the exported data, etc. Additionally, the installation of the software
was analyzed step-by-step, as well as different statement of support forms.

According to the definition of the Regulation “The procedures and conditions required for the
citizens’ initiative should be clear, simple, user-friendly,... so as to encourage participation

by citizens and to make the Union more accessible” (1 p. L 65/1 (2)).

Based on my observations during the implementation, configuration and analysis of the
software, | bring following recommendations for consideration in order to improve the

functionality and usability of the software.

Installation of the software

The installation of the software seems to be a time-consuming and complex procedure and
may require from the user advanced IT-skills and -understanding regarding the use of
database, application server and some configuration activities, which have to be carried out
manually during the installation procedure. It is recommended that the user brings along
knowledge in deploying similar applications. The installation procedure could, of course, be
achieved with support of the user’s manual, provided by the developers of the software, but
the user could face great difficulties during the installation e.g. errors, insufficient knowledge
on how to correct or handle this errors, or how to work with the server etc. Out of the box
installation file could facilitate the installation procedure and make the system more user-

friendly.

As the software is only a part of the Online Collection System, the user should have
appropriate hardware, operating software and hosting environment which have to comply
with the technical specifications set out in the Regulation (EU) 1179/2011.

The deployment of the application in Unix-like systems may output an error message due to
case sensitivity of SQL commands in MySQL database. The error can be avoided by altering
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the global value of the database. Furthermore, an error may appear by employing the Crypto
Tool in Linux. The application-specific file persistence.xml may need to be customized by the
user, if MySQL is used as a database, as the application was initially configured for the
Oracle Database (Figure 36).

Overview of the system

The system is well protected and provides two interfaces: one for the administrator
(management of the system) and one for public (collection of statements of support). It
provides enough useful information and both interfaces appear user-friendly. It was also
possible to access the provided interfaces through a second computer over an established

network.

In the administrator interface one can find a comprehensive description of how to use and
manage the system. Moreover, the language of the interfaces can be changed anytime into any

official language of the European Union.

The administrator interface includes following features:

e Setup of the initiative (loading information of the initiative into the system and the
possibility to update it anytime)

e Monitor and Export (report of successfully submitted statements of support, export of
data and deletion of specific statements of support)

e System status (feature for enabling and disabling the statement of support form on the
public interface, loading of system’s conformity certificate, changing the system mode
to Online Mode)

The public interface includes following features:
e Information about the initiative (if enabled also in different languages)
e Submission of statement of support forms
e View of the system’s conformity certificate

e View of privacy statement

System Mode

The analysis was carried out only in Offline Mode. The Online Mode with its corresponding
features was not tested. These features are:

In the public interface:
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e Collection of statements of support (in Online Mode)
e Abolishment of the login page

e View of conformity certificate *

And in the administrator interface:
e Loading of the file of the proposed initiative (available in the organizer’s account) into
the system and update of the initiative in Online Mode, e.g. when the organizer adds
new language versions of the initiative *
e Abolishment of the feature that enables manual input of the initiative data
e Changing the system mode into Online Mode which is irreversible

e Upload of the certificate which confirms the conformity of the system *

* These features are also available in Offline Mode but in order to test them sample files are

required, which could have been provided by the Commission.

Statement of support form

The system complies with the requirements resulting from the statement of support forms
specified in Annex 111 of the Regulation (EU) 211/2011. These requirements are:
e Information about the initiative (also in other registered language of the initiative)
e Required personal data of the signatory depending on the selected country
e Confirmation of the signatory that he/she supports the initiative for the first time and
accepts the privacy statement
e Classification of statements of support by country and selected language of the

initiative

Country and Language codes

The software uses correct identification of the European member states and official languages
of the EU. The country and language codes used by the software are correct, which was tested
as some statements of support were exported and the data was classified by the code of the
country and selected language of the initiative.

Input of data

Statements of support can be submitted successfully. After submitting a statement of support,
the signatory gets a confirmation of the successful submission with indicated date and a
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signature identifier. The successful submitted statements of support can be found in the

section Monitor and Export in the admin interface.

Upon any correction or simply re-saving of the initiative data, all collected personal data
vanish from the folder where the data is stored. This measure seems to be unnecessary,
because in the online mode there is no opportunity to manually amend the initiative
whatsoever. On the contrary, in testing stage (in the offline mode) amendments may often

take place.

Unfortunately, the system did not recognize some unacceptable statements of support. If the
signatory was of ineligible age to vote, the system did not display any error message. The
system was likely configured to recognize 16 as the minimum age to vote, whereas a
signatory has to be at least 18 years old for all the countries except Austria, where the
minimum age to vote is set to be 16. Another fault was that, for example, a person could
support the initiative as a German national, although he/she was not a permanent citizen in
Germany and was a national of a different country, which does not correspond with Annex I11
of the Regulation (EU) 211/2011 on the citizens’ initiative.

However, the system recognized a signatory who wanted to support the initiative twice and
output an unspecified error. In this case, it would be desirable that the system displays an

appropriate error message for the signatory about the reason of the error.

The postal codes are not verified against the formats known for each country. There are three
countries on the statements of support form: the chosen country (the one the vote will be
assigned to), the home country (citizenship) and the country of permanent residence. At the
moment all three may be different, though the chosen country should correspond either to the
citizenship or permanent residence. All this potentially renders the collected data inconsistent

and leaves room for manipulations.

Export of data

The collected statements of support exist in the system. In order to forward them to the
national authorities they need to be exported into the file system. For this purpose, the system
provides a feature for export. The exported data is encrypted and is in XML format. The
collected statements of support are classified by country and selected language of the
initiative. The organizer is able to decrypt the exported data as XML or PDF file in order to

analyze it. Choosing PDF format could cause difficulties in deletion of data from the system,
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as there is no way to obtain the signature identifier in the PDF file which is needed to delete a

specific statement of support.

The system provides two options to export the data: either all collected statements of support
or statements of support specified by country and/or time period. Export of all collected
statements of support works correctly but after exporting specific statements of support no
data was found in the file system and may point to a system error. Regarding this error a topic

was created in the support forum but no solutions were offered.

Technical specifications

The technical requirements of the software were derived from the Regulation (EU) 211/2011
on the citizens’ initiative and Regulation (EU) 1179/2011 laying down technical

specifications for Online Collection Systems.

Four points, concerning the functionality of the software, were derived from the Regulation

(EU) 211/2011 on the citizens’ initiative and analyzed. The software supported all of them.

The system should also comply with technical specifications specified in the Regulation (EU)
1179/2011 in order to ensure adequate security and technical features. In this work, technical
specifications which fall within the framework of the developer or the Online Collection
System, since the Online Collection Software is a part of it, were not considered.

However, an examination of the systems’ ability to guard against known vulnerabilities and
exploits such as SQL, LDAP, XPath query injection (Article 2.7.1), cross-site scripting
(Article 2.7.2), invalidated redirects and forwards (Article 2.7.10) is left for future analysis; it
needs proper simulation of the attacks.

The software complies with all appropriate security and technical features. There is only one
case when the protection of the provided keys from an unauthorised access (public and private
key are stored in the file system) falls within the responsibility of the organizer and is not

supported by the software.

The system uses ‘captcha’ in order to prevent automated submission of a statement of support
in accordance with Article 6 (4) (a). There is no possibility for visually impaired people to
solve an audio “captcha’ or to request another combination of 'captcha’. The system detects and
prevents submission of duplicate statements of support, but only for entirely identical sets of
personal data. The system can be misled by exploitation of a multiple citizenship, permanent

residence in a country other than the homeland, variations in name spelling, extra spaces etc.
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The personal data ought to be verified more rigorously. For example, the ambiguity and the
format of the personal ID number (if available) should be validated.

Recommendations:

Comments from the users in the support forum of the software were analysed and two
interesting suggestions were found:

e A proposal to limit the data access of the organizer to signatory’s personal data.

Currently the organiser is able to decrypt (make readable) the encrypted personal data.

As this issue requires a great responsibility/liability of the organiser, the user’s idea

was to limit or cancel this feature and leave the responsibility for handling the

signatory’s personal data to national authorities (28).

e The Online Collection Software exists as an isolated part in the process of the citizens’
initiative. An idea would be to provide appropriate APIs in order to establish
connection between the Commission, Online Collection Software and competent
national authorities, shown in Figure 70. This approach would automate the
organisational process during the initiative and make the whole procedure easier for
all parties. Furthermore, there would be no need for communication channels to send

and receive the data, which security of transmission could be jeopardised (29).

Commission Online Coll. National

Software Authorities

Figure 70: Online Collection Software with provided APIs

One organisational remark: As each Member State was able to modify the requirements to the
dataset and there has assumedly been no cross control of these requirements, some non-
compliances took place. At the moment some citizens have no possibility to support a

citizens’ initiative only due to incompatible requirements of some Member States.

The last recommendation would be for the Commission to consider setting up one central
Online Collection System in its premises. The organiser of the initiative could simply access
the system, e.g. from the homepage of the European Citizens’ Initiative, to manage his/her
proposed initiative. This would spare every organizer the complex installation process,
including dealing with hosting environment and setting up the system for the initiative
procedure, or arising issues with data security, as well as organizer’s liability.
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