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Abstract 
Integration of risk management and management control is emerging as an 
important area in the wake of the Sarbanes-Oxley Act and with ongoing 
development of frameworks such as the Enterprise Risk Management (ERM) 
framework from the Committee of Sponsoring Organizations of the Treadway 
Commission (COSO). Based on an inductive methodological approach using 
literature review and interviews with managers engaged in risk management and 
internal control projects, this paper identifies three main areas that currently have 
management attention. These are business process risk management, compliance 
management and internal control development. This paper discusses these issues 
and identifies a series of research questions regarding these critical issues.  
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1. Introduction 
 
We live in an unsure world. Things we thought could never happen have happened 
and things we thought would happen did not. In the aftermath of extensive 
financial collapses, terrorist attacks, failure of large computer systems and health 
scares, there is increased focus on risk management - not only as a specific aspect 
of company operations but as an integrated organisational issue spanning 
corporate and geographical boundaries.  
 
Risk management is a relatively mature research area in various operating 
functions such as production, logistics, information technology, and health and 
safety (Charette 1990; Borodzicz 2005). Decision making theory defines risk as 
“reflecting variation in the distribution of possible outcomes, their likelihoods, and 
their subjective values” (March & Saphira 1987). Risk can be expressed 
mathematically as “the probability of occurrence of loss/gain multiplied by its 
respective magnitude” (Jaafari 2001).  
 
Risk assessment involves identifying threats and assessing the probability of these 
threats actually occurring. Risk management is about managing what should 
happen if these threats materialise including disaster recovery plans, crisis 
management and emergency procedures (Borodzicz 2005). It is also about 
minimizing the probability of the threat leading to undesired effects by designing, 
implementing and operating internal controls that mitigate, avoid or transfer risk 
(Ibid).  
 
Perhaps, the most widely acknowledged definition of internal controls is from The 
Committee of Sponsoring Organizations of the Treadway Commission (COSO) 
(COSO 1992; 2004) which defines it as a process, effected by an entity's board of 
directors, management and other personnel, designed to provide reasonable 
assurance regarding the achievement of objectives regarding: (i) company 
strategy; (ii) effectiveness and efficiency of operations; (iii) reliability of financial 
reporting; and (iv) compliance with applicable laws and regulations. 
 
This paper reports on the results of a research project focusing on the links between 
risk management and internal controls. As this is an emerging research field this 
paper aims to develop a practice-driven understanding of the concepts and issues 
involved. Based on interviews with practitioners and a subsequent literature review 
it proposes a research agenda that can guide interested researchers in this fast 
developing domain.  
 
The structure of the paper is as follows. The next section describes the methodology 
of the project, section 3 presents the results, section 4 discusses these results and 
section 5 concludes the paper with a proposed research agenda.  
 
 
2. Methodology  
 
Based on an inductive research approach, the goal of this project was to clarify the 
issues involved and to propose a practice-driven research agenda. For this purpose 
a two step approach was chosen:  
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1. Initial exploratory interviews with selected practitioners with the aim of 
clarifying the link between risk management and internal control as well as 
identifying important issues.  

2. Subsequent literature review to assess what current research has to offer 
regarding the issues identified during the interviews. The literature review 
focused on both academic journals as well as practitioner-oriented 
publications. The latter were included as emerging issues which often first 
appear in these types of journals.   

 
The interviews were scheduled with five large international companies. Three of the 
meetings were personal meetings while two of the meetings were telephone 
conferences. The selection of these companies was mainly based on: 
 

1. Issue awareness: The companies had to have focus on risk management 
and internal controls. This focus could be either as a part of their operations 
or as a service (i.e. consultancies). 

2. Size: The companies had to be of a size sufficient for risk management and 
internal controls to be formalized processes.  

3. Accessibility: The companies selected were based on prior evidence of their 
support for research projects and their links with the involved research 
institutions.  

 
The characteristics of the companies interviewed are shown in table 1. 
 

 Company 
1 

Company 
2 

Company 
3 

Company 
4 

Company 
5 

Industry Bank Bank Mining Auditing/ 
consultancy 

Auditing/ 
consultancy 

Turnover 
2005 
(worldwide) 

AUD 13,8 
billion  

AUD 11,3 
billion 

AUD 21,0 
billion 

AUD 29,3 
billion 

AUD 21,8 
billion 

Full time 
employees 
2005 
(worldwide) 

39,000 35,000 33,000 130,000 120,000 

Manager 
interviewed 

Manager 
Quality & 
Business 
Efficiency  

Manager 
Operational 
Risk 

Business 
Improve-
ment 
Manager 

Senior 
manager 

Senior 
manager 

Table 1: The companies interviewed. 
 
An exploratory interview methodology was adopted employing a semi-structured 
interview guide listing several broad issues within risk management and internal 
controls. However, these were used in a very loose manner encouraging the 
managers to speak of what currently had their attention regarding risk 
management and internal controls.  
 
We realise of course the empirical limitations of our approach. The purpose of the 
sample is to point out areas that currently have management attention and 
thereby act as a focus for the literature search.  
 
3. Results 
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In the interviews with the five managers, the issues discussed could be classified 
within three broad areas emerged based on descriptions of either “projects in 
progress” in the companies or based on issues that had management attention. 
These are: 
 

1. Business process risk management 
2. Compliance 
3. Developing internal control 

 
These are described below describing the issues identified in the interviews 
followed by the results from the literature review.  
 
Business Process Risk management: The Interviews.  
Linking business process management and business process modelling to risk 
management seemed to have a great deal of interest. The managers described 
several issues within this field:  
 

1. The managers mentioned differences in risk perception both at an 
organizational level and at process level. The implications of these for the 
management of business process risk are unclear though. Furthermore, 
management conceptualization of risk in business processes (e.g. 
operational risk, IT risk, financial risk, compliance risk, legal risk, health and 
safety risk etc.) differs between functions and organisations which could 
impact the management of these processes. 

2. Risk needs to be described in a consistent manner across various levels of 
business process architectures. Currently there is no one method or 
modelling tool used for this purpose. A method for mapping and describing 
risk needs to be integrated with business process modelling languages.  

3. As companies are becoming more global in their operations, with their 
organization more distributed and linkages into global supply chains, the 
level of risk evaluation and management is changing. There is a shift in 
focus from local and regional risks to global risks. Understanding the impact 
of this shift on business processes is crucial.  

4. The materialization of risk and the resulting effects cost money but so do 
risk management and control, both directly but also as a potential loss of 
effectiveness and opportunity. The managers referred to the importance of 
understanding the costs of risks and the costs of mitigating these risks in a 
business process perspective including the costs of letting the risk 
materialize versus the costs of controlling for that risk. 

 
Business process risk management: The Literature 
Business process management has been identified as one of key issues in business 
management (Harmon 2003) The term Business Process Management (or BPM) 
refers to a set of activities which organizations can perform to either optimize their 
business processes or adapt them to new organizational needs. Business processes 
of the organization can be seen as the place where risk materializes, where 
information is generated and used and where control activities are carried out.  
 
There is a tight relationship between business processes and risks. On the one side, 
risk management can be seen as a business process, i.e. the different stages of the 
risk life-cycle form a business process, which requires management. On the other 
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side, risk is an important business phenomenon, which increasingly has to be 
considered in the (re-)design of business processes. Though there is such a close 
link, the process and risk management communities are rather separate groups 
with different research agendas and methodologies (zur Muellen & Rosemann 
2005). 
 
The purpose of risk management is to “reduce or neutralize potential [risks], and 
simultaneously offer opportunities for positive improvement in performance.” 
(Ward & Chapmann 1994, p. 23). A general risk management framework is 
composed of three main action phases: identification, analysis and control (Kliem 
2000). Risks are caused by various uncertainties. Hence it is not easy to frame 
risks in a precise fashion. One way to do so is to have risks characterised using 
properties such as impact, probability, time frame and coupling with other risks 
(Gemmer 1997). Since risks are commonly associated with negative outcomes 
(March et al. 1987), the distinction between risks and problems often remains 
unclear. Risk is not necessarily a problem, but a “potential problem” that may 
result from making a particular decision (Charette 1990).  
 
In the context of process management, risk has mainly been addressed as a factor 
in the management of process-related projects. A notable exception is the case 
study by Ballou (et al. 2000). The authors discuss risk at the business process 
level, but their study of the processes remains at a high level of abstraction and 
risk is only dealt with from a financial and general business risk perspective, while 
operational risk at the task level is not addressed.  
 
Suh and Han (2003) propose the use of functional decomposition and the Analytic 
Hierarchy Process to identify business related risks in the information system (IS) 
infrastructure of an organisation. They use a functional model of business 
operations as a guideline to evaluate the criticality of individual IS components. 
This traditional view of the organisation does not account for cross-functional 
components that may support multiple business functions and does not support a 
process-oriented view of business operations.  
 
Yu et al. (1999) discusses different models to assess possible failure modes, effects 
and their criticality. It lists the risk priority number method and the expected cost 
method as suitable to determine process-related risks. Based on manual operating 
procedures the authors then present a human error criticality analysis technique 
that allows for the valuation of possible human error in a given business process. 
This analysis technique leads to an error tree with probabilities, but does not 
integrate with other conceptual modelling techniques.  
 
An influential control framework that linking risk management to business 
processes as well as internal control is the COBIT framework. Particularly in the the 
latest version of the framework (COBIT 4.0 in ITGI 2005) and in the specific 
application of the framework to Sarbanes-Oxley compliance (ITGI 2004). The 
COBIT framework for managing compliance risk and control specifically focuses on 
general, company-wide and application controls that are related to business 
processes such as manufacturing, sales and logistics.  
 
The above clearly indicates a demand for more conceptual guidance in relation to 
risk-aware process management principles. There is a need to integrate risk as an 
artefact in established enterprise architectures and business modelling techniques 
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and tools. Furthermore, there is the requirement to develop technical risk 
architectures - i.e. the integration of all risk management systems into one holistic 
solution. This has not been addressed in the literature as of yet. 
 
 
Compliance management: The Interviews 
Another area that currently holds management attention is compliance. Although 
spurred by high-profile legislation like the Sarbanes-Oxley Act, compliance is a 
broad area and includes compliance with health and safety laws and regulations, 
environmental laws and regulations, labour laws and consumer protection 
legislation. However, the managers interviewed saw these in a risk management 
perspective with focus on the risk of non-compliance and were concerned with the 
organization and controls necessary to ensure compliance. Issues mentioned were: 
 

1. Compliance is a business process and could be approached as such. 
However, approaching compliance in this manner is still in its infancy and 
differences in and integration of different compliance processes across the 
organization (at local, regional and global levels) are not yet well 
understood. Neither is there any general way of modelling and describing 
the compliance management process and its links to business process 
models. 

2. In particular, the managers mentioned some compliance issues as being 
global. For example, for a parent company operating in the US, the 
Sarbanes-Oxley requirements will impact on all of its controlled entities. 
Another example is a company that chooses to operate its facilities around 
the world according to some best practice environmental standard to which 
its entities have to comply. Global compliance further complicates the issues 
inherent in local compliance processes and adds some new challenges.  

3. Not complying with legislation can cost money in fines. However, it can also 
cost money due to damage to the reputation to the company, loss of 
consumer trust or loss of investor interest. Measuring these costs can be 
important regarding e.g. decisions whether to operate in a region or not. 

4. Compliance management goes though a life cycle like most other 
management processes. There is however, no clear understanding of the 
phases compliance management goes through, such as no integration to full 
integration in business processes, manual to automated, local to global, 
disaggregated organizational responsibility to a chief compliance manager 
and so on. The accountability structure for compliance was mentioned as 
important, as increased focus on compliance (as more complex compliance 
structures imply) increases the need for a coordination and managing 
function in the company. 

 
Compliance management: The Literature 
It seems that in the past couple of years, compliance has become something of a 
buzzword. However, companies have always had to comply with laws and 
regulations including health and safety requirements, tax laws, consumer 
protection laws and labour laws.  
 
Factors that have increased the current focus on compliance management are:  
 

1. Extensive emerging compliance requirements (such as Sarbanes-Oxley 
(SOX) compliance) requiring compliance on local, regional and global levels 
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across different business processes and in some cases attestation by 
highest levels of management  

2. Rising costs of compliance. A study of Fortune 1000 by Charles Rivers & 
Assoc. in 2005 showed that companies spent on average US$ 5.9 million on 
compliance with SOX requirements in 2004 (CRA 2005). A similar study by 
AMR Research concludes that compliance costs are expected to rise 
significantly in 2005-2010 (IMJ, 2004). As costs rise, managers look for 
ways to increase the efficiency and effectiveness of compliance processes 

3. Non-compliance costs time and resources including indirect costs such as 
reputation damage costs and costs of defending lawsuits. Specifically, the 
risks of reputation damage are important to those companies that depend 
on public trust or sell high profile products to end consumers (Testa 2005, 
DrugResearcher 2004) 

4. Integration of business processes, information technology and people across 
geographical, temporal and organizational boundaries is leading to new 
types of compliance risks that have to be addressed. An example could be 
varying local hazardous product transport regulations that have to be 
complied with across a global supply chain.  

 
These developments call for increased management of compliance and even for 
making it the responsibility of a specific management function (i.e. chief 
compliance officer). It also can lead to the development or acquisition of a specific 
compliance management information system. 
 
The passing of the SOX legislation in the US has had significant influence on how 
companies see compliance (Baker et al. 2006). The fundamental aim of SOX is to 
minimize the risk of fraud and significantly misrepresented financial statements. 
Companies have to focus explicitly on different types of risks (such as the risk of 
false information in annual reports or misappropriation of funds) and the internal 
controls that address these risks. High level managers then have to publicly attest 
to the reliability of these controls. This situation adds an external compliance 
dimension to the concept of risk management and control (ITGI 2004; COSO 2004; 
CFO 2005). 
 
Compliance risk management has been addressed within separate compliance 
areas such as SOX, internal controls and reporting (e.g. Waldman 2005; Shue 
2004; Kendal 2004; Byington & Christensen 2005), environmental compliance 
(Gangadahran 2006), occupational health and safety (Ashford & Caldart 2001) and 
various labour laws including discrimination laws, child labour and employee 
protection (Adams 2003).  
 
Compliance is a general feature of business. First of all every company has to 
comply with some legislation. Secondly, it is a process composed of different 
stages such as overview of legislation, identification of requirements, evaluation of 
practice, assessment of non-compliance risks, assignment of accountability, project 
management, reporting structures, etc. However, there seems not to be any 
research focus on integrating compliance processes across functions, developing 
standardised compliance processes or exploring compliance issues in a regional or 
global context or how to manage and improve compliance in a business process 
perspective.  
 
Internal control development: The Interviews 
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The third area is internal controls and how these are developed and integrated in 
both risk management and compliance. These are mentioned as even more 
important in recent years. Issues identified were:  
 

1. Internal controls have always been a part of the management process 
focusing on implementing strategy and achieving objectives. Recently 
internal controls have emerged as key issues in risk management and 
compliance management. Controls are in place to mitigate risk, some of 
which are inherent in business processes (i.e. the risk of fraud, the risk of 
data errors etc.) and to secure compliance with legislation or with 
management objectives. The integration between business processes, risk 
management and controls is not advanced as of yet and is often “learning 
by doing” in companies.  

2. The requirements of Sarbanes-Oxley necessitate substantial improvements 
in internal controls. Over time internal controls seem to go through several 
stages of development. This development, the characteristics of each stage, 
and contingency factors affecting each stage, are not well understood but 
are important as companies could improve their performance by having an 
overview of strengths and weaknesses at each stage.  

3. Internal controls operate on many levels. There are e.g. behavioural 
controls, information controls, operational controls, preventive controls, 
detective controls, application controls and general controls. Internal 
controls however are dependent on the control environment. Control 
environment factors include the integrity, ethical values and competence of 
the entity's people, management's philosophy and operating style, the way 
management assigns authority and responsibility, how the entity organizes 
and develops its people, and the attention and direction provided by the 
board of directors. However, the relationship between these general 
organization wide controls and individual control activities are not well 
understood.  

4. Specific issues surrounding Sarbanes-Oxley compliance were raised by the 
auditing managers interviewed. They would like to know more about 
companies’ and auditing firm’s interpretations of materiality, material 
weaknesses, significant deficiencies and effectiveness of controls in a SOX 
context. Furthermore, understanding disclosures of internal control 
weaknesses in corporate annual reports emerged as an issue.   

 
It seems that the managers interviewed see these three areas as closely 
interrelated. That is to say compliance efforts, risk management in business 
processes and the development of internal controls are linked to certain activities. 
Examples mentioned were Sarbanes-Oxley which is a compliance effort that 
requires risk assessments and development of internal controls. Another example 
mentioned is disposal of nuclear waste which requires extensive risk management 
procedures, has to comply with legislation and is dependent on numerous internal 
control procedures. A third example is fraud detection which requires risk 
assessment, development of internal controls and affects compliance with  financial 
reporting legislation.  
 
Internal control development: The Literature 
A review of the literature raises the following question: Is there a difference 
between internal control and management control? There are different definitions 
(Rikhardsson et al. 2005) but these two concepts are closely linked. Both focus on 
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the ability of managers to steer the organisations in the direction specified by 
organisational strategy and objectives as well as identifying and reacting to internal 
and external changes that might affect this course. An often-used definition of 
management control is “… the formal, information based routines and procedures 
managers use to maintain or alter patterns in organizational activities” (Simons 
1995: p. 5). However, the internal control definition by COSO (1992) also includes 
compliance and external reporting as specific control objectives as well as strategy 
and operations. Thus it would seem that internal controls as a concept is more 
specific than the more academic definition of management control.  
 
The review of the relevant literature shows that the evolution of academic 
understanding of management control and internal control has gone through at 
least two evolutionary phases in the last decades. These phases are to be seen as 
complementary and not as resulting in mutually exclusive understanding of internal 
control. 
 
From the 1960s and onwards management control is seen as a cybernetic 
management system including environmental impulses, organizational responses 
and achievement of organizational objectives. Management control is seen mainly 
as an information process where managers plan, act and react to internal and 
external impulses (e.g. Ittner & Larcker 2001; Otley & Berry 1980; Flamholtz et al. 
1985). In the 1990s the view starts to emerge that management control is a 
system or a process focused on implementing strategy in an environment where 
strategy needs to be revised on an ongoing basis (e.g. Simons, 1995; 2000; 
Kaplan and Norton 1996, Chenhall 2003; Anthony & Govindarajan 2003; Merchant 
& Van der Stede 2003). 
 
A review of the more recent literature, however, suggests that the academic and 
practitioner understanding of management control is entering a third phase where 
the focus is on the more specific concept of internal control. This sees internal 
control as a system aimed at assessing, minimizing and controlling risk associated 
with company business processes, business transactions, information technology 
applications and information dissemination to internal and external decision makers 
(e.g. ITGI 2004; COSO 2004; zur Muehlen & Rosemann 2005; Rikhardsson et al. 
2005).  

 
This focus on risk and risk management in internal control is apparent in some 
influential frameworks that recently have been published within the field. One such 
framework is the COSO Enterprise Risk Management (ERM) framework (from 2004 
but building in an earlier framework by COSO from 1992). 
 
In COSO’s Enterprise Risk Management (ERM) framework, enterprise risk 
management is defined as follows (COSO 2004, p. 2): “Enterprise risk 
management is a process, effected by an entity’s board of directors, management 
and other personnel, applied in strategy setting and across the enterprise, 
designed to identify potential events that may affect the entity, and manage risk to 
be within its risk appetite, to provide reasonable assurance regarding the 
achievement of entity objectives”. 
 
Apart from previous frameworks and tools developed in the past two evolutionary 
stages, currently internal control frameworks and tools are emerging that link risk 
management to internal controls. These can be classified into general frameworks 
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such as COSOs ERM framework (COSO 2004) and specific frameworks or studies 
tailored to various contexts including information technology (Shue 2004; Cannon 
& Growe 2004; Hamaker & Hutton 2004; CFO 2005), corporate compliance (CRA 
2005, Stephens 2005; Markham & Hamerman 2005; Byington & Christensen 2005; 
Waldman 2005; Matyjewicz & D’Arcangelo 2004) and business process 
management and modelling (Zur Muellen & Rosemann 2005).  
 
There is thus emerging research into the links between risk management and 
internal control. However, to a large extent, there seems to be focus on developing 
frameworks and interpreting institutional developments. There is a need for large 
scale surveys documenting company similarities and differences, what influences 
internal control development in which settings as well as industry characteristics. 
There is also a need for case studies documenting company practice and 
experiences with the aim of further developing practice.   
 
 
4. Discussion 
 
Generally, few academic studies have focused explicitly on the integration of risk 
management, compliance and internal control. Practitioner journals (such as 
Accountancy, Internal Auditor and The Information System and Control Journal) 
have concentrated on these issues for some time though.  
 
The literature review shows that business process risk and internal control are 
being integrated in several frameworks such as the Enterprise Risk Management 
model from COSO (2004) and the COBIT from ITGI (2005). The integration of 
compliance, internal controls and risk assessment is addressed in the application of 
the COBIT framework to SOX compliance in ITGI (2004).  
 
In these frameworks, internal controls can be seen as focusing on two aspects: 
 

1. Controlling behaviour such as use and safekeeping of resources and assets 
so that certain objectives can be reached (strategic, operational, reporting 
and compliance)  

2. Controlling the quality of the information that managers use in decision 
making (e.g. regarding use of resources) or report to external stakeholders 
(e.g. relating to compliance).  

 
Given the importance of information and information technology in achieving 
company objectives (ITGI 2004), this dimension needs to be included when 
defining and researching internal control (Granlund & Mouritsen 2003, Sutton 
2005). The risk management perspective inherent in COSO sees information as 
critical if the organization is to achieve its objectives through decision making at all 
levels as well as reporting quality information to external stakeholders. The quality 
of information for external and internal decision-making and the controls to secure 
this information quality is crucial if the company is to achieve its objectives as 
defined in the COSO framework. Information quality is not an objective concept but 
includes the characteristics of the user of the information, the context it is used in 
as well as the accuracy, integrity, reliability, timeliness and accessibility of the 
information (Wang & Strong 1996). Other frameworks that have addressed 
information quality and information systems are SysTrust and WebTrust from the 
American institute for Certified Public Accountants (AICPA) (AICPA & CICA 2003).  
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Both the literature review and the interviews show business process risk 
management and internal controls being linked to information technology generally 
and to enterprise resource planning (ERP) systems specifically. For example, 
including ERP systems and accounting information systems in compliance 
management efforts is crucial, particularly in complying with the Sarbanes-Oxley 
Act. The PCAOB Auditing Standard states that “the nature and characteristics of a 
company’s use of information technology in its information system affect the 
company’s internal control over financial reporting” (ITGI 2004: p. 12). Issues 
integrating risk management, compliance and internal controls in this context 
would include: 
 

1. Integrating risk assessment of control, intentional and unintentional failures 
in business processes leading to incorrect data entering the system 

2. Considering the possibility of automated controls in ERP systems, replacing 
or supplementing manual controls 

3. Considering more preventive controls, replacing or supplementing detective 
controls. 

4. Focusing on documentation of controls as a crucial ingredient in control 
assessments.  

5. Considering the role of internal auditors and external auditors regarding, for 
example, testing of controls. 

 
Summing up, business process risk management, internal controls and compliance 
are closely related. Risk management is to a large extent about developing, 
implementing and operating controls for mitigating, avoiding or transferring risk. 
All are linked to corporate strategy and corporate objectives (strategic, operational, 
reporting and compliance). Risk management and internal controls take place in 
the context of business processes and in an information system environment. This 
is shown in Figure 1.  

Business Business 
process process 
activity activity 

11

ObjectivesObjectives

Business Business 
process process 
activity activity 

22

Business Business 
process process 
activity activity 

33

Business Business 
process process 
activity activity 

nn

StrategicStrategic OperationalOperational ReportingReporting ComplianceCompliance

Internal controlsInternal controls

Risk managementRisk management

StrategicStrategic OperationalOperational ReportingReporting ComplianceCompliance

ObjectivesObjectives
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rm
at

io
n 

sy
st

em

 
Figure 1: Integrating Risk management, compliance and internal control in the 
context of business processes 
 
 
5. Conclusions and a research agenda 
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From the literature review and the interviews, it is clear that risk management, 
compliance and internal control are becoming more integrated in a variety of 
business contexts.   
 
Combining and synthesising the literature review and the interviews, we present an 
overall list of research questions that seem relevant for further research into the 
integration between risk management and management control. The questions 
below are on a general level and would need to be specified in a potential research 
setting.  
 
Business process risk management 
There is a need for research within modelling risk processes in connection with 
business processes, researching standardisation of business process risk 
management and exploring the impact of various contingency factors on business 
process risk management. Some research questions that need to be addressed 
are:  
 

1. How do companies define and conceptualize business process risk and how 
do they select controls to address that risk? 

2. How is a shared understanding of the principal strategic, financial and 
regulatory risks facing the organization achieved? 

3. How can business process models be integrated with models of control 
processes? 

4. How can risk be modelled so as it can be integrated in business process 
management models? 

5. How is efficiency and effectiveness of a business process risk management 
system measured?  

6. How does the risk portfolio of a company change with the presence of 
automated controls? 

7. How are ERP systems included in business process risk management and 
what controls are adopted? 

8. What risk management practices are in place regarding reputation damage 
threats and what controls are in place? 

 
Compliance risk management  
There is a need for research regarding compliance on a broader level and not just 
regarding each corporate function. This would entail a focus on the general 
processes involved in compliance, how these processes reach across organizational 
and geographical boundaries as well as exploring contextual influences on 
compliance and compliance performance. Research questions include: 
 

1. What types of compliance processes are there and how can these be 
modelled? 

2. How is the organisational responsibility for global, regional and local 
compliance evolving? 

3. How are global compliance issues managed in companies? 
4. Who are the various constituencies that have an interest in compliance 

performance and how do companies address these? 
5. What roles and responsibilities for compliance requirements are there in 

companies and what practices are evolving? 
6. What would a general compliance process reference model look like?  



Presented at the Second Asia/Pacific Research Symposium on Accounting Information Systems 

University of Melbourne 2006 

 

-13- 

7. How can companies develop early warning systems for compliance? 
8. How can the costs of non-compliance be measured? 
9. Does a good compliance record pay off in higher share prices? 
10. How do companies use IT to support and secure compliance and how can IT 

support compliance most effectively? 
11. Is compliance more cost effective in companies with ERP systems than 

companies without?  
 
Internal control development 
There is a long tradition for research into internal controls in the context of 
management accounting, financial reporting and general management. However, 
little research has focused on internal controls specifically in the context of risk 
management and business processes. Some questions that could be addressed 
are: 
 

1. How are internal control systems currently evolving and what life cycle 
maturity stages do these go through? 

2. How do companies interpret the COSO control framework in the context of 
SOX? Is there a common understanding of the requirements or are there 
differences? 

3. How do different control frameworks compare including COSO, COBIT, 
WebTrust, SysTrust etc.? 

4. How do companies assess and develop company wide internal controls?  
5. What preventive controls are available to companies and how do these 

differ regarding contingent variables such as size, technology, industry and 
structure?  

6. How can the efficiency and effectiveness of an internal control system be 
assessed and compared, for example, between different business units? 

7. What is the cost efficiency of implementing the controls defined by COBIT 
compared to risk assessments and control effectiveness? 

8. Do ERP systems mean more efficient and effective internal control 
practices? 

 
Overall, it can be concluded that intersection between risk management, business 
process management and compliance is very much in need of more investigation, 
both academic research (i.e. for the sake of understanding organisational and 
institutional practice) as well as practical research for contributing to the 
development of better solutions, guidelines and frameworks for companies.  
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