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INTHRODUCTION

This is a7 work—in-arogress report of a new osroposed
computer organization for supporting gsecure database
manazements In a conventional computer Systemsy an increase
in complexlty of security mechanisass for greater nrecision
and resolution {(granularity} can dearade the performance of
the system such that it is N ionger <ost-aftective
[CHASDT I, HOFFLT73 1. In that type oI gsystem, arocessing is
seguential and the user and system selftware share a common
main storaze. The database management system {(DBMS) is
implemented as = complex anplication Yon top of? the
operating system [{08), and security checking is perforaned by
the DBMS and/or the D5, There are meveral preblems with
this type of architectures For examples hacause of the
common main storage, system sofltware, security procedures,
antd other ugser data bdbuffers can be read or aliered by other
goftware proceduress The database access mechanisas are
usually more complex bhecause they are processed throuzgh the
operating system. The seguential nature of the whole syatem
offers littile aid in improving =sSystem performances The new
proposed architecture provides ithe next natural siep in
reselving some of these problemS. To i1llustrate,y for the
sake of security a nd reliability, interprocessor
compunication is through more explicit and more controiled
paths rather than throuzh CcoOmmoOon  memndry ACCRES By
combipning the concepits of smultiprocessing, pipelining, and
varallelism into fne new system organization, improvements

in systen performance and Security are possibiee.

aration of a

in this reppri  the hasic conti
HULTIprocessor sSystem for supporting Secuve Authorization
wit: Full Epforcement [MULTISAFE) for database management is
presenteds The general fastures of MULTISAFE are discussed
alonz with its potential areas for future researchs I+ is

the intention of this report to state oniy the basic



concepts without any details in order to document the early

stages of development in the proposed architectures.



BACKGROGUND

A DRSS can e fuanctionally Agivided many ways Tor many
BT PO SE Se Presented below ars some of the wavs in whiah

DBYS*'s have been arranged into system configurationss

Canaday et al. [CANART4]) divided a DBYES into two levels

e fthe user and appiica%icné* level and the database
managenent functions? level. #ith this view a "back-end?
computer organization was developed. in the back—aend
arganization non—084S8 processing is done by the host

computer and DBMS srocessing is done by the back-end

compate ra The host computer transmits a user?s reaquest to
the back~—e 1d computer where the DRME functions are
performedas The results ara returned to the host for

distribution to the n3er.

With an experimental model TCanaday et al. showed that
the back-end approach was economnically feasibles Besides
more throughput per unit cost, the system configuration
enhances the abillity for simultanecus data sharing and
increases the system?s reliabllity and security with DLack—up

and recovery abiilitiese.

The back—end compuiter resolved some of the access
problems cavsed by having the database access mechanism on
ton of the 48 as in the conventional systems Another
feature of the back—-end coancept is that sone concurrent
processing is now possible. Thus, +this provides a means for
reducing the response time of the singie conventional

Wi processor.

However, with respeact to data  security the back-end
system i3 not much hetter than the conventional

YNNI processors That iss in back—end configurations security
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is processed either by the hoest or by the hack—end computers
If security procedures are processed by the host, then they
are Suscéptibie to penetration by other scoftware procedures
being processed by the host, It smsecurity procedures are
processed by the back—end computer, then sysitem performance
is degraded Thecause the pack—end compufer {a uniprocessor)
has to process the database access and security mechanisms

seguentiallve

A different partition was proposed by Bisbhey and Popek
[RISBER74]1- The partition separated the operating svsiem and
security level from the user and application levels. Aisbey
and Popek woroposed the implementation ofF their partition by
extracting the operaiting svstem and the securifty nroecedures
fxrom ihe conventional compuatar and plating them on A&
minlicommuter. This approach was called Vencapsulationt and
is related to the virtual machine concept. Under
encapsulation the operating system and security processes
becamé physically separafted or isclated from the uaser and
applircation proceduress Thusy it is easier to certify the
security of { he syvstem frem malicious attacks through
application sofivare. In addition, it is possible Tor sach
security category or level to be maintained as a separate
operating systemns This concant, called
Heompartmentalization,? imposes an additicnal responsibility
on the minicomputer whereby it sust determine the security
needs and initiate the loading of the operating sysitem with

the appropriate sSecurity level.

Encapsulation has some advantagesa. Security is
isolated and easiiy certifiede. The operating sSystems are
small andgd program verification is= less dirfficult. Home

limitations to encapsulation are that data security is very
coarse {at the device and Ffile level), and that File updales
anre infreguents Thus, even though security is improved

through encapsulation, it stiil does not resolve all the



problems found in the conventional systems

Another approach to partitioning of data security and
data management was taken by Downs and Popek [ DOWNDTT7]1. In
theinr aporoach the data security modules reside in the
nucleus of the DBEBME as a data protection kernel. This
apnroach is similar To an. OS kernels The data management
module, which maps logical data structures into physiecal
data straciures, is supported by a "data manazgement kernel.’
All physical update and retrieval operations are performed
by the data wmanagement kernels. For aid in updating, a
second kernely; callied the "kernel input module,” iz used for
ohtaining atitributs—value nairs {the update data) from the
user!s update reguest hecause the data management module
does not handle actual data. These atiribute—valine pairs
from the kernel input module are matched and checked by the
data management kernel with their physical data structures
from the data management modules At ter security clearance,
the date management kernel issues a physical I/0 reguest
that performs the actual uodate. For data retrieval, the
kernel inout moduls is not involved. The data manazement
kernel validates the retriewval reguest from the data
managemaent module orior to issuinz a ohysical database

ATCELEE

The data protection kernel approach can improve the
reliability of data protection since the Xerneil is separated
Lrom the dats meanagement modules However, the Kernel
appreac hy which performs data security only, oprovides no
protection among gcoancurrent DRMS uSers. This form of
arotection is jeft to the pperating systems For sxampley
there exists the possibility of one user tampering with
apother users status since the data management module,
which commun icates erroer and sfatus inforsmation fo the
Wwsersy; has no protection mechanismse System performance is

degraded because of XkXeruel averhesad due te sSeguential



proecessing for sacurity checkinge.

Witn a ¥future goal of implementing a relational DBMS on
a distributed system of two coemputers Lien et al. [LIENYTS]
envision their system throuzh three levels onf abstraction?
the logical data structure {relations), the physical data
structure {binary search trees}, and the phyvsical machines.
Their idea was to implement the primitive opasrations Tor
manipulating 5inary search trees on Dboth computerg and to
let the user?s sofitware he translated into these primitive
ocperations. That isy hoth machines support the same viriual
machine so that any user reguest can be procvessed Ly either
machine. one advantaze of this approach is that the ftwo
machines can be simultanescusly processing ditferent useris
regquest Se Soametimes two remguestis can be orocessed in about
the sSame time period as one redqguest in the conventional
SySTeie Howevernr, besides the additional communication
flinkage between the two  computers and the limitations
imposed by the hierarchical tree structure, the approach
suffers Trom having each reguest processed in the umual

sequential maaner of the conventional systems

In an effort to improve security Lang, Feraandez, and
Summers [LANGT761 gsroposed a division of applications
spftware (object programs) into three object modales:

1e the application object module,

Ze the dafa interaction oObject moduale, an-d

Je the data conirol object module.

Due to the numerous calls amonz the three ob ject modules,
the pverhead Can gagrade svystam performance under T he
convent iona l uniprocessaorr environment, For improving
performance, Lang et al. suggesisd the use nf an aiterna?ivé
archi tecture such as separate virtual machines, separate
DrocesSsors, or specianlized architecture on which the object

madules are executeds.



Separate virtual machines have heen explored by Cook
[{COOEXTTS]s ook proposed a DBME design philosonhy based on
the separation of strucituare revpresentationse HAis idea is %o
separate lozgzical {or user) structures from physical {or
stored) structures and to separate bhoeth of these structures
trom the actual data. Relationshins hetween structures are
zenerated based upon the description of fthe user structures.
The generated resualt is one?s own MYuser machine® that is
based on a tazgged architecture which provides a set of data
manipulation instructions. These instructions are
interpreted in terms  of one o more database machine
operationse The final e¥ffect is several aser wmachines
operating independentily with different structural views of
the database ftajilored to each user?s needss Cook points out
that it is possible to genersate lavers of user machines
which easily support data protection by placing special user
protection machines beitween the user machines and the

database machine.

Even in this systesm ovrganization, there 51111 exists
the linear processing seguence of operations for each usars
The iden of layers does, however, support the +wvirtual
machine archi tectural alternative suggested by Lang 2% als;
buty these machines are simuaiated with a sinzle physSical
machine which brings hack some of the original problams

found in conventional systoemse.

Iin the present work,; some concents fFrom the system
views and organizations outlined above are gcombined with
several new ideas to form a new multiprocessor
configurations This confliguration has the potential o f
resalving smany of the problems of security and performance
discussed abovee. The hasic philosophy and concepts of

HMULTISAFLE are discussed nexts



THE CONFIGURATION

A computer systenm for a DBMS can  be functionally
divided into three major modules!:
the user and application module [UAM}

the data storage and retrieval module {
the protection and security madule {PSM

LIt =
. e

SRM)
}

The basic idea is to jimplement each modﬁle on one or more
processors _.forming the multiprocesser system called
MULTISAFE, These processors can be as small as
mMicroprocessors, of they can be as large as maxiprocessars.
in a conventional unlprocéssnr Pnﬁﬁronmept these three
modules function sequentially in an interleaved fashion. in
MULTISAFE "all three modules .functjnn in a semi-parallel
fashion. Tha t isy the UAM coordinates and analyzes usér
requests at the same time that the SRkRM generates responses
for requests. Simultanebusly, the PSM continuously performs .
security checks on all activities. Figure 1 illustrﬁieé {he

basic relationships among the three modul es,.
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Figure i Relationships Among MULTISAFE Modules.




For the sake of fast response to legal reguesis, the
nagic philnssgh? i fTo assumse that each incoming reguest is
in fact =a lexzaly, authorized Teguest unless and uantil it is
otherwise determinad. Using this assumnticn the UAM and the
S5R”M perform as many D3N3 functional operations as possible,
independently from the P3Y and without returning any
information teo the user or modifving the database in any way
until they receive permission o do so from the PSY. The
PSY operates concuarrentiy with the UAM and the BEM, That
imy the £5M is continuvously performing security checks in
paraliel with {the normal DR¥S3 functienal operations being

performed by the UAM and SR,

Tn order to0o gain a better understanding of  the
functional characteristics of MULTISAVE, aach modunle is
discussed individuallye. After t he discussion af aach

module,; the processing flow of MULTISAFE is explained.

P5M

The PEM is similar to the cencerts of 3isbey and Popeks
Gowns and Popek, and Lanz et al. in the sense that security
mechani sms are encapsulated or isclated frowm other moedules.
The P8Y qdiffers from Bisbey and Popek?s views because the
PSY is dedicated to security checking and is net =mixed in
with other operating system Ffunctions [(e.ge; I/0 handlingl.
furthermore, the P53M processor does not have to be reloaded
for different security levels, and the P5M affers greater
resolution and.gpecisiﬁn on data security checks which are
needed for dJdatabase systemsS. The PHM can serve as a DBMSE
Kernel as Downs and Popesk propose, but it performs only
security checks and does not perform database 1/0 directlye

Database 1/0 is «done by the SRM. The PHEM differs from the
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data control objgect module of Lang et als in the Sense that
the PS5 is more generalized and is not generated uapon
translation of an apnlication programe The “+ransiation of
an application program is performed by the UAM and nertinent
information is passed to the 3. Furthernmorey, changing the

logical data wmodel or implementing a completely diFfferent

guery language aftfects only the UAM, Thae PSY and the BRM
ares {more or less) indevendent o f high—level datahase

lJanguages.

Each processor nas a given set of hasic Fuanpctional
cperations to e performed comncurrently with its companion
pProCasSsOrss These basic functional operations for the PBYM

processor are as follows:

1s The PSM¥ <can interrupt and terminate furihenr
processing of a reguest hy the UAY and/or 3EM
whenegver a viciation associated with that
reguest has been determineds

2e When a new reguest has been avcepted by TtThe
TAM, tThe PS5 Dbexgins security cnecks by
performning data-independent checking. JSome of

the things that can be checked ars user 1D,
ferminal numbery, time of daw, and other status
informations For a reqguest in a oque ry
lanzuage like BEQUEL 2 ICHAWDTS] the selection
and oredicate domains can also he checked at
this time.

3. After the sSecurity checks in 2 above, the P5M
determines whether or not data—dependent
checking is needed. If not, the PSSy informs
the 3RM simply to retuarn tThe retrieved data
{or the results of the reguest) to ithe TAY for
dishbursement to the uasers If data—~dependent
checks are reguiredy the PS5¥ notifies the SEM
that data—dependent checks are needed,

4o When a tuwple {or record) Gcry in some cases; a
groupn of tupies have been selected by the =SEM
in response to a reguesty tThe PSEYM is intormed.
Attribute—value pair checking is performed, if
reguireads in somne casaes The PSM may nesed
ariditional data to be retrieved before
security checking iIs completeds. Thusy, the PEM
may aznpend {or modify) the original reguest
prior o S5EY processing. {This is =siwmilar to
AANDMing additional predicates o the user’s
gquery as Btonebraker and Wong have donse in
[BTONMTA ]. This can help fTo minimize fThe
amounit of 1/0 by the 5SEY.)

D After data-—dependent checks are made, the PEM
directs the SR contrel to allow the results
to Flow Ifrom the SRY to the Uade. This is done
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by infoeraing the SRM and the UAM of the
security check results,

it is the duty of the PEM Lo continuously periorm the
above Ffunctionse. By maintainingzs status information along
the ways the P3d can ailow ihe regue st to continue or
terminates It is possiblie to allow aunthorized sortions of a
raguest to he worocessed and uvnautherized portions to he
genied —-— particularly in data—dependent checkingoe The
ountcome in such cases depends on the level of resclution of

enforcement {HABTIT7].

From the functional onerations desceibed in 3 andg 4
abovey two Types of date—dependent checking can  be
identified. One t{ywpe will be termed internal data-dependent
checking and the other, external data—dependent checkinge.
For reguests that reguire internal data—degsendent checking,
Hdata checks are performed only on the domains or atiributes
specified in the reguest. This <checking 1Is internal to the
reguast.e For external data—dependent checking, data checks
anre reqguirest on doma ins or attributes that were net
specified in the reguest, Faor example, consider the

following BEQUEL 2 guenys

SRLECT enployvee-namey amploves-salary

FROM empioyee~relation

WHERE demariment = fadministration?
Suppnose that data dependent checks are to bae made tor the
toellowvinzg policye The user is not allowed to see any salary
over EBEZ25,3834 ner the =alary of anyone who has a jobh title of
MmANnazer. Bince the attribute Homplovee—salary® wa s
specified within the reguest; the check for sSalary over
F25,000 is an internal data—-dependent checks Since the
attribute—value pair Biob-ftitle = Tgmanagert™ was not
specified Iin the reguesty the checking of job titles is an

external data—dependent checks
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The importance of the distinction beftween internal and

external data—-dependenit attributes is that external data-

dependent attributes may reguire additionali 1/0 to he
performed. That is,y the PEM must modifty the original

ragfuest or idgsue its own regquest For data in order ta
perferm security checkss - 1f add4itional I/ is regiiired,
then sysitem vresponse o the weguest an«d s¥ystemn performancs
wan be degraded. Tinis is a problem area tThat needs Ffurther

resegarchs

The PSY is a software moduale that is processed on its

owWn Separate PrOCESSOer {or set fek i CrOCaSROTS ] » This
isolation nrotects the security system from malicious
attarks through software and alsc provides the capability

2f physically reiscating the processor remotely from the UAM

and SEM processors.

The PSM can be viewesdd in terms of Hoffaman's fermulary
model IHEOFFLT1 1. In this wview each ussr has a set of
formalaries {or orocedures) fto <contrsl database acCcesSs5eS.
These procedures are called by the user ansi are processed
grior to accessing the databases in HULTISAYE +the dotabase
accesses and the ACCeBS controls can be processed in &

paraliel =mannsr or eéeven in reverse order.

in wview wof Hartson's model [HARTH7Ga,HARTHET7EDR] of
protection languages, the P3M operates in two ghases —— the
avthorization phase and the enforcement phases In the
authorization phase an authorizer uses a protection fanguage
for encoding policies {er access control riles), produacing
authorizations. Snce these authorizations are processed and
swtored internalliy, the enforcemenit phase utilizes these
avsthorizations alons with s¥ystam state information
{including data contents) and the access reguest to produce
an agccess decgision in response n each database avcess

raeguest .
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Some otheyr functions that the PSM module might perform
are history Keepings anditing, iatenrity checking,
cryptogsranhic nrocessings and backun/recovery OrocessSinges
These functions might best be processed by a second PSY
PBroCesSor. Thus; the PS3¥ can reside on dual processors, or
might be distributed across several processors, Howevers in
this papery atitention is Ffocused on the PEYM aé residing on

one processor that pgerforms the authorization ohase and the

enforcement phase. The uase of SRl tigrocesSsSors, history
kKeopingm, auditing,g atce are left as areas for fuiture
rasea™ch. nather aresa of resegarch is the implementationn of

the aunthorizatlon phase and the enforcement phase.

An eventual reguirement ¢f this research is the ability
ta DTOVEy or ai least convincingly demonsirate, that
mecurity is zuaranteed wiithin the proposed architectuaress
Hame of the potential security advaniagses of the PEM are

iisted belows.

. N da ta paths exist from the user to the

database,; except fhrough the control of the
PSM.
2a Authorizaition and enforcement are collected

into one place which rhysically separated
from user acduales and datebase access modules.

b I The UAM and 3R can function without the PEM;
thusy those installations that de not reguire
a P3M can detach ite [A PSM can he added at a
later dates)

bo Fhen %the PSM is presents no user can detach
its A user cannot simalate dotachmoent o
simiinte any of 1the PSENM security Tunctionss

The UAM acis as an interface between the user and the

systemy, and the UAYM does some computation For the user, The
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basic funciticnal operations of the UAM are as follows?

1. ¥oniter ail user input poeorts for an incominsg
reguest.

Ze Lexically and syntactigally analyze tha input
reguest and initiate further processing ol the
reqguest. This coansists {a) of informing the
5 that the reguest has arrived =25 that
wartinent protection functions are activated
and {b} of informing the SF¥ of the reguest =0
that information retrieval can begine

3. Format and return to the user the results of
hisg/her requeste.

Al security and 1/0 routines are physically removed

from the UAM and are completely

exampie, suppose a user makes a

passed simultanesusly to noth

analyzed sand nrocessed cutside
epnoged Yo I/0 callis in  the
preventis the user from HnNssibily
storagesy and retftrisval mechanisn
The UAM differs £ g

operationg that are performed.

system by sanaday et als.

operations, whereas the UAY does

encapsuiaotion

i/0 operations, whereas the UAY

There are several ways 1o

envivonment- First, the UAM
multiprogrammed processoer FUCh
muitiprogrammed sysStem, Some
convent ional systems {such a
alteration of data in The C om0
The second view is to have each
machbine similtar to Tookd
cempartmental izes the

For example,

approach the central

userls capabilities.

isolated Trom The users. For

database cali. This caill is
the P3M ard 3RY where it is
the user!ls environments As
conventional systom, fthis

tampering with the security,

HBe

e ofther systeous hy the

in the hack—end

the host perforas security
nots In Bisbey and Powvekis

is allowed to do

compatler

it nots

view the TAY in a multjuser
can be viewed as a large

as an 18 3748 Ag &
of the probless Found in
& preventing unauthorized
n main sterage) s1il] exist,

user on a4 separate virtuaal
&5 user machine which

Howavar, the
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database is not in fthe virtual machines; thus, the data
migzht 3till be sub ject to unauvthorized tamperinz. A third

view is 4 coillection of very "intellisent! terminals esach
wiih its own private memory and DrocesSsors In this view
some o0r all of the UAY resides in each of the terminalss
With an intelligent terminal a usmer’s software and local
data buffers become physically isolated from those of other
USeTrSe However, there may 2xist a need of another processar
te coordinate the synchronization and communication of fthe
aser?!s intellizent terminal with the PHY and SE
oroblems of how to coordinate these ferminais with the PEM

and S38EY im anovther area Tor researchs

The primary task of the S5RE is to paprfors database
avcesses for the TAY and DPEM. The basic functional

operations of the H8YM are as followsl

i RBegin deta acoess operations when UAY sends a
reqgueste

2 Notify the P3¥ when data has heen vretrieveds

A Af¥ter recelving security <clearanece from the
P#8My return the results to the UAM,; making any
al teration t0 the data as sSpecified by the
PEM,

4a Continue processing 2 and 3 above until the
request is completed or terminated.

Work in the area of developing a sftorase and retrisval

nrogcessor {or device)l for databhase syvstems has hesn dong by

Copeland et &l [COPEGT3 1, by Dzkaranan et ale
[CZEARTES,02ZRAFT 7], andg by Lin et als. [LINCTSE]. In generals

their worg conceantrated on wtilizing assogiative memory Tor

database sSTorages Coveland et al. proposed a stand-alone,
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cellunilar system called CABSY which is construc ted by
attaching inogic anits to a head—ner—traciy sezmented

rotating storage device. CAS5M was designed for supporting
Zseneral database structures such as hisrarchiass Dzrarahan
et als proposed a relational associative oracessoy [ ®RAT)
that is =a stand—alone systen for s=sapporting relational
databas as. FAP followed the idea of oeliular architecturse
£y Tound in CABSd but with more sophisticated logic for
database accessing that iaproved processing Times Later,

Lin et ol proposed a rotating associative storage device

For rolational databases, called RARES, in which search
iogic was attached to the fixed-heads of a roetating storage
device for seapching relationai databases, RAZES stores

data across adjacent tracks whereas CASSM and RAP siore data

alonz adjacent tracks.

Eince CARBRSH and RAP are stand-alone processersy they
are likely candidates for supporting the SR, Howevaer, more
research is needed fTor studying the feasibiiity of using a
CAZSY or a RAP to support tThe HRM,. #Hy placing the database
on a RARES storaze device, tThe 5HEM processcer becomes free
FTrom database searchinge. Thus, the 3REM processoer has @more
processing time for communication and data manipulation {or
compuatation)e. Some pther possibilities for supporiting the
58 are spspcialized database machines such as {hose gropoesed
by Haum and Hsiao {BATHRTAE!] and nhy Hsiae and  Xannan
[HSIADTT7]e A possible area for research is ts consider the

pros and cons of using HRARES, RAP, CAS83M, and other database

machines for supporting the 5BY.

Bince the 28 resides on 1ts own nrocessoris), it is
also possible for the SRM tao peprform cartain data

manipuviation operations in addition to data retrisesvals That
isy the SEM can compute SUM, COUNT, an«< AVERAGE or other

special famstions.
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In additien to managing dafabase storage and reirieval
gperations, the 3RY maintains private application tiles for
non=-DHYE users, That iss; for a non—DBRMS ampnplication program
being processed by the LUAM, the SRM perFforms the Y¥gimple®
{es5s,y reading next record on a tapel /0 asperations on the
filee. in convenftional systems ail 1/ operations are
processed through the 0857 that isy the DRSS is Uon 1op ofh
the (S, In HULTISAFE altl I/ operations ars nrocessed
through the L¥H¥ that isy the DI is on top of The BBME,

forecing all I/ f{even simple file 1/3) to be controlled by

the proftection mechanisms of the Bhy. Another area for
fature research 1S to consider the advantages andd

disadvantages of having the 08 on top of the DSHS as opposed

&

to baving the DBMS on ton of the DHe

oo

Provessing Filow

MULTISAFE functions in a mualtiuser environmenta Fach
processor itries to remain in the busy state by avoiding idle
perioidss For exampley the UAM can bhegln analysis of another
user regquest while the PI3M and/or S8M are processing  an
earliier reguestis To gain insight into the processing Tiow,
a description of the bhasic architecture of HULTISAFE is

presanted next. i+ is then followed bHy a step by =step

processing of a single user reguest throush the svsteme.

The basic {or minimal) multiprocessor architecture for

i

HULTIBAFE, as shown in Figure 2, is comnposed of

2]

three
separate processors &hich are connected to three separate
primary random ACCESH Henory hlocks {magnetic core D
semicondictors, For examplel. The asavstemn arganization
folleows the concepts ouitlined by Fnslow [ENBLPT?I for a

mualtiport-nesnory organization with private mewnorizsS. A
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multipori—-memory is a primary memory block with additional

suitoching loezic in iitm interface wunit to aliow access by

more than one pProcessors The interface logic contains a
priority arii trator Tor resoalving concurrant mamnry
RACCeS[e S Each memory port is unizgueilyv designated a
parmanent priority durinz system congiructions ¥hen a

LQrocessor 1is connected to more than one memorye the ablility
to access ahy one memory bloek is the same except for
priority waltse The assignment of priorities can affect
system nerformance @yl Should he zlven carefal

consideratione.

A mewmory can be marde Torivate" by cennecting only
certain processors to its thereby providing physical
sanaration betftween the gaser?s memory and the P33 and SR
memories, for example. This separation {or isnlation) can
significantly improve sSecuriity because it is phyvsically
impossible for a user to access the PHY ar the 3RY memories.
A uplbus or a Ccresshar processor-memory connection does not
provide this hizher level of isnlation which is a

sitgnificant Factor in improving Securitve

The multiport Teaturs aliows the PSM¥ to access the UAM
menory - and the 2RM memorys That i, the P5Y has the

capability at all times to examine the userls guery and 1o

control data manipulation operationss This cagpabiiity
provides a continuons monitoring effect. Alsoy the SRV has

tThe ability fto access the user memery s that retrisved and

authorized Information can be returned to the users

Ot her than accessing information in the memories, the

modules {or nrocessors) reguire a more direct communication

AmD NI thamselvese This commuanication is necassary for
coordinating and controliing the Drocessing Flows

Comminication hetween the PEY and the S2H is a critical

factoery especialiy for data—devendent securi ty checks where
=]



communication is reguired on each record {tunle} processed,
If this comminication process is too slow due to aperations
such as passing and processing lenzthy messages, then {he
serformance of boith the P5¥ and the 3REM can be degraded. n
the other hand, very short messages; such as single bit
flags {or indicators), provide limited capabilities. This,
the coommunication process needs careful alanning and

investfigation to help preserve system efficiencys

An i

yprtant part ot the commanication process is to

assist the PBM in handlino enforcement procedures. Each
such procedare is  compossad of fwo parts? t he interrupt
mechani sa and the recovery PrOCRS Se Hhen the enforcement
process detects an unauvthorize:d regquesty, the PSM interrupts
the UAYM and/or the 5SBY {depending on the nature ofF {he
enforcement} and administers the PECOVEIY DIrOcaesS, Along
with this interruption the PSM passes a messaue to the UAY
which cantains ugser ideantification information anr A
statament about the policy enforced, To assure securiiy the
comminication process must He unavailable ta 1The user, must
be sophisticated enouzh To he ln the P5M administer
enforcement; and must be able to satisfy all interprocessor
needss, The communication process is another areas that

warrants further resecarche

Presented below is the step by step processing oFf a
singpgle userpr remguest thyrouwgh MULTISAFE. The numbers in
parentheses in each sten correspond to those numbers in

parentheses in Filsure 2.

ie The user's reguest enters the UAM by (1} and
is placed in the UAM memory tThrough {2).

2 The UAM aotifies +the PSM through {3) that it
has received a raguest from a Ziven aser on a
given terminal.

Je Jeon receiviang the notification from the UAAM,
the P3IM jiogs the system state {sSuch as user
idy terminal nuaber, time of daysy etcs!s The
PEY then places a reguest te its database



4.

a1
@

10,

11.

tThroush {%J‘ for the securjty procedures and
access conditions {predicates that determine

access privileges) far this user. These
arocedures are placed in the PHEY memory
through [(5)s The PSY nrocessor threugh (6)

performs the identification authentication ags
gspecified in the userls security orocedurs.
1f the security procedure reguires additional

information fron the user, sutch as passwords,
then the PEM sends p message through {3} to

the UAM, The UAYM ianterrogates the user and
returns his response to the PS5M through {(3).

¥hile ithe PSM is busy in step 32 abovey, the UMY
i8 performing syntax analysis an the userts
reguest and consitructing reguest tables for
the BREM and PS5W.

Fnen sten 4 above iz completed, the UAM
notifies both the BSY tThrouzh [2) and the S5RY
through {7) that the reguest is syntactically
corract and that the reguest ftables nave been
constructeds. The message which starts the 3F
is 1ike a HCpRY {Call DataBase) supervisor
call macro which Is similar fto HEIGY [Start
I/0} in an G8. At fthis pointy the UAY enters
a wailt state {or bezins processing anoather
useris reguest) fFor a resmonse from the PS5
and/or the SEY.

When step 3 above iz completed, the PSM
notifies the TJAM  throuszh {3) and the 5¥Y
fthroush {2} about any violations and the
enforcement procedure takes controls

From step 5 above the SBY extracis throush {(4H)
the needed attributes for data retrieval from
the reguest tables in the UAY memory. After
extractions the PEY ism potified and the JBEM

begins preparation for database acCcessiess

When step 5 and 4 above have been comunletsd
and while the 38M is busy in step 7. the PSM
examines the reguest table fthrough (14) and
the access conditions through {8) to determine
the need for data-independent and/or data—

denendent checkinzge First, the P5Y performs
the data—indenendent checks sach as atiribute
name checkings. Iz external data—~denrendent

checks are required; the PS¥ ipforms the SEV
through (8) that additional data items are to
he retrieved for security checkings A list of
these data iteas is consitructed in the seu
mamory through {14).

After the SRY has received notification
through {3) from the PSY  aboutl external data—
dependent checks, the 5F¥ initiates pretrisval
for tThe itemss

The ERY wmpkes a database aTcass regquest
thrrough {(19) to the databasc. The retrievead

data is pilaced In the 3RM memory throuzh {11},
and the IRM processor performs any needaed data
manipulations on the retrieved data through

{123,

¥hen the 5RY has nrepared a set of data ltewns,
the PSM Is aotified throush {8}, The S&Y
continues the reitrieval pracess by collscting
the npext set of daeta items in ancther bufier

21



ind
a

AP eds That is, the &I precessing returns to
stens 10 uniess it has received notices From
the P3YM in sten 13 that +the current set of
data is auvthorized, If sos the SHEM oroceszing
follows steo 14.

12 After the 5 has notlified the PEM as in step
11 above, the P53 then exanines the set  of
data through {14) and performs the data-—
devendent checkss

12

® After step 12 abowvey, the PS4 notifies the 3P
throuzh ?8) that +the gzZiven set of data is
anthoerizaed,. The PESY returns to stiep 12 when
the 3ZEM has the next set of data ready fer
security checkings {For unauthorized data,
the PS5 enforcement procedure takes control
and administers the recovery procadures)

14e it the set of data is auvthorized, the SEM
writes in the UAY memory through {2) the
resgults of the aseris reguest and notifies thne

GAM  throuzmh [7)as Theny the SRM preocessing
proceads To s=ftep 13 to vollect the next set of
da ta . if the next set of data hnhas heesn
g%liected, the 554 processing refturns to sten
p-A L]

15 #hen the UAY has been notified as idin step 14
above, it returns the results to the usar,

From the step by sten processing flow given above, two
processing loeopns can be identifieds {ne ioep is in the 5RM
where steps 19, 11, and 14 are repeated for sach st of data
{or lozical record) that is retrieved For the users The
other loop iIs in the PSY¥ where steps 12 and 13 are repeated
Tor each sot of data {or lsngical reccerd}! that is retrieved.
These twe lvops are being processed in paraliel with =2ach

othere

Figure 3 1llusitrates the pinelining and parallielism of
MULTISATFY for a user reouest that reguires three records to
be retrieveds The number above aach time interval

corresponds Yo the step numbepr ot the processing filow ziven

aboves Siace no vioalations occur,; sSten 6 is noi processede

Ffrom the above discussion on the Ffunctional operations
of HMUILTISAFE,; several arseas for Ffurther research can he
identified. Some ot Tiese apeas have heeaen identified

earlier in this repoceri but are included in %his swamary Jlist
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belows
answered

archi tect

e

b JPN

10

il.

Each of thess areas pose problems which can

he

in an experimental implementation of +the proposed

AT Ce

Identify a spectrum of times and splaces in the
1 ow of information where the PEM can ind
access decisions.

Hinimize the wait time due to interprocessor
comaun ication and synobhronizatione

locate DYHCESSOoPR bhottlenecks where GnRe
processor hecomes overloaded with work, and
bexins to degrade system performance, while
the other processors are waiting.

Verify t he ‘perforaance and protection
advantages and disadvantagzes of MILTISAFE with
respect to existing svstems.

PDevelonr a me Thod for choosigg pPprocessors
{microprocessors, RINIPPrOCaSSGrS,
maXiprocessoers, or sSome combination) for the

three modules.

Develop a technigque to handle varying degrees
ot resolution of enforcements

ldent ify aew constracts needed in protection
Janguasgese

Develop a basis for analyvzing verformance and
cost complexities — particularly,
Mmgasurements for protection eanforcements

identify the system?s performance with respect
to guery complexities guch as external data—
dependent security checks and farge retrieval
regiiests.

Provey or demonsftrate convincingly, that this
apoproach leads to secure DBEME architectures.

Show that inis multiprocessoer approach gives
better performance than the same hardware tost
in a single, faster or more high~powersd

SroCessEer | ileoey Justify Ttbreaking Grosch?s
Law) .

Identify the relationships hetween the
faunctional characteristics of an 025 and the
functional aperations of HULTISATFE ——
particularly, now the 08 fuanctions {isesy
mrocess schedulings menory management, atc. )

are handied in a HULTISAFE envirocnment.



OONCLUSION

in this report the functional characteristics of a

mul tiprocesser systew for supporting a  sscure DBYS has been

presantents Some arsas far further research have Deen

itdentified. The autheors? intend o continue
and Yo aunswer as many of the possad guesitions
They hope to design and implement par%s for
hasic configuration with micronrocesSsonrs and

system? s performances.

b
i h

the rssearch
as pongsibles
all) of the

to stuady the
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