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Abstract

RFID cards are widely used today in sensitive applicationshsas
access control, payment systems, and asset tracking. Raktsliows that
an eavesdropper snooping on the communication betweend aat its
legitimate reader can break their cryptographic protocaidaobtain their
secret keys. One solution for this problem is to installistier cryptographic
protocols on the cards. However, RFIDs’ size, power, and tostations
do not allow for conventional cryptographic protocols. Euer, installing
new protocols requires revoking billions of cards in consushhands and
facilities worldwide, which is costly and impractical.

In this paper, we ask whether one can secure RFIDs from suelokat
without revoking or changing the insecure cards. We propbseRF, a
solution that changes the signal used to read the RFID camdsdoes
not require any changes to the cards themselves. LocRFdintes a new
approach that randomizes the modulation of the RFID sigreeell as
the wireless channel. This design protects RFIDs from ehwppers even
if they use multi-antenna MIMO receivers. We built a propetyf LocRF
on software-defined radios and used it to secure the commtimicof off-
the-shelf cards. Both our analysis and empirical evaluatiemonstrate the
effectiveness of LocRF.

1. INTRODUCTION

Tadayoshi Kohno
University of Washington

importantly, replacing the encryption on the cards reguire
revoking billions of RFIDs in consumers’ hands and faahti
worldwide, which is costly and impractical.

This paper introduces LocRF, a system that defends RFIDs
against eavesdroppers, without modifying or revoking the
cards. LocRF exploits that RFID cards do not generate their
own transmission signal; they communicate by reflecting
the signal transmitted by the RFID reader. In today’s RFID
systems the reader transmits a constant wavef{tin and
a nearby caranultipliesthis waveform by its data through
reflection, producing:-¢(t). The intuition underlying LocRF
is that we can replace the reader’s constant wavefao(ty,
by a random signak;(t). This will make the card’s reflected
messagex-r(t), appear random. Since the eavesdropper does
not know the random waveform, he cannot extract the card’s
data from what he hears. In contrast, the reader is the one
who generates the random waveform, and thus is able to
decode by removing its effect.

To transform the above intuition into a practical system,

Ultra-low power RFIDs are widely used in a variety of senwe need to address a few challenges. First, simply multi-
sitive applications such as access control, payment sgstemplying each transmitted RFID bit by a random value does
and asset tracking [35], [48], [12]. Some of the most wellnot work. The signal representing a “0” or “1” bit is not
known examples include the U.S. Passport Card, Zipcar key, single number; it has a pattern that differs between “0”
MasterCard PayPass, RFID-equipped pharmaceuticals, amd “1”. A random multiplier per bit does not alter these
MBTA subway cards [28], [49], [31], [39], [30]. As a result patterns. Thus, in LocRF, the reader generates a random
of their ultra-low cost, ultra-low power requirements, he waveformr (t) that destroys the internal pattern in an RFID
systems typically adopt weak encryption protocols [414][2 bit, making individual bits look like white noise. We refer
or lack encryption altogether [43], leaving them widelyto this transformation of the reader’'s signal as random

exposed to security threats [32], [28].

modulation.

Past attacks on commercial RFID systems have employedSecond, a multi-antenna MIMO adversary can still decode
passive eavesdropping [6], [40], [13], [46]. In these &tac the RFID data. The rule of thumb in MIMO communication

an adversary snooping on the wireless medium intercepts a MIMO receiver that has antennas can decodeinde-
the conversation between a legitimate RFID reader and aendent signals [45]. Thus a 2-antenna MIMO eavesdropper
RFID card to obtain the sensitive data transmitted by thean decode the RFID bits despite the random multiplying
card. For example, the secret key in over 1 billion MIFAREsignal from the reader. This is a known fundamental problem
Classic cards prevalently used in access control and ticket with physical layer solutions that try to hide a private sign
systems today can be obtained in real-time from an overheandth another signal [14], [26]. The current solution to this
conversation [13]. Similarly, the cipher used in RFID-lhseproblem is to use at least as many antennas on the trusted
anti-theft devices for modern cars has recently been brokelevice (here, the reader) as there are on the eavesdropper.
in under 6 minutes based on eavesdropped information [46]his solution, however, creates an antenna battle between
In theory, eavesdropping attacks can be addressed witie reader and the eavesdropper. In this paper, we show
more sophisticated encryption protocols than those tylgica that we can emulate a reader with many antennas by using
used in RFIDs. Such an approach, however, would translage rotating antenna. The rotation randomizes the wireless
into more expensive, power-consuming cards, which goehannel from the reader to the adversary, making the reader
against the main goal of the RFID industry, namely tdook as if it had many antennas with different wireless
dramatically reduce the cost and size of RFIDs [12]. Morehannels. We demonstrate that the combination of random



channel and random modulation prevents a MIMO adversary of antennas on the trusted system.
from decoding, even if he has more antennas than the readerThis paper also provides a comprehensive study of phys-

We implemented the LocRF reader on USRP software ical layer RFID security, shedding light on the commu-

radios [23] and evaluated it with commercial RFID cards, nication model, and how inaccurate representation of the
in both the HF and UHF bands. Our evaluation reveals the model causes a previous solution to be insecure in practice.
following:

Contributions: This paper makes the following contribu-
tions:

Using our basic design of random modulation, a singlez' THREAT MODEL

antenna eavesdropper that uses a maximum likelihoodWe address passive eavesdropping attacks against com-
decoder (i.e., optimal decoder) experiences a mean Iifercial RFID cards in the HF and UHF bands, including
error rate of 50% (and a standard deviation of 0.8% fotards with cryptographic protection and those without. In
HF and 2.3% for UHF), which is similar to the bit error this attack, an adversary listening on the wireless medium
rate when the eavesdropper is making a random guessintercepts the conversation between a legitimate read#r an
When LocRF reader transmits a random waveform, it caan RFID card. The adversary may seek to obtain confidential
still decode the RFID data with the same accuracy —i.einformation contained in the RFID card. In the simplest case
mean bit error rate — achieved with a constant wavefornine can learn the ID of the card, threatening the privacy of the
Replacing the single-antenna eavesdropper by a MIM@arty carrying the card and opening doors for cloning agack
eavesdropper reduces the adversary’s mean bit error r&@econd, the adversary can obtain sensitive data trangmitte
from 50% to 0.5%. Hence, we conclude that randonmby the card, such as biometric information and passwords.
modulation alone cannot secure RFID communicatiofurther, the eavesdropper can intercept the cryptographic
against a MIMO eavesdropper (who has more antennagnce transmitted by the card, and use it to reverse engineer
than the reader). the encryption and extract the secret key [13], [6].

When the reader uses both random modulation and aThe adversary may use standard or custom-built hardware
rotating antenna, the mean bit error rate of a MIMQo capture signals, including multi-antenna MIMO devices.
eavesdropper is 50%, which is no better than a randomiso, the adversary may be in any location with respect to
guess. This bit error rate stays at 50% even if the eaveghe card and the reader. The adversary may be eavesdropping
dropper is allowed 3, 4 or 5 antennas. We conclude that thg his own card’s conversation with the reader or someone
combination of random modulation and random channelsise’s card.

protects against a MIMO eavesdropper (even if it has more We assume the commands transmitted from the reader to
antennas than the reader). the RFID do not contain sensitive information, i.e., bydist
Finally, we compare LocRF with the Noisy Reader [42]ing to the reader’'s commands alone, the eavesdropper cannot
a related prior proposal that also changes the readetigrive any confidential data. This assumption is justified
signal and does not require modifying the RFID cardssince for HF cards (e.g., MIFARE), listening to the reader’s
We implemented the Noisy Reader on the same hardwajigessages alone does not allow the eavesdropper to extract
as LocRF. Evaluation with commercial RFIDs shows thathe secret key and decode the rest of the card’s encrypted
when the LocRF reader is replaced by a Noisy Reader, thfita [13], [6]. For UHF cards, this assumption is satisfied
mean bit error rate at the eavesdropper drops from 50% &3 long as the reader acknowledges cards using only their
just 0.3%. The reason is that the modulation signal used gmporary 1Ds, which are not confidential. This operating
the Noisy Reader cannot obscure the difference betweefode is readily available for today’s UHF readers [11].

the “0” and “1” patterns in the underlying data of the e also assume that the reflected signal from the RFID
RFID card. As a result, the Noisy Reader does not workard is significantly weaker than the direct signal from the
for most of today’'s commercial RFID cards, which usereader. This assumption is satisfied for both HF and UHF
robust encoding schemes (e.g., Manchester encoding) tRgstems [3], [10], [37]. In practice, the reflection is one or
associate different patterns with “0” and “1” bits. two orders of magnitude weaker than the direct high power
RF signal generated by the reader because the card’s circuit
reflects only a small part of the power it receives [34], [27].

n\{Vhat About Active Attacks?

Aside from passive eavesdropping, active scanning attacks
e also frequently discussed in the RFID literature. livact
attacks, an adversary repeatedly queries an RFID card in an
attempt to infer the secret key from the responses or obtain
gpnfidential informatiort.

LocRF, to the best of our knowledge, is the first syste
that protects unmodified RFID cards from eavesdropping
attacks. Alternative solutions to this problem either iiegu r
revamping the encryption on existing cards [9], [1], [8],
or prove insecure in practice [42].

Further, this paper provides the first wireless system th

p.revents a MIMO eavesdropper from decoding the RFID ; yan.in-the-middie attacks can be considered as a formtivesattacks
signal even if it has more antennas than the total numbeince they require the adversary to transmit his own signal.



There are multiple solutions for protecting deployedeader's baseband signal is a constant wavefofith= A,
RFIDs from active attacks, including shielding sleevesalthi whereA is a constant amplitude.
have proven successful in preventing active scanning and ar A nearby receiver receives a weighted sum of the reader’s
commonly used in practice (e.g., in US Passport Cards [28]gnal and the reflected signal from the card:
and RFID blocking wallets [44], [36]).

Active attacks are also relatively easier to address for Y(t) = Mreader—receiver- C(t) + Neard—receiver X(t) - €(t) (1)

three reasons: First, they have a shorter range [28], [18,]@) is the card’s data messag®eaderreceiver iS the wireless
[32], [19] since the attacker needs to power the RFID carghannel from the reader to the receiver, amgh .receiver
(as opposed to the card being powered by the reader jgpresents the channel coefficient of the card's reflected
eavesdropping attacks). For example, for HF RFIDs, aggnal to the receiver. Note that the receiver in the above

active adversary needs to be within a few centimeters frogyyation can be the reader itself or an eavesdropper.
the card whereas a passive eavesdropper can be more than

4 meters away [18]. Second, active attacks are easier 40 LocRF: RANDOMIZED M ODULATION
detect because they require the adversary to transmit its
own signal. This compounded with the fact that the activcf:
adversary has to be near the card means that one :
use a friendly jammer co-located with the protected car .
(or the RFID deployment) to detect and jam unauthorizeaeCtIorI hold true for both FIF and UHF. RFIDs.

RFID commands. [24] presents a famous solution in this In RFID systems, the reader transmits a query command

category. Third, while passive attacks succeed withinrségo tﬁ wh|cg’ a ne?rbi/hRFlD dcard regllets with '.tS data. Dur.'t?.g
or minutes, active attacks can take multiple hours to netrie | e;fcar S rep )IQF N reall er nehe_ ﬁ tﬁ contlgue t(;aTStm' !?g
the secret key [6], [46], [13]. a high power signal on which the card modulates its

We believe a solution that protects billions of deployeodata’ as d?ta"ed 193. LOCR.F randomizes th|§ .modulat|on

RFIDs against eavesdropping can address a remaining rggfhe car(_j S data.'To do so, instead of transmitting a cmmstq

threat and raise the bar for RFID security in general. signal as mltodays RFI_D systems, :';1 LocRF reader transmits
a random signat(t) during the card’s reply.

Two design goals need to be achieved. First, we need to
ensure that an adversary cannot predict or learn the random
RFIDs mainly operate in two frequency bands: the Higmodulationr(t) to decode the card’s data. Second, the LocRF
Frequency band (HF 13.56 MHz), where the communicatioreader should be able to decode with an accuracy comparable
range is about 10 cm, and the Ultra High Frequency bartd the case where a reader uses a constant waveform to
(UHF 915 MHz), where the range can reach a few metersead the card. Below, we discuss how we address these two

LocRF protects both types from eavesdropping attacks. challenges.

RFID cards do not generate their own transmission signals.
Instead, they are powered and activated by the waveforfhl. Ensuring the Eavesdropper Cannot Decode
Coming from the RFID reader, through inductive COUpling Recall fr0m§3, that the eavesdropper receives:
in the HF band [3] or backscatter communication in the
UHF band [7]. In both UHF and HF systems, the reader Y(t) = hreader—eve: '(t) + Ncard—eve- X(t) - r(t)  (2)
continuously transmits a high power RF sigal), and a Thus, the eavesdropper hears the RFID ogta multiplied

nearby RFID card modulates the readers s_lgnal with |t_s dab%/ the reader’s random signalt), in addition to hearing the
through a mechanism called load modulation. In particular

the card switches a load resistor on and off at its own antenrr%gdom signal directly from the reader itself. So, how stioul
. . . ) we choose (t) such that the eavesdropper cannot de
while reflecting the reader’s signal. When the load resistor (1) PP oqde

. ) from its received signal?
off, the card's reflegted s_|gnal on thg ar appearsxoas:(t), At first, it might seem that the reader should transmit a
when the load resistor is on, the signalxs- c(t), where

; - . different random number for the duration of each RFID bit
Xo andx; represent the reflection efficiency corresponding to .
the two impedance states of the card's antenna in x(t). Unfortunately, such a design does not work because

. . . . the RFID card uses differerpatternsto disambiguate a
It is common practice to describe wireless systems By bit from a “1” bit (as opposed to a single scalar that
the baseband, that is after removing the carrier frequénc;ei(gers between “0” and “1"). To better understand this

H_ence, in the rest of the paper, we _focus on th,e baseba@ ue, let us consider the Charlie subway card [30] as an
signals. In current RFID systems, during the card’s replg, t example. Fig. 1(a) shows a few bits of the card's reply

_ _ _ _ _ while communicating with a conventional reader. As shown
2. Wireless signals are transmitted using a carrier frequéncAt the . he fi h d M h di h ‘0
receiver, the RF frontend removes the carrier frequency finenreceived N the Tigure, the card uses Manchester encoding, where a
signal A cos (2rf + ), which produces the baseband sighal bit is expressed as a constant value followed by switching

In this section, we present LocRF’s basic random modu-
Hon scheme, which defends RFIDs against single antenna
avesdroppers. The model and design discussed in this

3. RFID COMMUNICATION PRIMER
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(a) Charlie card

0
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Time (us)

(b) One random number per bit

in the frequency domain. The fastest frequencies spanned by
the card’s signal are around +/-1 MHz. Further the bandwidth
is approximately 2 MHz (i.e., -1 MHz to 1 MHz). Fa(t)

to hide even the fastest transitions in the card’s data kigna
r(t) needs to have a bandwidth of at least 2 MHz, i.e., it
should take 2 million random values per second.

Based on the above discussion, the LocRF reader generates
its random signal (t) as follows. The reader generates a
sequence of 2 million random complex samples per second.
These random samples are drawn from a zero-mean complex
Gaussian distribution with a variance equal to the average
transmission power of the reader. The samples are then
guantized to a resolution of 32-bit (to match the resolution
of the digital-to-analog converter). The sequence of sampl
in the random modulation(t) during each message of the
card is not used again by the LocRF reader.

We plot in Fig. 2(b) the frequency profile of the LocRF
reader’s random signai(t). The figure shows thaft) spans

[} i i
‘% 2 MHz of bandwidth and overlaps with the entire profile
‘2‘5400 ? : of the card’s data in Fig. 2(a). Note the flat frequency

: : : profile characterizing white noise. The frequency profile of
the eavesdropper’s received signal in this case is shown in
Fig. 2(c). Clearly, the two figures are similar which shows
that the signal received by the eavesdropper is dominated
Figure 1—The time signal at the eavesdropper during the Charlie by the reader’s random signal and resembles the frequency
card’s reply: (a) shows the eavesdropper’s received signal when thei€harl fil f white G . . in this 2 MHz band
card communicates ‘1001’ to a conventional RFID reader. Twtepas are ~ Proflle of white Gaussian noise in this Z band.
used to disambiguate ‘0’ and ‘1". (b) shows the signal if thader simply The above provides an intuition to why the eavesdropper
generates one random number per bit in the attempt to hide tis cata.  -gnnot decode. Next. we derive the optimal decoder and
Despite the randomness in magnitude, the received sigriagxstibits two h h Co h 'h . ld d h d
patterns, from which an eavesdropper can decode. (c) shuveeteived SNOW 't at, even'Wlt the optimal decoder, the eavesdropper
signal when the random modulatio(t) varies much faster than the rate of experiences a bit error rate close to that of a random guess.
the card. The received signal in this case resembles randata ndise.

repeatedly between two states, whereas a ‘1’ bit is expdess#-2. Eavesdropper’s Optimal Decoder

as switching state followed by a constant value. The eavesdropper receives the sigy) in Eq. 2. Since

Fig. 1(b) shows the eavesdropper’s received sign@t) ( n,e..eveis constant, we can normalizét) by it to get:
in Eq. 2), if the reader simply generates one random number

per card data bit and uses a sequence of such numbers as
r(t). Clearly, the eavesdropper can still tell apart ‘0’ bits and
1’ bits based on the internal patterns, Qesplte_ tha_lt e_acis bi The RFID card’s signa

10 20 30
Time (us)

(c) Random modulation

h —
Y1) =r(t)- |14 22 x(y) 3)
reader—eve
(t) has two statesty when the load
Wh di desi h q h Sesistor is off andx; when load resistor is on. To convey a
. at we need Is a design of) t at can destroy these .y, o bit, the card transmits different patterns ®rf's and
internal patterns. In particular, consider an alternatye x.'s of lengthk. Thus, for each card bh the eavesdropper

proach, where the LocRF reader’s random signd) is ivesk les inv (1) denoted ag Vs Yo - -- Y, -
changing rapidly within a bit of the card. Fig. 1(c) shows C 0 oK SAMPIES iny(t) denoted ag¥a, Yz, -+, Yi:

the signal received by the eavesdropper in this case for the R-(1+p°) ifb=0

same bits in Fig. 1(a). Now both the ‘0’ bits and the ‘1’ bits i= R-(1+p) ifb=1

have the appearance of random white noise. Because the '

internal patterns are dispersed by the rapidly changitly  where {p?, ...,p?} is the pattern when the card transmits a

the eavesdropper can no longer recognize them to decodey’ bit and {p}, ...,pi} is the pattern when the card transmits
But, how fast should the reader's random signal change?1’ bit.3 R is a sample in the reader’s random signé)

Consider again the card’s data in Fig.1(d}) should change which is drawn from a complex normal distribution with zero

faster than the fastest transition in the card’s data sighglean and standard deviatien the received sampl¥; is

(i.e., the spikes in Fig.1(a)). The fastest transition ie th

card’s signal is by definition limited by the signal’s highes 3.p° — lfead—ewe y; or Teau—eve y, depending on the pattern used by

Preader— eve Nreader— eve

frequency component. Fig. 2(a) plot the Charlie card’salign the RFID card. The same holds fp}.

(4)




40 eavesdropper’s BER assuming no channel noise is around
830 2 MHZ 47%. Further, the empirical measurements§ihl which
p=} . .
= result from running the system over real wireless channels
S 20 . . s K
g show that, in practice, the eavesdropper’'s mean BER is 50%
10 (the same as a random guess). This is because in practice
T 5 oe T s channel noise exacerbates the BER.

Frequency (MHz)

(a) Frequency profile of Charlie card’s reply

4.3. How Does the LocRF Reader Decode?
The goal of the LocRF reader’s decoder is to retrieve the

. 40 card’s datax(t) from the received signal(t). As explained
3530 in §3, the reader receives:
§20 y(t) = hreader—self - I’(t) + Neard—reader - X(t) : r(t), (6)

=
o

-0.5 0 0.5 1
Frequency (MHz)

-1.5 -1 15

(b) Frequency profile of the LocRF reader’s random signal

where hreadersser 1S the channel of the reader’s self-
interferenceé, and heard—reader IS the channel of the card’s
reflection to the reader.

To decode, the LocRF reader needs to eliminate the effect

of the random signak(t) in Eq. 6 to obtainx(t). The
first term in the above equatiomyeader—seir - I(t), is the

IN
o

(O]

530 reader’s self-interference and is independent of the sard’
%20 data. Removing self-interference is a known procedure in
= wireless full-duplex systems [21]. It is done as follows:

=
o

We partially eliminate self-interference in the analog do-
main using a device called circulator [21]. Second, we
further process the signal in the digital domain to eliménat
any residual self-interference. This is done by subtrgctin
hreader—selr - T(t) from the received signaj(t). The reader
knowsr (t) since he generated the random signal. As for the
channelhreader—serr - I (t), it can be estimated using standard
channel estimation methods.

After removing the self-interference term from Eg. 6:

-0.5 0 0.5 1 15
Frequency (MHz)

-1.5 -1

(c) Frequency profile of eavesdropper’s received signal

Figure 2—Randomized modulation in the frequency domain: The
frequency profile of the random modulation in (b) is as widehesdard’s
data bandwidth in (a), and can hide the transitions assatiaith the card’s
signal in the time domain. The frequency profile of the eavesuEos
received signal in (c) is flat and resembles that of random ewhdiise.
All frequency profiles are plotted in baseband, i.e. centete0 Hz.
also complex normal with zero mean and standard deviation It = h ; ; -
The eavesdropper needs to decide whether 0 or 1 Next, the reader divide(t) by Ncard_reader- T (1), Which will
based on the&k samples{Y, Yz, -+, Yy} he receives. The producex(t). This is possible since the reader knows)
opt!mal decoder is a maximum Ilk_ellhood decoder [4], [25fand can compute the chann®hd_reader USiNg the known
defined by the following hypothesis test: preamble in the card message (as customary in wireless
1 channel estimation). Once the reader k@$, it can decode
Prlb=1/{Ys,---,Y}) = Pr(b=0/{Ys,---,Y}) the data bits using typical RFID decodifg.

<
0

In Appendix A.1, we show this maximum likelihood test can

be reduced to:
STGANEN ST,
ot 5 “~\a /)’

5. LOCRF: RANDOMIZED CHANNEL

In this section, we consider the problem of defending
against an emerging class of powerful adversaries: MIMO
(multi-input multi-output) eavesdroppers. MIMO is an ad-
vanced wireless technology that relies on multi-antenna
systems. A good description of MIMO is available in [45].

®)

whereo? = 5|1+ p?| ando} = 0|1+ pf.

Security Analysis: We analyze the bit error rate (BER) at the 4. Since the reader is receiving at the same time while trarisgitit

eavesdropper given that he uses the above optimal decocigﬁ_rifngffé’r‘gﬂczansm'ss'on' This phenomenon is commonly reféoras

We derive the BER formula for both HF and UHF cards in 5 The reader can estimate the self-interference chahmgher.set by
Appendix A.2. The BER depends on the ratio of the readertgansmitting a known signal and observing how the signal gharas it is

direct signal power to the RFID’s reflected signal power. Fofceved. which is a standard approach in wireless systeqjs [2
6. Dividing a noisy received signal by(t) can potentially increase the

fatypical power ratio of 30 dB (i.e., the card’s reﬂeCt_ed 8ign ice variance, due to the random structure (6f. One way to refine the
is 30 dB weaker than the reader’s high power RF signal), thigcoding at low SNRs is to use a matched filter and correlatengt [15].



For the context of this paper, however, it is sufficient towno y,(t) on his two antennas:

the following high-level rules about MIMO capabilities [U5
99 . . .p . K Yi(t) =  (Nreader—ever + Ncard—eve - X(1)) - r(t)
e An n-antenna MIMO receiver receives signals in an (8)

dimensional space. For example, a 2-antenna receiver Vo) = (reader-eve + Near—eve - X(1)) - 1 (1),
receives signals along two dimensions: the first dimensiofihere hreader~eve and hreader-eve represent the channels
is the signal received on his first antenna, and the secoff@m the reader to the eavesdropper’s first and second an-
dimension is the signal received on his second antennatennas respectively, anfag—eva andhcarg—evee the channel
e A MIMO receiver with n antennas can separate (andoefficients of the card’s reflected signal at the eavesdrop-
independently decode) signals transmitted concurrently per’s first and second antennas.
on the wireless medium. The ability of the MIMO receiver The MIMO eavesdropper can first eliminate the random
to perform this separation, however, is subject to th&wltiplier r(t) by dividing the two signals he receives:
condition that the channels over which it receives these t h h x(t
n signals are sufficiently different V() _ Meader—eva + Noara—eva - X(1). (9)
. Yo (t) Nreader—eve + Ncard—eve - X(1)
?\lext, the eavesdropper tries to decade from Eq. 9, which
has no random multiplier.
MIMO in the HF Band: As stated above, the ability of a  Recall that the card’s messagé) has only two states:
MIMO eavesdropper to separate the reader’s random signgt) = x, when the card’s load resistor @f, andx(t) = x;
from the RFID’s signal hinges on the channels he perceivgghen the card's load resistor @n. Hence, distinguishing
from the reader and the RFID being sufficiently differentthese two states enables the eavesdropper to fully decode
However, in HF (13.56 MHz) RFID systems, the operatinghe card’s transmitted datt) (including the patterns within
distance between the card and the reader is within 10 ciihe “0” and “1” bits). As a result, the ratio of the received
significantly smaller than half of a wavelength (11 meterskignals in Eq. 9 only takes two values corresponding to the
In this case, it is well-known that MIMO techniques cannok(t) = x, state and the(t) = x; state. We denote these two
separate their signals [45]. Hence, the eavesdropper tangglues of the ratioyy /y, asag anda;.
exploit MIMO to decode the RFID’s data in the HF band.  After computing the ratioy /y2, the only ambiguity the

MIMO in the UHF Band: In UHF RFID systems, half of eavesdropper has is in mapping the two observed valyes
a wavelength is only 16 cm while the operating distanc@Nd a1 to statesx, and x;. To resolve this ambiguity he
between the card and the reader can be multiple metef§1€cks which of the two mappings allows the decoded RFID
Thus, MIMO becomes a powerful tool that can be employef€ssage to satisfy the checksum [11]. Thus, a 2-antenna
by eavesdroppers to decode the confidential RFID data. A§avesdropper can win the antenna game over a single-antenna
dressing MIMO adversaries is important since UHF RFID&eader, even if the latter uses random modulation.
are predicted to gradually replace HF RFIDs [22], and they We can gain a deeper insight into this antenna game by
are already used in asset tracking, the U.S. Passport CaRpking at the received signal in the 2-dimensional space
and the Enhanced Driver License. created by the two antennas on the eavesdropper. Recall that
Addressing MIMO eavesdroppers has long been a difficuft 2-@nténna eavesdropper receives signals in a 2-dimasion
problem in wireless systems [14], [26]. Below, we explain irfPace, where one dimensionyig(t), the signal received on

detail the challenge brought in by MIMO, and our solutionNis first antenna and the other dimensioryigt), the signal
received on his second antenna. Thus, at any point in time

the received signal§yi(t),y»(t)) can be represented as one
point in this 2-dimensional space. Wheft) = xo, we know
MIMO transforms the RFID eavesdropping problem intdrom above thaty; = apy», which defines dine in this 2-
an antenna game: if the eavesdropper has more antennas tianensional space. Similarly, whetit) = x,, the received
the reader, it can separate the reader’s random signal frasignals lie on a different line defined lyy = a1y».
the RFID’s signal and decode the latter. Thus, currently, to We confirm this point empirically by letting a 2-antenna
win this game, the reader needs to keep adding transntiMO adversary (implemented using USRP2 software ra-
antennas (with different random signals) to match or exceetlo) eavesdrop on a conversation between a commercial
the number of receive antennas on the eavesdropper. ROHF RFID and a USRP2-based LocRF reader. Details of
example, ing4, we demonstrated that a single-antenna readgie experimental environment are described$é Fig. 3
transmitting a random signal,(t), can protect against a shows a scatter plot of what the eavesdropper receives
single-antenna eavesdropper. Let us examine, what happens his two antennas. Here we plot the magnitude of the
if the reader continues to use one antenna but the eavesdregeeived samples, i.e., each point in the figure represents
per upgrades to a 2-antenna MIMO receiver. (lya(t)].ly2(t)]) for a specifict. We then use our ground truth
A 2-antenna eavesdropper receives two signald) and knowledge of the actual bits transmitted by the RFID card

Let us consider the implications of these rules for eave
dropping on RFID transmissions.

5.1. Challenge: The Antenna Game
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Figure 3—Antenna space of a 2-antenna MIMO eavesdropper in Figure 4—Antenna space of the 2-antenna MIMO eavesdropper when

LocRF's basic randomized modulation scheme:The figure shows a the reader uses a rotating antennaWhen the reader transmits the same

scatter plot of the digital samples received by a 2-antennaselaopper. random signat(t) as in Fig. 3 using a rotating antenna, the eavesdropper’s

Despite random modulation, a 2-antenna eavesdropper facisggle- received sample§|Yi],|Y2|) almost span the entire antenna space because

antenna reader sees two lines that correspond to the tves sththe RFID  the channels are randomly changing. No subspace is uniqueetoard’s

card,Xp andx;. Hence, it can decode the RFID state at any point in timexy state (red), as opposed to tke state (blue), which prevents the reader
from distinguishing thexy andx; samples to decode.

to label samples corresponding xg in blue andx; in red.
Despite the fact that the received signal at each antenna
random, togethey; (t) andy,(t) span onlylines instead of
the entire 2-dimensional space at the eavesdropper. Siace
card’s data has only two states, we see two lines in the figure
: r
and hence the eavesdropper can decode by checking whg:iw

line the received samples lie on. tﬁTelf motor that rotates at 1725 rpm). Apart from replacing

The above can be generalized to more antennas on & static antenna with a rotating antenna, the experinsent i
reader and the eavesdropper. If the eavesdroppernhasno

antennas, he receives signals inradimensional space. If
the reader hak antennas, wher& < n, and transmits
k independent signals from them, these signals will onl

span ak-dimensio.nalsupspace(lines, plgnes, etc.) in the To better understand the difference between Fig. 4 and
eavesdropper'sr-dimensional space. Since the card OnlyFig. 3, recall that the slopes of the two lines in Fig.cd,

ha_s two stateso, x, the eavesdropper will observe_twoand ay, depend only on the channels; if the channels stay
unique subspaces and hence he can decode. Thus, it co ESstant. the two lineg, — agys andy, — auy; in Fig. 3

down to an antenna game between the RFID reader and § not change over time. However, if the antenna rotates, it

eavesdropper. No matter how many antennas the reader USShRdomizes the channels, and hence the slopes of the two

the eavesdropper can win the game by using more antennas, a0 and o will change randomly across time samples,
preventing the eavesdropper from separating the samgales th
correspond tog from those forx;.

To overcome the antenna game and ensure thah-an The above discussion is in the context of a 2-dimensional
antenna eavesdropper cannot decode, the reader needsawesdropper. In Appendix B, we generalize the argument
span the entire-dimensional space in which the eavesdropto show that a reader with a rotating antenna can emulate a
per receives. This guarantees that no particular subsgacdransmitter with at leash antennas to am-antenna eaves-
unique to thex(t) = X state of the card as opposed to thedropper. We also verify this behavior empirically §i.2 for
X(t) = x; state. An infinite number of antennas at the readeMIMO eavesdroppers with 3 5 antennas.
will achieve this goal, yet it is infeasible in practice.

Instead, in LocRF, we emulate the behavior of a very larg
(i.e., virtually infinite) number of antennas by using a titg A rotating transmit antenna overcomes the antenna game
antenna. This design choice is based on the observation tlaad prevents a MIMO eavesdropper from decoding. How-
a small change in the position and direction of a transn'stterever it also poses a challenge for decoding at the reader.
antenna can dramatically change its channels to differeSpecifically, the reader receives:
receiving antennas. This phenomenon is due to the muhi-pat
effects i?} wireless commSnications and has been exteysﬁlely(t) = Preager—sei(t) *T(t) + Neara—readedt) - (1) - X(1). (10)
studied in RF propagation [38], [47]. Since antennas in this equation, although the reader knows), the varying
MIMO decoding are identified by the set of channels theghannelsheaderseif(t) and hearg—reade(t) act as random

clreate [45], a rotating antenna, which creates a different s
of channels at each point in time, can make the reader look
as if it had many antennas.

Fig. 4 plots the signal received by a 2-antenna eavesdrop-
when the reader’s single static antenna is replaced with
antenna that rotates (the antenna is fixed to an off-the-

different from that in Fig. 3. In contrast to Fig. 3, now

the received signal samples span the entire space, instead o
being confined to two lines. Hence, the eavesdropper in this
ase cannot tell apart the blue points and the red points.

5.2. Change the Game: A Rotating Antenna

a-3. LocRF’s Rotating Antenna Extension



multipliers forr(t). Hence, the reader no longer knows theotating antenna, (t). The resulting signaj(t) becomes:
act_ual random modulation happening on the air, and ends up () — (Netate(t) + he_staic(t)%o0) - Fa(t)
facing the same challenge as the eavesdropper. y(t) = r1(t)

To enable the reader to decode while ensuring the eaves- {

dropper cannot decode, we need to increase the knowledge =
gap between the reader and the eavesdropper. To do so,
we create a design in which the reader can process tBairing anx(t) = Xo interval, the variation ofj(t) depends
digital signal samples it receives so that these samplesly on the variation of the channeffe and he rotae. ON
(after processing) have a higher variance when the catble other hand, during ar(t) = x; interval the variation
is in statex; than when it is in state. The difference of y(t) depends on the variation in the channels as well as
in variance appears only post-processing; the samples the variation of termﬁ%. Sincery(t) andry(t) change very
the air have equal variance, and hence are received by theickly (each takes 2 million different values per second as
eavesdropper with equal variance. Further, the processiegplained ing4), the reader observes a much higher variation
done by the reader cannot be done by the eavesdroppery(t) when the card is in state,.
because it requires knowing the random waveform. Below Thus to decode, the reader uses the valueg tfduring
we describe our design in detail. the card’s preamble to estimate the variancg(ofin xo state
The LocRF reader uses two antennas: a rotating anten@@d x1 state. During the card data transmission, the reader
and a static antenna. The reader transmit§ on its rotating  distinguishes(t) = x from X(t) = x; based on whether the
antenna and-(t) on its static antenna, wheng(t) and Vvariance ofy(t) during that interval is closer to the variance
ro(t) are two independent random waveforms. To decod€f %o state orx; state as computed during the preamble. An

the reader uses only the signal that it receives on its staf@vesdropper on the other hand cannot decode using the same
antenna, which can be written as: procedure because it does not know the random waveforms

and hence cannot compujé).

hrotate(t) + hc_rolate(t)xo if X(t) = Xo
hrotate(t) + hc_rotate(t)xl + hc_static(xl — XO)% if X(t) =X1

y(t) = hrotate(t) : rl(t) + hc_rotate(t) : rl(t) : X(t)

(11) 5.4. Security Discussion
+ hstatic' fz(t) + hc_static . fz(t) : X(t),

Deriving the eavesdropper’s optimal decoder under un-
. known channel conditions caused by the rotating antenna
where Nroaee(t) and he_rotare(t) are the direct channel from 5 5 gificult problem and quickly becomes intractable for
the reader’s rotating antenna and the indirect channel vig\10 receivers. Instead, we will discuss potential strisg
the reflection off the card. Nothe rorate(t) varies with time  yho o eavesdropper may attempt to use to decode the RFID
because it is the composite channel from the rotating aateng, ;o For the discussion below, we consider raantenna
to the card and from the card to the reader’s static a”te”rl?avesdropper. We assume that in each cycle, the rotating
hstatic IS the self-interference channel of the static anteNN@ntenna exhibitsn > n distinct channel values to each of
and he staic IS the card's reflection channel for the signalhe 1y antennas on the eavesdropper, and that the channels
transmitted by the static antenna. are independent of the state of the card. We also assume that
The LocRF reader does not know the changing channeige to rotation the channels exhibit some change (though it
Protate(t) and he rotate(t). However, the LocRF reader knows may be small) over intervals comparable to how often the
ri(t) andrp(t) as it is the one who generates them in the firs¢ard changes state.
place. The reader also estimates the valigc -+ Nc_static* %o We note that in practice a small change in an antenna’s
whenx(t) = xo, as follows: The card starts its reply with position or orientation can cause a significant change in the
a known preamble, i.e., a known sequencexgd andxi.’s.  channel [38], [47]. Hencen can be fairly large. Further, for
The reader picks one of th’s in the preamble at random, RFIDs, the card’s reflected power is much lower (e.g., 30 dB
and does not transmit from the I’Otating antenna dUring thﬁwer) than that of the reader. ThUS, even a small Change
Xo interval. As a result, for that particulag interval, the (a fraction of a percent) in the reader's channel can cause
reader receivedisiaic + Nc_static - X0, Which is the value it enough noise to obscure the card's state at the eavesdropper
wants to estimate. The eavesdropper cannot distinguish whe Given the above, we consider the f0||owing strategies:
the rotating antenna transmits and when it does not becausgategy 1: The eavesdropper tries to track the changing
its channel is random and the wireless medium always hagannels by considering the LocRF reader’s rotating amtenn
randomly modulated power from either or both antennas. as static over short time intervals. As described at the end
The reader leverages its knowledge of the variablég, of §5.1, if the reader has two static antennas, the received
ra(t), andhstaic + Ne_static* Xo t0 decode. First, it removes the signal would span two separate planes in the eavesdropper’s
self-interference from its static antenna by subtractimgnf antenna space, one fgg and one forx;. The eavesdropper
the received signal in Eq. 1tstatic+ he_static' X0) - r2(t). Then  may consider short intervals on the order of a few states,
it normalizes the residual with the signal transmitted fiten assume channels are static for that duration, and try to



identify the two planes. To do this, the attacker needs to
receive signals for enougly andx; states to approximate the
planes. In our empirical evaluation §.2, we implement this
strategy and show that due to the fast fading channels and thei®4 &
random modulation, such a MIMO eavesdropper experiences iEaiiiietiiil

5 -3707532687 cooorsas

bit error rates close to 50%, equivalent to when he makes a (a) MBTA Charlie Card (c) UMASS Moo RFID
random guess. Figure 5—RFID cards used in experiments:(a) MBTA Charlie subway
Strategy 2: The eavesdropper tries to decode by exploitingard in the HF band (1IS014443), (b) the Alien Squiggle GenRrapose
that, in every cycle, the rotating antenna spans the sarffgnmercial RFID tags in the UHF band, and (c) the Moo UHF computa-
. nal RFID with a micro-controller.
positions, and hence the same sequence of channels. TRE
eavesdropper may try to group and decode together the card’s
states that are a full cycle apart because they experieece th
same channel values. This strategy is significantly hard to
implement in practice for the following reasons: A full cgcl
is typically longer than a UHF RFID message which lasts
for less than 20 millisecond. Also, the reader can randomize
its rotating speed and keep that information secret from the
adversary. Further, even with full knowledge of the setup, (a) HF Antenna (b) UHF Antenna ©

we could not identify clear repeated channel states in our . .
Figure 6—Antennas used in experiments:(a) the DLP-RFID-ANT an-

eXperimems (see specifications of the rotating ?‘nten@a')ir? tenna in HF band, (b) the Cushcraft 10x10 inch panel antemriaei UHF
We believe the reason is due to small mechanical variationsynd and (c) the VERT900 6 inch vertical antenna in the UHFRdban

which are not deterministic across cycles.

Strategy 3: The eavesdropper may uge> m+ 1 antennas,
in which case the received signal will span tm + 1)-
dimensional subspaces in the eavesdroppedémensional
space, where each subspace refers to eip@r x;. While
this attack is plausible it is likely impractical. As expiad
above the number of distinct channel instantiationsan be Eavesdropper: The adversary is implemented using the
fairly large. In practice, building a very large-scale MIMOsame hardware (USRP and antenna) as the LocRF reader.
system is difficult. For example, commercial WiFi MIMO The location of the eavesdropper varies across runs bug stay
receivers are limited to 4 MIMO antennas [33]. While it iswithin [5, 10] cm away from the tested RFID card. To
possible to build a larger MIMO receiver by using multipledecode, the eavesdropper uses the optimal decoder based on
devices and synchronizing them with an external clock, awaximum-likelihood described in Appendix A.1.

we did in our experiments, this setup however is quite bulké UHF Devices and Setup

and does not scale to a very large number of antennas.

Reader: The UHF LocRF reader is implemented on USRP
n210 [23] with rfx900 daughterboards in the 902-928 MHz
range and a Cushcraft panel antenna [29] shown in Fig. 6(b).

We built a prototype of the LocRF reader using softwareRFlD Card: We use the Alien Squiggle General Purpose

defined radios. Our implementation is a customized versiqggFID Tags [2] in Fig. 5(b), and the Moo tags in Fig. 5(c)
of the USRP implementation of an RFID reader developeql, jistance between the reader and the tag is varied in a

in [7]. The customization involves the use of a random,nqe of [1, 5] meters, matching the typical operating range
waveform during the RFID card transmission instead of # current UHF RFID systems

constant waveform, and an extension to the code to cover
also the HF band (since the original implementation was fdrotating Antenna: In LocRF's MIMO extension, the

UHF only). The eavesdropper is also implemented on th&€ader's rotating antenna is implemented by mounting a
USRP software radio. Additional information regarding the/ERT900 antenna shown on Fig. 6(c) on a 1725-rpm fan

l (b) General Purpose RFID

RFID Card: We use the MBTA Charlie card shown in 5(a)
as an example of MIFARE Classic cards. The typical oper-
ating range of these commercial cards is within 10 cm. We
vary the distance between the HF LocRF reader and Charlie
card in a range of [2, 10] cm.

6. IMPLEMENTATION

hardware and the setup is provided below. motor. The antenna is tilted and thus rotation changes both
the position and the direction. We note that this rotating
A. HF Devices and Setup antenna is smaller than the static antenna used by the reader

Reader: The HF LocRF reader is implemented on USRPf‘nd the eavesdropper’s multiple antennas. The lightweight

software radio [23] using LFTX and LFRX daughterboaranture of the rotating antenna allows us to easily mount it
operating in the 0-30 MHz frequency range. The reader@n an off-the-shelf fan motor.
antenna is the DLP-RFID-ANT antenna shown in Fig. 6(a)Eavesdropper: The adversary is implemented using the



same hardware as the LocRF reader, and uses the same
antenna type as the reader’s static antenna. The only dif- 0.8 r
ference is that, in the MIMO experiments, the eavesdropper

uses multiple (up to 5) of the panel antennas in Fig. 6(b). 5
For the single antenna evaluation, the eavesdropper decode 0.4 ¢

using the maximume-likelihood decoder in Appendix A.1l. 02 | Eavesd
For the MIMO evaluation, the eavesdropper decodes using J Random Gobes
Strategy 1 in§5.4. This strategy is based on the intuition 00 01 02 03 04 05 06 07 08 09 1

that a rotating antenna can be approximated for every short
mterval by a dlﬁer?m static antenna. Thus, the eavegiop g‘gure 7—HF eavesdropper’s bit error rate: CDF of the eavesdropper’s
first uses the card’s known preamble to learn two planes thggr over all runs of the Charlie card. Each run (CDF point)udes 1000
correspond taxy andx; and best fit the data. He initializes histraces. The security of LocRF against HF eavesdropperelglosatches
decoder to these planes. He keeps updating the planes in f@§|result of random guess.

Bit Error Rate at Eavesdropper for HF RFIDs

time by using a few consecutive samples. We tried update Ty
intervals that span the duration of one, two, three and ten 08 |
RFID state transitions, and found that the eavesdropper was
slightly better off using an update interval roughly matahi ) 0.6 1
the duration of two state transitions. © 04}
C. Security Metric 02 | Eavesdropper
We use the bit error rate (BER) experienced by the eaves- 0 . Random Guess -
dropper as our security metric. A perfectly secure system 0 01 02 03 04 05 06 07 08 09 1
should maintain a 50% bit error rate at the eavesdropper with Bit Error Rate at Eavesdropper for UHF RFIDs

an optimal decoder, which is equivalent to a random guesSgure 8—UHF eavesdropper’s bit error rate: CDF of the eavesdropper’s
For both HF and UHF experiments we run the experimer‘?tER over all runs of commercial UHF tags. Each CDF point inctutie00
. . . ! races from the same location. The average BER is 50% with redatd
in a variety of locations and we then average across 10Qfyiation of 2.3%. The BER has a slightly bigger variancenttize HF

runs to compute the average BER. systems, because the operating range in the UHF band is sagifi larger.

7. PERFORMANCE EVALUATION the modulation, the eavesdropper’s BER is 49.8% on average,
with a standard deviation of less than 0.8%, closely matchin
the results for a random guess.

We evaluate the effectiveness of LocRF's random modula- Similarly, Fig. 8 plots the CDF of the UHF eavesdropper’s
tion in protecting HF and UHF RFIDs from a single-antenn®ER. Due to the significantly larger range in UHF systems,
eavesdropper. the BER has a slightly bigger standard deviation than HF
Experiment:In this experiment, the LocRF reader queriessystems. Overall, the UHF eavesdropper’s BER is still 50%
the Charlie card or the commercial UHF tag for 1000 time§n average with a standard deviation of 2.3%. This result
in each run. To match the operating range in current RFImdicates that random modulation renders the decoding of
systems, the distance between the LocRF reader and theé eavesdropper about as good as a random guess.

RFID card is varied between [2, 10] cm in the HF caseresults 2 (Decoding performance at the LocRF reader):
and [1, 5] meters in the UHF case. During the_ RFID's replyext, we check that replacing the constant waveform with
the reader continuously transmits a random signal gemeratg,cRF's randomized modulation does not negatively impact
using the method ifj4. In the case of the Charlie card (HF), gecoding at the reader, in both HF and UHF RFID systems.

the eavesdropper is placed [5, 10] cm away from the card. {ffe yse measurements from the same experiment above but
the UHF case, he is placed in a range of [0.2, 5] meters awgys focus on the BER at the reader.

from the RFID card. He has a single antenna and decodesFig_ 9(a) and Fig. 9(b) plot the CDFs of the bit error
using the maximum-likelihood decoder §4.2.

7.1. Evaluation of LocRF's Randomized Modulation

rates at the LocRF reader for the HF and UHF experiments
Results 1 (BER at eavesdroppeBig. 7 plots the CDF of respectively. For reference, the figure also shows the fait er
the eavesdropper’s bit error rates when the Charlie card riste of existing RFID readers that use a constant waveform
communicating with a LocRF reader. The CDF is taken oveanstead of the random modulation. The HF LocRF reader has
all positions of the reader, Charlie card, and eavesdroppan average decoding BER of less than 0.01% and a maximum
For comparison, the red dashed curve is the CDF of ttBER of 0.03%, whereas the UHF LocRF reader has an
eavesdropper's BER when he randomly guesses the b#serage bit error rate of less than 0.01% and a maximum
without trying to make use of the eavesdropped informatiorof 0.06%. These values are typical for RFID systems and in
The figure shows that when the LocRF reader randomizdéise with current RFID reader’s performance.
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from the reader, the average BER is less than 0.01% with a maxiofu  Figure 11—MIMO eavesdropper’'s BER in LocRF’s rotating antenna

0.03%. (b) For a commercial UHF RFIDs [1, 5] meters away from theytension:CDF of the MIMO eavesdropper’s BER when the LocRF reader
reader the average BER is less than 0.01% with a maximum of 0.66% ses one static antenna and one rotating antenna to tramamiitdependent
both HF and UHF RFIDs the decoding performance of the LocREa®e®  andom signals. The BER is on average 50% and is very closeaodom

on par with that of existing readers, for the typical RFID @ti|g ranges. guess even if the eavesdropper uses 3, 4, or 5 antennas tdecode.

7.2. Evaluating LocRF’'s Randomized Channel

- . ,are caused by the channel noise.
We empirically evaluate the effectiveness of LocRF's

rotating antenna scheme in protecting RFIDs against multExperiment 2 (MIMO & a Rotating Antenna)iVe repeat
antenna eavesdroppers. Since multiple antennas do not hé1g above experiment after replacing one of the antennas on
eavesdroppers in HF systems, here we focus on UHF RFID§€ reader with a rotating antenna. The MIMO eavesdropper
g IO 2 St A o s 530 52 S a0 g S 1 G
like to empirically confirm that a MIMO eavesdropper with 9 9y - b

more antennas than the reader can decode despite the ran<§he data for every short interval, as explaine@anWe repeat

m . . .
modulation. Thus, we repeat the same experiment performeclS experiment with 4- and 5-antenna eavesdroppers. &ddin
with the single antenna system in the previous sectiont aft

antennas on the eavesdropper while keeping the reader with
replacing both the reader and the eavesdropper with MIM

0 antennas confirms that the rotating antenna can protect
devices. In this experiment, the reader has two static aagen against a very powerful MIMO eavesdropper.

each transmitting an independent random signél) and Result 2 (MIMO & a Rotating Antennafig. 11 plots CDFs
r(t). The eavesdropper uses a 3-antenna MIMO receivei the BER experienced by 3- 4- and 5-antenna MIMO
and decodes by identifying the two planes corresponding gavesdroppers when the LocRF reader uses its rotating
the card’sx, and x; states in its 3-dimensional space, agntenna extension. For reference, the BER result of a random
described in Appendix B. guess is also plotted. The figure shows that the eavesdropper
Result 1 (MIMO & Static Antennaskig. 10 plots the CDF experif-:-nce_s a bit error rate close to .50%' The eavesdrtsppgr’
of the BER experienced by a 3-antenna MIMO eavesdroprFCQdlng in face of LocRF's rotgtmg antenna scheme is
when the LocRF reader uses 2 static antennas with randc?rﬂu'valent to a random guess. This is bepa_u;e th? samples
modulation. Consistent with our analysis in Appendix B, th(gorrespondmg 100 a,nd X, states are now indistinguishable
MIMO eavesdropper can successfully decode the UHF tag”g the eavesdropper's multi-dimensional space.

data (BER< 3%). This is because the samples correspondirigesult 3 (Reader Decoding with a Rotating Antenrig:

to ‘0’ bits of the card lie on one plane in the eavesdropper'sally, we check that the rotating antenna and the resulting
3-dimensional space, while the ones corresponding to€&l’ lichannel randomization do not prevent the trusted RFID
on another plane. The few bit errors the eavesdropper hesader from decoding. Fig. 12 plots the BER from the same
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) Figure 13—Energy harvesting efficiency:The amount of time it takes to
Bit Error Rate at Reader charge the large attached capacitor to the wakeup threshiainilar for
Figure 12—Decoding performance of LocRF reader with rotating  both the random modulation and the constant waveform of thee RMS
antenna: The average BER at the LocRF reader with a rotating antennaoltage.
is 0.03% which is fairly close to the performance of currentRFeaders.

signal has no measurable impact on the power harvesting

experiment as above but as perceived by a LocRF readgfficiency of the RFID cards.
that decodes the signal using our desigrssm2. The figure
shows that the LocRF reader has an average decoding Bif- Evaluation of the Noisy Reader Proposal
error rate of 0.03%, and a maximum BER of 0.78%. This The Noisy Reader [42] makes the reader vary its own
is slightly worse than the single static antenna case, Isecalsignal in an attempt to hide the HF card’s data. To do so, it
the variance-based decoder here is more sensitive to nOig@nerates one random number per card bit and uses it as the
However, an average BER of 0.03% is quite common angagnitude of the reader’s signal. Further, the Noisy Reader
considered negligible in RFID systems. If certain applicarecognizes that the card has an underlying bit pattern, lwhic
tions require an even lower BER, the reader can requegtanges between two statesandx;. It tries to imitate the
the tags to transmit their data using longer codes, an optig@yd by making the reader periodically switch the phase of
readily available in today's commercial RFIDs [11]. its signal by 180 degrees at the same frequency the card uses

In summary, the results of the MIMO experiments showg switch between two states.
that LocRF's randomized channel scheme using a rotating Recall how the HF Charlie card conveys ‘0’ bits and
antenna achieves the goal of defending commercial RFID$ pits in Fig. 1(a): A ‘0’ bit is expressed as a constant
against multi-antenna MIMO eavesdroppers, even when thg|ye followed by switching repeatedly between two states,

reader has less antennas than the eavesdropper. whereas a ‘1’ bit is expressed as switching state followed
_ N by a constant value. Fig. 14 shows the same bits in the
7.3. RFID Energy Harvesting Efficiency received signal at a single-antenna eavesdropper, when the

Since the reader's RF signal acts as the energy source f4piSy Reader is protecting the Charlie card. Although each
the RFID cards, here we investigate whether replacing tHt is scaled differently, we can still see that all the ‘Otsbi

constant waveform with LocRF’s random waveform affect{iave the same shape, while the 1" bits have a different shape
the card's efficiency in energy harvesting. Hence, the eavesdropper can still observe two pattern®in th

. . message and use them to decode.
ExperimentWe want to measure the charging time; however, the security of the Noisy Reader was studied analytically

the capacitor on the battery-free passive RFIDs is typically ¢ we are unaware of any prior implementation or empirical
small (e.g. 5 pF), which does not allow us to obtain robusty,jyation. We have implemented the Noisy Reader using
time measurements. As a workaround, we attach a larggs same USRP setup as LocRF. We conduct the same
capacitor (i.e., 0.1 F) to the Moo RFIDs and record the timg,neriment as i1§7.1, except that here we replace the LocRF
it takes for the voltage between two pins of the Moo’s energyager with the Noisy Reader. Fig. 15 plots the CDF of the
har\_/<_ast|ng circuit to reach 2.2 V the wakeup thresh.old. W&ngle-antenna eavesdropper's BER when the Charlie card
position the RFID tag at four different locations which argg communicating with the Noisy Reader. For comparison,
1,2, 3, and 4 meters away from the reader, and repeat i figure also plots the reader's BER. The figure shows that
charging experiment five times at each location, both for thg,o gifference between the eavesdropper’s and the reader’s
constant and random waveforms. average bit error rates is below 0.3%. This means that the
Results:Fig.13 shows the time it takes the RFID’s capacitoeavesdropper can almost perfectly decode the Charliescard’
to charge to 2.2V at each location. At all locations, the powedata despite the Noisy Reader.

efficiency of LocRF’s random modulation is on par with the We note that the Noisy Reader still works for cards that
constant waveform. The small differences in the chargindo not have internal patterns for “0” and “1” bits. However,
time are insignificant and do not consistently favor either omore than 80% of the HF cards today (ISO 14443 Type
the two waveforms. Thus, we conclude that using a rando [35]) use the same patterns as the Charlie card (called
waveform instead of a constant waveform as the readefdanchester encoding), and the UHF cards use a different
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the Charlie card communicating with the Noisy Reader stillileikh two
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magnitude in each bit and the phase shifting, the eavesdrampe still
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Figure 15—Single-antenna eavesdropper's BER in Noisy Reader

has more antennas that the trusted system without imposing
constraints on device locations.

9. CONCLUSION

Recent eavesdropping attacks have compromised the se-
curity of billions of deployed RFIDs worldwide. This paper
asks the question whether one can secure these simple RFIDs
from eavesdropping attacks, without modifying the cards.
By only implementing changes on the RFID reader, LocRF
introduces the idea of randomized modulation and its mgati
antenna extension to overcome powerful MIMO adversaries.
We analytically and empirically demonstrated that random-
izing the modulation via reflection, and randomizing the
wireless channels by using a rotating antenna can effégtive
protect today’s widely used commercial RFIDs from eaves-
droppers. Further, we believe the rotating antenna scheme
can be combined with multiple existing security primitives
which will open doors to a variety of new designs in wireless
security beyond the scope of RFID communication.
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0us then generalize to-antenna eavesdroppers.

2 First, consider the case if the reader usee static an-
o .
s 0 tennas to transmity(t) andry(t). A 3-antenna eavesdropper
w044 receives the signalg (t), y2(t), ys(t) on each of his antennas:
@ 042
04 ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ yl(t) hf11 hr21 hC11 hC21 r]_(t)
20 25 30 35 40 45 50 55 60 y2t) | = P, P, | +X(1) - |he, he, . [f (t)}
Ratio of Reader’s Power to RFID Card’s Power in (dB) Y3 (t) hr13 hr23 hc13 hc23 2
Figure 16—Theoretical BER at the eavesdropper as a function the @dtio ) o (16)
the reader's signal to the RFID’s reflected signal. wherehy, is the channel coefficient from the LocRF reader’s

i-th to the eavesdropperjsth antennah, is the channel of

) _ the card’s reflection of;(t) to the adversary’-th antenna.
Here we derive the bit error rate (BER) at the eavesdropper Recall thatx(t) has two states, or X;. For thex, state,

for the case of HF RFID cards. The analysis is the samgysed on Eq. 16, one can prove the following:

for the UHF RFID cards. We define random variablés=

A.2. Bit Error Rate of Eavesdropper

IY2|?+ |Yal?+ Yo [*+|Ya|?, V = [Yo|>+[Y11]*+ | Y13[*+[Y15|, A23-V1(l) = Az Yoll) + Aro-ys(H) =0, (17)
andZ = U — V. Based on the optimal decoder in A.1 thewhere
bit error rate at the eavesdropper is calculated as: Aij= (hy +he, - %0)(hy, + he, - Xo)
B 1 1 2 2j
1 1 (18)
BER=Pr(Z < 0b=0) + 5Pr(z>0b=1) = (e + ey - %0) (P + ey - 0),

which defines a plane in a 3-dimensional space. W&ien=

Given b = 0, {Y2,YsYe, Y} are independent complex , " iterent plane can be derived. Since all channels are

Gaussian random variables with zero mean and stand . .
o . nstant, the two planes correspondingg@andx; are static.
deviation oy = o]l 4+ X| while {Yq, Y11, Y13, Y15} are P P 9d L

) . : . Hence, the eavesdropper can distinguiglsamples fronmx
independent complex Gaussian random variables with ze PP guis P !

- - ggmples by mapping them to one of the two planes.
mean and standard ‘?'e"!a“m = 0|1+ %, Thus,ZU and Now consider the case where the first antenna of the reader
V have a Gamma distribution wheté¢ ~ T'(4,25) and

> , B - isrotating. The channels,, andhc, are changing randomly
Vv~ (4 2y). We denve};r(z\b = 0) and then calculate: 54 hence the\;; coefficients in Eq. 18, which define the

0 planes will also change randomly. In this case, no particula
Pr(Zz<0b=0) = / Pr(zlb = 0)dz plane in the eavesdropper space is uniqugy@s opposed
—o0 £ to x;. Said differently, a sample correspondingxtan the 3-
_ 20u° . 10u° L Ap n 1 dimensional space can also corresponx;tonce the channel
A+p)" L+ (A4+p)d> Q+p* coefficients have changed. Thus, the eavesdropper will not

where i = |1+ %[2/|1 + %|% One can further prove be able to distinguish thg) samples from they samples to

that Pr(Z > Ob = 1) = Pr(Z < Ojb = 0). Hence the decode. |
eavesdropper’'s BER using the optimal decoder is: When the eavesdropper hasantennas, he receives
signalsy; (t), - - -, ya(t) where:

202 102 4. 1
BER= + + + (15) t h,(t) h he,(t) h
R T ot D el RN e A T
As 4 approaches 1, the BERbecomg21 Since the RFID - ' 3 : : ra(t)
card’s reflection is much smaller than the reader’s signal, w Ya(t) hew(t)  hry, he,, () he,,

have %, [X1| < 1 andp =~ 1+ ¢ wherele] << 1. We Consider the samples received in one occurrence ofghe
can see from this equation that the BER depends on hastate:

much smaller is the _RFID cgrd’s reflection as compared to Ty, Hry, + He,, - %o hr,, + Neyy - Xo
the LocRF reader’s signal. Fig. 16 shows the eavesdropper’s i R

BER as a function of the ratio of the reader’s signal power : Rt :

and the RFID card’s reflected power at the eavesdropper. For Yh Hry, + Hey, - X0 his + heyy - %o
typical ratio of 30dB to 50dB, the BER is between 46.4%\e use capital letters to denote the random variables.
and 49.6%. This result is under the assumption of no wireless For any point in ther-dimensional antenna spa¥e- - - Yy,

‘R

channel noise, which is favorable for the adversary. a set of Ry, R, and H,;'s and Hc,;;’s exist that satisfy the
above equation. In other words, the samples corresponding

APPENDIX B. to Xo state are not confined to a subspace, but rather can

ROTATING ANTENNA IN HIGH DIMENSIONS span then-dimensional space. One can prove the same for

We discuss the impact of using a rotating antenna anda- Thus, the eavesdropper cannot distinguish the samples it
static antenna at the reader on a 3-antenna eavesdropper Efgives during state fromx, state.






